PRODUITS MATRIX42 MARKETPLACE

LundM Sophos Mobile Connector

Integrate Sophos Mobile into Matrix42 Service Store and getinventory data.

Not compatible with Sophos Central

Description

Imbit Sophos Mobile

Connector Lmbit ©
SOPHOS

Mobile

The Imbit Sophos Mobile Connector is an extension to the Konnektor

Matrix42 Service Store. It connects to an instance of Sophos
Mobile and serves quite literary as a data provider.

Sophos Mobile is a Software that offers Mobile Device Management. Mobile Devices are
registered with Sophos Mobile. This usually is as simple as installing a Sophos Mobile
Application on a device and scanning a barcode. The devices are assigned a profile that
determines compliance standards. The application provides information pertaining to that
mobile device, such as IMEI, phone number, installed Applications, root status etc.

The Imbit Sophos Mobile Connector queries a Web Service to access this information and uses
it to create or update Asset Management Data in the Matrix 42 Service Store. Among the data
thatis provided by the Sophos Mobile Connector are:

® the Name of the Device
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https://www.sophos.com/en-US/products/mobile-control.aspx

thedescription

e liability

e Serial Number
e IMEI

[ ]

OS (Platform and Version)
aninventory of the installed Applications

You also getanemail address whichis used to assign the device toaprincipal user and
yougetaphone number along with the carrier network and the SIM serial number which
is used to establish arelation between the device and SIM cards.

This makes it conveniently easy to have current and constantly updated data on all your
nmobile devices present in your asset management. You don't have to manually enter all the
information or go through the hassle of manually exporting data to a csv file and import the
information with a suitable GDI-sequence. With engine activation the process of importing the
data can be fully automated.

The benefits are a multitude and quite obvious.

Installing and configuring this tool is quick and simple. It's an essential extension to the Service
Store for everyone that employs Sophos Mobile and uses the Service Store for Asset
Management.

Example

Mobile Device registered with Sophos Mobile:

rhage notfdund or type unknown
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klaas_privat 1

Compliance policies  Default

Model LGELGGE 7 Name
Operating system Android 8.0.0 s Description AOU&00B Test 123 2
Last SMC synchronization  May 25, 2018 6:44 PM 9 Owner Personal 3
Device ID *d amserans 10 Email address [ RS o T =
Senal number LGHB7028eedcel 111 Phone number (R R 5
LG GATE version 710 User .

Device group Android devices s

4

Status Profiles Policies Device properties Custom properties Internal properties Installed apps System apps Tasks
Management mode Device
Device is managed v 112 Email access v
Device is compliant v i3 Container access
Network access v
Device is not compromised v Open tasks 0
Device is password protected «*
Dey|
Status Profiles Policies Device properties Custorn properties Internal properties Installed apps System apps Tasks
Q, search all fields
Property ~ Value
Android_ld L

| Property « Value ¢

ignoreBatteryOptimizationRelevant 1

IMEI/MEID e tarama . 14

Install no|;

, Status Profiles Policies Device properties Custom properties Internal properties installed apps System apps Tasks

Internal n

1P addrey Q_ search all fields

Ig_rmdm | Property = Value <

locateAlld SMSec managed 0

MAC add usageAccessActive 0

Network usageAccessRelevant 0

Passcodd USE mass storage enabled 1

phone_ni Wi-Fi IP address fe80:b6f7.alff fe8eeBbfswlan0, 2001°16b8:67cf.e600:b6f7:a1ff fe8e-eBbf, 2001:16b8:67cf.e600:4c7

Reported||  Wi-Fi MAC address reipmenge 16

Root stat o= ll1j2)|3 Displaying 41 to 46 of 46 entries

safe_ava

safe_supported false

serial_numbar Y L

SIM IMSI FRETEI AL B

SIM operator MEDIONmobile [26203)

SIM serial number B e P T T 15

SMC_app.version 803121

bl | 1,23 e || - Displaying 21 to 40 of 46 entries
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Imported in Matrix42 Service Store (Classic Ul):
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Visit Imbit Homepage

Information complémentaire

Plate-forme Service Store

Compatibilité des 90
produits Service Store 7

ggﬂ]hpoasbm%)f”e 8.x Not Compatible with Sophos Central

Service Store Ul Classic, UUX

AppFabric Required Yes
Digital Workspace

Platform (DWP) 10.x
Compatibility

License metric Par installation
Fabricant Imbit GmbH
Contract type Subscription
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