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Silverback Mail Gateway

This guide will help you deploy the Silverback and ActiveSync Silverback Mail Gateway.
You can publish either Exchange ActiveSync or IBM Traveler using the Silverback Mail
Gateway. This allows you to add multiple services to work together to spread the load of
incoming devices across multiple 'nodes’.

If you need to enable Enterprise Certificate Authority on the SMG then it will be enabled for
all services. Enterprise Certificate Authentication will stop Silverback from working if it is
being published through the SMG.

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

You need to make sure you have a Computer that is configured to be on the same network
as the Silverback Mail Gateway. The configuration needs to be via Remote Desktop
Protocol.

To configure the Silverback Mail Gateway you will need to have an Administrative account.
You will need to login using an admin account to do the necessary configuration.

The Silverback Mail Gateway runs on Windows Server 2012. Install and patch a Windows
2012 server.

Incoming traffic

The Smartphones and tablets communicate via HTTPS (TCP Port 443), so this needs to
be opened from the Internet to the Silverback Mail Gateway (SMG).

Outgoing traffic
Open the following outgoing traffic from the Silverback Mail Gateway:

OSCP traffic: usually port http 80 (recommended by IT industry) to the destination
OSCP endpoint, but also 443 in case of https

CRL traffic: usually port http 80 (recommended by IT industry) to the destination CRL
endpoint, but also 443 in case of https

An external DNS address and correspondent SSL certificate is required for the incoming
email client traffic from the internet, e.g. smg.customer_domain.com .

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

This will guide you through publishing Silverback and ActiveSync through the Matrix42
Silverback Mail Gateway.

If you are competent at installing IIS and .NET 3.5.1, please skip to section 3.2

Launch Server Manager

Server Manager

Copyright © 2013 Microsoft Corporation. All rights reserved.

Select ‘Local Server’ on the left hand navigation

I28 Dashboard

i Local Server

ii All Servers

Click Manage and select ‘Add Roles and Features’

[7 Manage Tools View

| Add Roles and Features

Remove Roles and Features

Autor: Matrix42 Cloud & Mobile Management
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Click Next > Select Role-Based installation.

Click Next > Select your server
Click Next

Tick ‘Web Server (11S)

RWeb Server (IS

I 1 s g - s = : =

Click ‘Add Feature’ > Click Next

[ Add Roles and Features Wizard -

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

’Add Features ’ Cancel ‘

Select .Net Framework 3.5

NE

|:] HTTP Activation
V| Non-HTTP Activation (Installed)

’4 CIW.NET Framework 3.5 Features (2 of 3 mstalled)

Click Next, Next, Next, Install

Autor: Matrix42 Cloud & Mobile Management
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To enable the required features run the following PowerShell :

Import-Module ServerManager

Add-WindowsFeature Web-Static-Content,Web-Default-Doc,Web-Dir-Browsing,Web-Net-Ext,Web-
Request-Monitor,Web-Http-Tracing,Web-Filtering,Web-Stat-Compression,Web-Mgmt-Console,NET-
Framework-Core,NET-Non-HTTP-Activ,NET-HTTP-Activation

Check that it works:

Success Restart Needed Exit Code Feature Result

True No Success {HTTP Activation, Application Development,...

Hardening your SSL Stack: This is an optional step.

If you don’t want your SSL stack hardened, then skip this step. If you have your own SSL
hardening guide then apply it instead.

You may want to use the following hardening script. Download below script, open
PowerShell ISE, and run the script in the PowerShell:

http://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12

Alternatively you can download the script from the Matrix42 Knowledge Base and run it as
administrator:

https://help.matrix42.com/03 Matrix42 Mobile/00 Silverback/Environmental Configuratio
n/SMG [IS SSL Hardening Powershell Skript

Copyright 2014, Alexander Hass
http://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12

Version 1.4

- RC4 has been disabled.

Version 1.3

- MD5 has been disabled.

Version 1.2

- Re-factored code style and output

Version 1.1

- SSLv3 has been disabled. (Poodle attack protection)

H O OH OH OHF OHF OH OH OH K H

Write-Host 'Configuring IIS with SSL/TLS Deployment Best Practices...'
Write-Host '------mmmmmm i m e

# Disable Multi-Protocol Unified Hello

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

You will need to restart the computer, Click ‘Yes’ or ‘Yes to All’

Ee

PCT
SSL
SSL
TLS
TLS
TLS

Weak
Weak
Weak
Weak
Weak
Weak
Weak
Weak

File Edit

1
2
3.
1.
1
1

Weak c

Administrator: Windows PowerShell ISE

View Tools Debug Add-ons Help

Write-Host
Write-Host
Write-Host
Write-Host

been
been
been
been
been
DES

configurat

=[P s B = 8 B oo & (@

Script

"TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA™,
"TLS_RSA_WITH_AES_256_CBC_SHA256",
"TLS_RSA_WITH_AES_256_CBC_SHA',
"TLS_RSA_WITH_AES_128_CBC_SHA256",
"TLS_RSA_WITH_AES_128 CBC_SHA',
"TLS_RSA_WITH_3DES_EDE_CBC_SHA"

)
$cipherSuitesAsString = [string]::join(’, ', $cipherSuitesOrder)
New-ItemProperty -path ‘HKLM:\SOFTWARE\Policies\Microsoft\Cryptography\Configuration\SSL\00010002" -name ‘Functions®' -value $ci

: After the system has been rebooted you can verify your server’
configuration at https://www.ss1labs.com/ssltest/’

Write-Host -ForegroundColor Red 'A computer restart is required to apply settings. Restart computer now?’
Restart-Computer -Force -Confirm
Configuring IIS with SSL/TLS Deployment Best Practices

Multi-Protocol Unified Hello has been disabled.
been d -

=) Confirm

Are you sure you want to perform this action?
Performing the operation “Enable the Local shutdown access rights and restart the computer.” on target “localhost (WIN-38CITGSQO7R)".

56/56 hi

| Yes | [vestoan] [ No | [NotoAl] [Suspend]

40/128 has veen uisavicd.
56/128 has been disabled.
40/128 has been disabled.
56/128 has been disabled.
64/128 has been disabled.
128/128 has been disabled.

Strong cipher AES 128/128 has been enabled.
Strong cipher AES 256/256 has been enabled.
Strong cipher Triple DES 168/168 has been enabled.

NOTE: After the system has been rebooted you can verify your server

ion at http /www.ss1labs.com/ss1test/

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

Devices must communicate over HTTPS and trust the server, to ensure the data in transit
is encrypted; therefore the SSL Certificate on the web services that the devices access
must be from a certificate authority trusted by the devices.

It's recommended that you purchase a Subject Alternate Name (SAN) or Wildcard
certificate, e.g. *.company.com. This will ensure that devices will trust the server no
matter what endpoint they connect to.

The certificate should be installed on the Silverback Mail Gateway and bound to the
Silverback website.

Open IIS Manager and select the ‘Default Web Site’ and click ‘Bindings’

Edit Site

Bindings...

‘:| Basic Settings...

Select ‘https 443’ and click ‘Edit...” :

Select your certificate from the ‘SSL Certificate’ drop down and click OK.

Edit Site Binding (= |

Type: IP address: Port:
https All Unassigned v] lMS ‘

Host name:

\ |

O Require Server Name Indication

SSL certificate:

",silversync.com VH Select... ‘ ‘ View... ‘

Close the 1IS Management console

Autor: Matrix42 Cloud & Mobile Management
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You need to Download and install the latest version on Application Request Routing.
Several years ago, Microsoft introduced the Web Platform Installer (WebPIl) mechanism,
which makes it easy to manage installed components. It's used with many things, and is
the preferred way to install ARR and all its components properly and easily.

Download and install the Web Platform Installer from here:

http://www.microsoft.com/web/downloads/platform.aspx
Once it installs, it will launch automatically.

From the ‘Products’ section find ‘Application Request Routing’, click ‘Add’ and ‘Install’.

o Web Platform Installer 5.0 [-[=xT]
Spotlight Products Applications [ | »
Name Released Install A
[LAN Q;' HttpPlatformHandler v1.0 5/27/2015
Server )
Frameworks ‘ir ; URL Rewrite 2.0 5/27/2015
Database
T & Extemal Cache 1.1 5/27/2015
ools :
| Windows Azure N L i
" Application Request Routing 3.0 5/27/2015
L ]
y's Workflow Manager Tools 1.0 Refresh for Visual Studio 2015 5/22/2015 Add
w Microsoft Azure SDK for .NET (VS 2015) - 2.6 4/29/2015 Add
w Visual Studio Express 2012 for Web with Microsoft Azure SDK - 2.6 4/29/2015 Add
M Aicenrafs Aviien CAV £~r NICT AIC NI DA AM0ONS AdA e
0 ltemsto be installed Options Install Exit
This will install ARR and all its dependencies. Exit WPI once is finishes.
Web Platform Installer 5.0 -

PREREQUISITES INSTALL CONFIGURE FINISH

v/ The following products were successfully installed.

External Cache 1.1
URL Rewrite 2.0
Application Request Routing 3.0

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

Microsoft’'s Application Request Router (ARR) IIS Extension is a complex piece of
software, which integrates with several other components to do its job. These components
are URL Rewrite, Web Farm Framework and ARR’s External Cache module. For things to
work correctly, not only do you need all components, but they must also be installed in a
specific order, which can be confusing.

Occasionally, though, you might find yourself in a situation where you still prefer to avoid
using the WebPI installation option. If so, another option you have is installing it using the
IExpress package, which includes all the components together.

Another option is to install the components by hand, which will require you to download the
components separately. This is the procedure:

Stop IS first by typing net stop was /y and net stop wmsvc /y on an elevated
command-line window:

= Administrator: CMD

:\>net stop was ’y
l following services are dependent on the Windows Process Activation Service s

Stopping the Windows Process Activation Service service will also stop these ser
ic

World Wide Web Publishing Service

opping.

ct .
s ﬂct ivation Service service was stopped successfully.

Download and install the URL Rewrite module.
http://www.iis.net/downloads/microsoft/url-rewrite

Download and install the Web Farm Framework module.
http://www.iis.net/downloads/microsoft/web-farm-framework
Download and install ARR itself.
http://www.iis.net/downloads/microsoft/application-request-routing
Download and install the External cache module.

http://download.microsoft.com/download/3/4/1/3415F3F9-5698-44FE-AQ72-
D4AF09728390/ExternalDiskCache amd64 en-US.msi

Start the IS services (or, simply reboot your server) and you should be good to go!

Autor: Matrix42 Cloud & Mobile Management
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To publish Silverback and ActiveSync using Application Request Routing we need to
create a server farms, implement health checking and configure URL Rewrite rules.

We need to create a server farm to publish Exchange ActiveSync or Domino Traveler.

Open IIS and click on Server Farm.

Click ‘Create Server Farm...” and give it a name as shown below.
This should be the internal URL of the ActiveSync / Traveler server.

This host name is used to build the URL re-writing rules so it must match the
backend hostname. If the backend server is “Intranet” then the farm must be to.

Create Server Farm

o
‘-i' Specify Server Farm Name

Server farm name:

Irp.silversync.com]

Online

(I

Click Next.

On the Add Server page, add each of the Client Access servers and click Finish.

This should be the internal URL for the CAS servers.

Create Server Farm

ﬁéﬂ Add Server

Server address:

[

Online

Advanced settings...

Remowve

Server Address Status

ex01.silversync.com m

ex02.silversync.com Online

B

Autor: Matrix42 Cloud & Mobile Management
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Select Yes at the below prompt.

MATRIX
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Rewrite Rules

IIS Manager can create a URL rewrite rule to route all incoming requests
to this server farm automatically. Do you want to create this rule now?
You can also create this rule later by visiting the Routing Rules page of
the server farm.

@

[x]

Open the Server Farm settings node to make configuration changes.

4 9_51 WIN-38CITGSQO7R (WIN-38CITG
2} Application Pools
b -lel Sites
4-33/ Server Farms
4133 rpsilversync.com
b 23 Servers

TTOUp Oy AT

Server Farm

=\ & 'a Q P | = P 'a
LLh @ \ g'g g . g "
v . g o %\ o
Caching Health Test Load Balance Monitoring Proxy Routing Server
and Manag... Rules Affinity

Select Caching and choose Disable Disk Cache.

Select Health Test. This is used to make sure that a particular application is up and

running:

In Exchange 2013 there is a new component called Managed Availability and it uses
various checks to make sure that each of the protocols are up and running. We are going
to leverage one of these checks to make sure that the service/protocol is available.

https://<fqdn>/<protocol>/HealthCheck.htm is the default web page present in Exchange
2013. These URL'’s are specific for each protocol and do not have to be created by the

administrator.

Autor: Matrix42 Cloud & Mobile Management
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Silverback Mail Gateway

Configure the Health Test.
We are not rewriting the URL before the backend server receives the traffic so the host

header in the traffic is still the external URL. We therefore need to test that the external
URL works against the internal servers. You can amend this if you are an advanced user,
but this is not covered in this guide. Configure with the following settings:
URL.: https://rp.silversync.com/Microsoft-Server-ActiveSync/HealthCheck.htm
Interval: 5 seconds

Time-Out: 30 seconds

Acceptable Status Code: 200

Ugl Health Test

Use this feature to configure how Application Request Routing should test for the health of conten

URL Test
JRL:

I https://rp.silversync.com/Microsoft-Server-ActiveSync/ Healtl

Example: http:/ A, contoso.com/testpage.html

Interval (seconds):

E |

Time-out (seconds):

[2 |

Acceptable status codes:
200 |
Response match:

| |

Verify URL Test

Autor: Matrix42 Cloud & Mobile Management
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Click Verify URL to Test, and they should pass.
This confirms the internal server is accessible.

Verify URL Test

Results:
Server Address Result
e2silversync.com Fail
&1 silversync.com Pass

Details
Cannot connect to the server. The HTTP status code ...

Pass

Close

We shutdown ex02.silversync.com so you can see what an inaccessible server response

looks like.

Select Load Balance and choose weighted round robin. There are other options, but
for this scenario, we find this to be simple and effective.

Ugl Load Balance

Use this feature to configure which load balance algorithm Application Request Routing should use.

Load Balance

Load balance algorithm:

IWeighted round robin

Load distribution:

IEven distribution

Select Monitoring and Management. This shows the current state of the CAS servers
that are part of this Server Farm. The Health Status is based on the output of the Health

Test mentioned above.

UJ' Monitoring and Management

Use this feature to view the runtime statistics of Application Request Routing. Use Actior]

manage the content servers.

Group by: No Grouping -

Server * Availability Health Status Requests Per Second
i exD1.silversync.com  Unknown Unknown 0
ex02.silversync.com  Unknown Unknown 0

Select Proxy. Change the below values. The actual value for these settings may need
to be tweaked for your deployment, but these usually work well as a starting point.

Autor: Matrix42 Cloud & Mobile Management
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Ujl Proxy

HTTP wversion:

Use this feature to configure proxy settings for Application Request Routing.

|Pass through

Keep alive

Time-out {seconds):

|120|

If you are using Exchange 2013 or SSL Re-encryption select Routing Rules and
uncheck Enable SSL Offloading. If you are using SSL Offloading then check it.

Uil Routing Rules

scenarios, follow the URL Rewrite link.
Routing
Use URL Rewrite to inspect incoming requests

[] Enable SSL offloading

Requests with the following extensions are not forwarded:

Use this feature to define simple URL Rewrite rules in Application Request Routing. For advanced

|

Example: *,jpg, *.css, *.qgif

Requests with the following patterns are not forwarded:

Example: fimages/™, *ftemplates/™

Select Server Affinity. As long as you can get to a CAS server, you will be able to

access your mailbox. No changes required.

Autor: Matrix42 Cloud & Mobile Management
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3.4.3.

Create ActiveSync URL Rewrite Rules

I At the IIS Root and click on URL Rewrite.

MATRIX2

SMARTER WORKSPACE - BETTER LIFE

File View Help

Q- -7 |8
P Qﬂ Start Page
4185 WIN-38CITGSQO7R (WIN-38CITG
(5} Application Pools
b Sites
433J Server Farms
433 rpsilversync.com

GT;! WIN-38CITGSQO7R Home

Filter: v W Go -~ (G Show All | Group by: Area
ASP.NET
ot ‘ \ V. ..
3 & ¢ 9
.NET .NET .NET Error .NET .NET Trust  Application
Authorizat... Compilation Pages Globalization Levels Settings

@ R 9 .

Application Authentic... Compression  Default Directory  Error Pages
Request R... Document  Browsing
= | o4 o=
m oMo e E D
MIME Types  Modules Output Request Server URL Rewrite
Caching Filtering Certificates
You should see two URL Rewrite rules already created.
I Select the HTTP rule and press Remove.
@;! URL Rewrite
Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.
Inbound rules that are applied to the requested URL address:
Name Input Match Pattern Action Type  Action URL
| = [ ARR_rp.silversync.com_loadbalance_SSL URL Path Matches * Rewrite https://rp.silversync.com/{R:0}
{HTTPS} Matche_s the Pattern on
[L:EARR_rp.siIversync.com_loadbalance URL Path Matches * Rewrite http://rp.silversync.com/(R:(ﬂ

Autor: Matrix42 Cloud & Mobile Management
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Open the properties of the SSL rule. Under Conditions Click Add:

le Edit Inbound Rule

Name:

ARR_rp.silversync.com_loadbalance_SSL

Match URL A
Requested URL: Using:
I Matches the Pattern v Wildcards v
Pattern:
* I l Test pattern...

[v] Ignore case

Conditions A

Logical grouping:

Match All v
R e Pattern
{HTTPS} Matches the Pattern on

Add a HTTP HOST for the external server FQDN, as below:

Add Condition [ I

Condition input:
‘(HTTP_HOST) \
Check if input string:
‘ Matches the Pattern v ‘
Pattern:
Irp.silversync.com| I ‘ Test pattern... |
Ignore case

| 0K | | Cancel |

Autor: Matrix42 Cloud & Mobile Management
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Under Action make sure that you have the below options set i.e.. choose the
appropriate Server Farm from the drop down menu.

Action A

Action type:

Route to Server Farm v

Action Properties

Scheme: Server farm: Path:

| https:// v | ’ rp.silversync.com v ‘ ’,/{R:O}

Stop processing of subsequent rules

Note: Make sure the option “Stop processing of subsequent rules” is selected. This is to make sure that the
validation process stops once the requested URL finds a match.

Repeat the same steps for creating a Server Farm and URL Rewrite rule for Silverback.

We need to create a server farm to publish Silverback.

Open IIS and click on Server Farm.
Click ‘Create Server Farm...” and give it a name as shown below.

Create Server Farm _

ﬁ. Specify Server Farm Name

Server farm name:

Iban.silversync.coml

Online

Click Next.
On the Add Server page, add each of the Silverback servers and click Finish.

Autor: Matrix42 Cloud & Mobile Management
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% Add Server

Server address:

[ | Add |

[v] Online

Advanced settings... | Remove |

Server Address Status

banana.silversync.com Online

I Select Yes at the below prompt.

1IS Manager can create a URL rewrite rule to route all incoming requests
to this server farm automatically. Do you want to create this rule now?

You can also create this rule later by visiting the Routing Rules page of
the server farm.

3.4.5. Silverback Server Farm Configuration Changes

Open the Server Farm settings node to make configuration changes.

----- 2} Application Pools Sgwer Farm -
b 5 B F @ &+ =
433 Server Farms = — el L b Ty
4 ai ban.silversync.com Caching Health Test Load Balance Monitoring Proxy Routing Server
b -8 Servers and Manag... Rules Affinity
Aﬂ, rp.silversync.com
p-83 Servers

I Select Caching and choose Disable Disk Cache.

Autor: Matrix42 Cloud & Mobile Management
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Select Health Test. This is used to make sure that a particular application is up and
running:

Configure the Health Test with the following settings:
URL.: https://banana.silversync.com/mdm
Interval: 5 seconds
Time-Out: 30 seconds

Acceptable Status Code: 200

Uﬁl Health Test

Use this feature to configure how Application Request Routing should test for the health of conten

URL Test
JRL:

|https://banana.silversync.com/mdm |

Example: http:/fnen.contoso.com/testpage.html

Interval (seconds):

E |

Time-out (seconds):

[0 |

Acceptable status codes:
|200 |

Response match:

Verify URL Test

Autor: Matrix42 Cloud & Mobile Management
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Click Verify URL to Test, and they should pass.

Verify URL Test (= |

Results:

Server Address Result Details

bananassilversync.com Pass Pass

Close

Select Load Balance and choose weighted round robin. There are other options, but

for this scenario, we find this to be simple and effective.

UJ' Load Balance

Use this feature to configure which load balance algorithm Application Request Routing should use.
Load Balance

Load balance algorithm:

|Weighted round robin V|

Load distribution:

IEven distribution v|

Select Monitoring and Management. This shows the current state of the CAS servers
that are part of this Server Farm. The Health Status is based on the output of the Health

Test mentioned above.

U;J! Monitoring and Management

Use this feature to view the runtime statistics of Application Request Routing. Use Actions to manage the content servers.
Group by: No Grouping S

Server * Availability Health Status Requests Per Second Response Time (ms) Current Req

bananassilversy... Unknown Unknown 0 0 0

Autor: Matrix42 Cloud & Mobile Management
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Select Proxy. Change the below values. The actual value for these settings may need

to be tweaked for your deployment, but these usually work well as a starting point.

Ui! Proxy

Use this feature to configure proxy settings for Application Request Routing.
HTTP version:

|Pass through v

Keep alive

Time-out (seconds):

|1zo|

Select Routing Rules and uncheck Enable SSL Offloading, as it is not supported in

Silverback.

UJ' Routing Rules
Use this feature to define simple URL Rewrite rules in Application Request Routing. For advanced
scenarios, follow the URL Rewrite link.

Routing

Use URL Rewrite to inspect incoming requests
[] Enable SSL offloading

Requests with the following extensions are not forwarded:

| |

Example: *,jpg, *.css, *.qgif

Requests with the following patterns are not forwarded:

| |

Example: fimages/™, *ftemplates/™

Select Server Affinity. As long as you can get to a Silverback server, you will be able

to access Silverback. No changes required.
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3.4.6. Create Silverback URL Rewrite Rules

I At the IIS Root and click on URL Rewrite.

File View Help

ST @ WIN-38CITGSQO7R Home
.5 Start Page

495 WIN-38CITGSQOTR (WIN- Filter: ~ W Go ~ GShow All | Group by: Are
-2} Application Pools ASP.NET
p-& Sites ot 4
b -8l = A
4-33] Server Farms g \\\é 404 0 H?J
4-33 bansilversync.com NET NET .NET Error NET NET Trust
{ p-gF Servers Authorizat... Compilation Pages  Globalization  Levels
4 -8 rpsilversync.com s
b -33 Servers

Application Authentic... Compression  Default Directory

Request R... Document  Browsing
L} 3 ’\ o::: |
< ?’ = o= Lg¥
Modules Output Request Server URL Rewrite

Caching Filtering Certificates

I Select the Silverback HTTP rule and press Remove.

0‘;! URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.
Inbound rules that are applied to the requested URL address:

Name Input Match Pattern Action Type  Action URL

|5 LI ARR rpsilversync.com loadbalance SSL  URLPath  Matches . Rewrite https://rp.silversync.com/{Ri0} |

{HTTPS} Matches the Pattern on
{HTTP_H.. Matches the Pattern rp.silver...

) [ ARR_bansilversync.com_loadbalance SSL  URL Path Matches * Rewrite https://ban.silversync.com/{R:0}
{HTTPS} Matches the Pattern __on
@ARR_ban.silversyncAcom_loadbalance URL Path Matches Rewrite http://bamsilversync.com/(R:@
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Open the properties of the Silverback SSL rule
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. Under Conditions Click Add:

qgl Edit Inbound Rule

Name:

ARR_ban.silversync.com_loadbalance_SSL

Logical grouping:

Match URL a)
Requested URL: Using:

l Matches the Pattern v Wildcards v
Pattern:

* l | Test pattern...

[v] Ignore case
Conditions

Match All v
{HTTPS} Matches the Pattern

Add a HTTP HOST for the external Silverback server FQDN, as below:

Add Condition

(= TS|

Condition input:

](HTTP_HOST)

Check if input string:

l Matches the Pattern

Pattern:

|ban‘silversync.com|

| l Test pattern... l

[v] Ignore case

oK

Cancel |
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Under Action make sure that you have the below options set. Choose the Silverback
Server Farm from the drop down menu.

Action A

Action type:

Route to Server Farm v

Action Properties

Scheme: Server farm: Path:

Ihttps:// v l |ban.silversync.com v | I/(R:O}

Stop processing of subsequent rules

Note: Make sure the option “Stop processing of subsequent rules” is selected. This is to make sure that the
validation process stops once the requested URL finds a match.

Navigate to the URL Page again and it should look like this:

U;I URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.

Inbound rules that are applied to the requested URL address:

Name Input Match Pattern Action Type  Action URL
: = [ ARR rp.silversync.com_loadbalance_SSL URL Path Matches * Rewrite https://rp.silversync.com/{R:0}
{HTTPS} Matches the Pattern  on
{HTTP_HOST} Matches the Pattern  rp.silversync.com
= L_}‘ARR_ban.silversync.com_loadbalance_SSL URL Path Matches * Rewrite https://ban.silversync.com/{R:0}
{HTTPS} Matches the Pattern  on
{HTTP_HOST} Matches the Pattern  ban.silversync.com
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You should be able to navigate to Exchange ActiveSync / Traveler URL externally:

https://rp.silversync.com/microsoft-server-activesync/healthcheck.htm

or

https://rp.silversync.com/microsoft-server-activesync

With Exchange ActiveSync you should get a response like this:

(- & https://rp.silversync.com/microsoft-server-activesync/healthcheck.htm
I
I ﬁ Getting Started Most Visited ~ (:] Work ~ E] Security ~ D Accounts|

200 OK
| EX01.SILVERSYNC.COM

You should also be able to navigate to the Siverback URL externally:

https://ban.silversync.com/mdm

You should get a response like this:

i@ https://ban.silversync.com/mdm
| | Getting Started Most Visited ~ (] Work ~

MDM service is running.
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You will need to create a client certificate to use as an enterprise client certificate. You can
generate one from a certificate authority, or generate a single self-signed certificate. The
self-signed certificate is the most secure option.

Use OPENSSL or suitable certificate generation tool to create a client certificate. The
certificate must have the “Client Authentication” key usage. From a Windows Desktop or
Server in an environment with a Microsoft Certificate Authority, the “certreq” tool can be
used with the following steps:

Create a .nf file with a text editor with the following content
(changing values to suite your environment) :

[NewRequest]

Subject = "CN=Silverback Certificate"
Exportable = TRUE

RequestType = CMC

KeyLength = 2048

Provider Type = 24

[RequestAttributes]
CertificateTemplate = "UserActiveSync"

SAN="upn=silverback.testl@company.com&email=silverback.testd@compa
ny.com"

Replace the Subject value with the desired -certificate subject text, and in the
RequestAttributes section, enter a template name, which the Certificate Authority will
recognise as a User Certificate template.

For the SAN value, change the UPN and Email attributes to values, which will be
recognisable in your environment. The value is not critical, but it should be clear to users
looking at the certificate that its purpose is for the Silverback SMG.
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Execute the following commands to generate a certficiate:

MATRIX
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certreq —new certificatereq.inf certificatereq.req

Replace certificatereq.inf with the name of the .inf file created in the previous step.

certreq —-submit -config “certauth.company.com/Certificate

Authority” certficatereq.req certificate.cer

Replace “certauth.company.com/Certificate Authority” with the address and name of your
certificate authority.

Certreqg —accept certificate.cer

The above command completes the certificate request on the machine.

The certificate for Enterprise Certificate Authentication is now available on the machine. IF
this was a separate machine to the SMG, export and copy the certificate to the SMG

server.

Open the Certificate Management Console on the SMG server:

5 Microsoft Root Authority

[ Microsoft Root Certificate Auth...
[ Microsoft Root Certificate Auth...
[ Microsoft Root Certificate Auth...

[5JNO LIABILITY ACCEPTED, ()97 ...

[5)Secure Mobile Gateway
[5lSilverback Root Authority

5] SilverbackMDM Global Enterpri..
5 Thawte Timestamping CA

[53] VeriSign Class 3 Public Primary ...

< m

Microsoft Root Authority
Microsoft Root Certificate Aut|
Microsoft Root Certificate Aut]
Microsoft Root Certificate Aut]
NO LIABILITY ACCEPTED, (c)9|
Secure Mobile Gateway
Silverback Root Authority
SilverbackMDM Global Enterp|
Thawte Timestamping CA
VeriSign Class 3 Public Primar;

Trusted Root Certification Authorities store contains 22 certificates.

=9 Console1 - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates] l;li-
& File Action View Favorites Window Help [-|&[x]
@ B &= H
7 Console Root Issued To “ Issued By Actions
4 (5 Certificates - Current User 5 AddTrust External CA Root AddTrust External CA Root Certificates o~
b [ Personal [5JBaltimore CyberTrust Root Baltimore CyberTrust Root §
4 [ Trusted Root Certification Authorities [55]Class 3 Public Primary Certificat... Class 3 Public Primary Certific More Actions ’
MiCeticates 53] Copyright (c) 1997 Microsoft C...  Copyright () 1997 Microsoft { | AddTrust External CA Root a
b 5 Enterprise Trust 5] DigiCert Global Root CA DigiCert Global Root CA v
b B iate Certification horiti More Actions »
i I DigiCert High Assurance EV Ro... - DigiCert High Assurance EV R
= Tctl\;ed[):e;tl?r: User Object [ Entrust Root Certification Auth... Entrust Root Certification Autl‘
b Trusted Publishers [5;JEquifax Secure Certificate Auth... Equifax Secure Certificate Autl
b (] Untrusted Certificates GeoTrust Global CA GeoTrust Global CA
b (] Third-Party Root Certfication Authorities || —# 0c0Trust Globa colrust bloba
[ GlobalSign Root CA GlobalSign Root CA
b (] Trusted People
» 1 Client Authentication Issuers 5] GTE CyberTrust Global Root GTE CyberTrust Global Root
b Smart Card Trusted Roots [ Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) F

Right Click “Trusted Root Certificate Authorities\Certificates” and click “Import”.
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Select the SMG certificate:

Click Next:

Click Finish:

=]
@® = Certificate Import Wizard
File o Import
Specy the fle you want to iport.
e name:
[ c:\Dsers\adminstrator Desktop\sMG.cer |
Note:
Personal Informaton Exchange- PKCS #12 (PFX, P12)
Mrosoft Seriaized Certicate Stoe (SST)

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automaticaly select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
[Trusted Root Certiication Authorities | [Cerowse...

Completing the Certificate Import Wizard

The certificate will be imported after you cick Finish.

You have specified the following settings:
LT CaceETY Trusted Root Certification Authorities
Content Certificate
File Name C:\Users\Administrator\Desktop\SMG.cer

MATRIX2
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You will now have the enterprise certificate root correctly installed.
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It is recommended to backup the registry before making any modification to your registry.

You need to apply these registry settings:

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvi
ders\SCHANNEL]

"ClientAuthTrustMode"=dword:00000002
"SendTrustedIssuerList"=dword: 00000000

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Paramet
ers\SslBindingInfol\0.0.0.0:443]

"DefaultSslCertCheckMode"=dword: 00000001

You can copy this text and create the file “ARRSSL.reg” using it. Run the ARRSSL.reg file
to import the registry settings. Check that the values have been set using regedit32.

& Registry Editor [= =[]
File Edit View Favorites Help
b fde ~ [ Name Type Data
by fdPHost a5) (Default) REG_SZ (value not set)
b-Ji FDResPub 3% Appld REG_BINARY 81 €l c34d b e1 21 4 b0 22 59 fc 66.9b 09 14
by Fileinfo faultSsiCertCheckMode REG_DWORD 0x00000001 (1)
bl Filetrace 32|SsiCertHash REG_BINARY 0536 d9 0d 56 6c 8 34 20 b3 81 b7 8b d3 2e be ef e..
flpydisk ) SsICentStoreName REG_SZ My
FitMgr
14 FontCache
13 FontCache3.0.0.0
Fs_Rec
b ). FsDepends
FxPPM
3 gagp30ix s
b ). gencounter
GPIOCHKO101
b gpsve
HDAudBus
HidBatt
b hidsery
HidUsb
b hkmsve
b-Ji HpSAMD
HTTP
Parameters
SslBindinglnfo
000.0:443
SsICcsBindinglnfo
SsiSniindinglnfo
UrlAclinfo v
"
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentC es\HTTP\ 0.0.0:443
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3.7. Blocking additional URL'’s

It is possible to create custom URL rewrite rules to block certain admin URL’s from
being published. You may want to block users from using this service to access
Outlook Web Access, or the Silverback Admin Console.

3.8. User Based Certificate Authentication

You will need a PKI which creates user certificates and is connected to your Silverback
server.

Internet DMZ Local Area Network

443 D I |
I
SMG | |
| —
443 % Mail Server
Smart . 5
Phone ¢
Silverback
Server PKI

3.8.1. Import Certificate Trust

You have to import 2 certificates in the Certificate Store

1. RootCaCertificate
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Open the Certificate Management Console on the SMG server:
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@ File Action View Favorites Window Help - &%
e« 2@ 0| 6
[ Console Root Issued To “ Issued By Actions
4 [ Certificates - Current User 53 AddTrust External CA Root AddTrust External CA Root
4 :1 Personal [53)Baltimore CyberTrust Root Baltimore CyberTrust Root More Acti ,
4[] Trusted Root Certification Authorities [] Class 3 Public Primary Certificat... Class 3 Public Primary Certific ore Actions
) = Cen-|ﬁcates [5 Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft ¢ w
b & Enterprise Trust N 5] DigiCert Global Root CA DigiCert Global Root CA More Actions ,
b j I:“,"":;‘me cer:;ﬁ“g:'.‘ Authorities [/ DigiCert High Assurance EV Ro... DigiCert High Assurance EV Ry
b i T“Z’d :’:‘If": ser Object [ Entrust Root Certification Auth... Entrust Root Certification Aut
I
: = U:irueste duCe:tif:Ztes [Z3J Equifax Secure Certificate Auth... Equifax Secure Certificate Aut!
b (1 Third-Party Root Certification Authorities gg:’;;;;f:’::: E: gl‘::;;“;f':::: cci
p [ Trusted People
b [ Client Authentication Issuers 23] GTE CyberTrust Global Root GTE CyberTrust Global Root
b (=] Smart Card Trusted Roots ;l Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) F
[ Microsoft Root Authority Microsoft Root Authority

Right Click “Trusted Root Certificate Authorities\Certificates” and click “Import”. Select the
Root_CA certificate:

2. IntermediateCertificate

Right Click “Trusted Root Certificate Authorities\Certificates” and click “Import”

@& File Action View Favorites Window Help !l!l!

oo 2@ O 6=

~] Console Root Issued To - Issued By Expiration Date  Intended Purposes Friendly Name

b
4

4 () Certificates (Local Compute

[ Microsoft Windows Hardware ...
- Personal [/ RapidSSL CA

1 Trusted Root Certifi

y gl Silversync Enterprise I di
2 Certificates Lol www.verisign.com/CPS Incorp....
| Enterprise Trust
| Intermediate Certificatic
7 Certificate Revocatic
[ Centificates
7] Trusted Publishers
1 Untrusted Certificates
] Third-Party Root Certifiq
7] Trusted People
1 Client Authentication s
] Remote Desktop
] Certificate Enroliment R
=) Smart Card Trusted Roo
(] Trusted Devices
1 Web Hosting

12/31/2002
2/18/2020
7142025
10/24/2016

Microsoft Root Authority

GeoTrust Global CA

Silversync Global Root Authority
Class 3 Public Primary Certificatio...
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Select the Intermediate Certificate

1 |ﬁ » ThisPC » Desktop v 0| l Search Desktop »p |
Organize v  New folder = v [ @
Bl Desktop Kl Name - Date modified Type
D L
ot | siiversync_int_ca 10/29/20153:41AM  Security Cert
‘% Recent places -
(5 silversync_root_ca.cer 10/29/2015 218 AM  Security Cerf
4 This PC
b Desktop
b | Documents -
b g Downloads
b W Music
b &l Pictures
b | @ Videos
b iy Local Disk (C) ||
P @ Temporary Stora
V<] m [ >
File name: silversync_int_ca v| [x3509 Cerificate (.cer*.ct) |
Open Cancel

Open the ISS Manager and go to Sites-> Default Web Site -> SSL Settings. Set the value
to “ SSL Required”

ue » WIN-38CITGSQO7R » Sites » Default Web Site » HI

File View Help

L S SSL Settings E=I——
CHETE) @ 9 » B 4o
j Start Page This page lets you modify the SSL settings for the content of a website or application. % _Cancy
495 WIN-38CITGSQOTR (WIN-38( ] © Hel
42 Application Pools Require SSL g
48] Sites . "
Client certificates:
b Q) Default Web Site pent certficates:
b 33 Server Farms O Ignore
O Accept
@® Require
R | 5| =] Features View || Content View
G ion: ‘localhost’ licationHost.config, <location path="Default Web Site">
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Go to the Web Setting admin page of your Silverback Server

Go to the “General” Tab and change the Certificate Deployment from ‘Enterprise
Certificate’ to ‘Individual Client’

Type the PKI string into the ‘Certificate Deployment’ field

MDM Payload

LDAP

App Portal and SMS
APNS Settings

Services

SMTP

Wi-Fi Client Certificates
EPIiC

Silversync

Allowed Device Types
Android Settings

WP Settings

Cached Password Policy
TPAMS

LDAP Mapping

o

—CA Certificate

Certificate
Thumbprint:

Country:

Organisation:

8624abae8e5ee015a7632e11dc6f293537bacc36

AU

SilverbackMDM

Location: Sydney
Expiry Length
10
(years):
) Enterprise Certificate
I(:I)ertllﬁcate . © Individual Client
eployment: DCO1.silversync.com\Silversync Enterprise Intermediate CA
—Sites
Admin URL: https://pluto.silverbackmdm.com/admin
SSP URL: https://pluto.silverbackmdm.com/ssp

Companion URL:

Activation URL:

Sharepoint URL:

Excel Connection

String:

https://pluto.silverbackmdm.com/epic
https://pluto.silverbackmdm.com/activate

https://pluto.silverbackmdm.com/sharepoint

Provider=Microsoft.ACE.OLEDB.12.0;Extended Properties="Excel 8.0
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