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Android for Work Enablement

Android for Work is Google’s approach to standardize the management for Android devices in
enterprise environments across all hardware manufacturers.

Android for Work provides a logically data separated work area managed by corporate IT in
parallel to the personal area on a single Android device. The private and Android for Work
area share the same user interface to allow the user native Ul experience. All Android for
Work applications are differentiated by an orange briefcase icon (‘badged apps’) and can be
easily identified as work application by the end-user.

At a high level, a Google Managed Domain is created (or an existing Google Apps account
also), and then this is “paired” with Silverback by Matrix42, allowing the server to manage
users and settings.

Special API Projects are created in the Google Managed Domain and then Silverback is
configured to work with these projects.

From this point forward, the management of apps and settings for devices is done via the
Silverback Admin Console.

This document will go through the process of enabling Android for Work for your devices
from start to finish.
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This step is not required if you already have a Google Apps account or Managed
Domain.

Begin by first navigating to the Android for Work sign-up page, located here:
https://www.google.com/a/signup/u/0/?enterprise _product=ANDROID WORK

In the About you section, enter the personal information including your First and Last
name, current work email (this does not need to match the domain you are signing up for),
and phone number.

About you

Name

John Smith

Current work email Doesn't have to be an official business em:

j.smith@company.com

Phone

B - +1555 555 5555

In the About your business section, enter your business name and the business domain
address. This domain must match the domain you want your users to enrol with, e.g.
company.com. You will also need to verify that you own this domain, this is typically done
by creating a DNS entry with Google will check for, and this will prove that you manage the
domain. Enter the other information such as number of employees and country/region.

Author: Cloud & Mobile Manaaement



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Android for Work Enablement

About your business
Business name

Company Inc

Business domain address You'll need to verify that you own this domain

company.com

Number of employees Country/Region

100-199 employees ¥ United States

4

In the Your Google admin account section, you will be creating the administrative
account for your Managed Domain. This is the account that will be used for the rest of the

document and will be the “Master” account.

Your Google admin account

Username Create an account to manage Android for Work
admin . @

Create a password 8-character minimum; case sensitive

Alternate email address To recover your account

j.smith@company.com

In the final section, enter the security verification and read and agree to the required

agreements.
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2.2. Verify Domain Ownership

After the sign up is completed, you will be required to verify that you own the Domain
Name provided. Click Start next to Verify domain ownership to star this process:

Bring Android to your office

With Android for Work, you can manage your company's devices and keep them secure.

o Create your domain admin account

Create an account to use for Android for Work

e Verify domain ownership —

Verify you're the owner of your company’s domain and protect its security.

Connect with your provider

@

Allow an enterprise mobility management (EMM) provider to keep your
organization's devices secure.
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You will be required to verify your domain. This can be done in several ways and you
should select the method that suits your needs. The domain can be verified by adding
content to your home page or by altering your DNS settings by adding an entry that
Google can verify. Select your verification method and follow the steps.

You can select “Choose a different method” if the method selected does not suit your
needs:

e Verify domain ownership

Verification checklist
Follow these steps to help Google verify that you own the domain company.com.

Learn more

Add a meta tag to your homepage.

Copy the meta tag below and paste it inside the <head> section of your homepage
(http://company.com). The tag should go between the <head> and </head> tags, before the <body>
tag.

Meta tag value:

<meta name="google-site-verification" content="NndwaP1PpzsFgGPFmMO0x35qF4A_oV4Vémn...

SEE EXAMPLE

or

Choose a different method ~
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After choosing your verification method and activating, Google will attempt to verify your
input. Wait for the process to change to verified to continue:

e Verify domain ownership

Verifying your domain ownership

The domain host is updating your information. This might take a bit—you can close this window and come back to
admin.google.com later without interrupting the process.

Learn more

Estimated time remaining: 5 minutes

0 Need help? Search the Help Center or call 844-390-7627 and provide your unique PIN: 78752229

e Verify domain ownership

Your domain is verified!

CONTINUE

Q Need help? Search the Help Center or call 844-390-7627 and provide your unique PIN: 78752229
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After being verified, you will be presented with an EMM token number which will expire in
30 days. You should copy this token so that it can be entered when configuring Silverback.

@ Connect with your provider

Work with an enterprise mobility management (EMM) provider to administer your company's devices. Contact
your provider directly and provide the token below to set up your device management system. If you don't have an
EMM provider, you can choose one for your organization.

Learn more

1C55B802941F15D5

Number of days left before this token expires: 30

FINISH

0 Need help? Search the Help Center or call 844-390-7627 and provide your unique PIN: 78752229
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3. EMM Token for existing Google Managed Domain
This section is not required if you acquired your EMM Token from the section

above. This is only to be followed if you have a Google Apps Business account or
have previously created your Google Managed Domain as above.

3.1. Generate a Token

1 Login to your Google Account Admin Page at: https://admin.google.com
2 Click Security from the menu:

- @000
o’ »

yorts NEW! Security Suppc
sage of services Manage security Learn more .
features help

3 Click Show More:

Show more

Author: Cloud & Mobile Manaaement



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Android for Work Enablement
4 Click Android for Work Settings:

~ Android for Work settings

Manage enterprise You need an enterprise mobility management (EMM) provider to keep your organization's
mobility management devices secure. Contact your provider directly and provide the token below to set up your device
provider management system.

If you haven't selected an EMM provider, you can choose one from this list.
Share this token:

D22C6E087432E08B @

Number of days left before this token expires: 30

5 Copy the Token value from this page and record it for later steps.

Author: Cloud & Mobile Manaaement
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Silverback requires an API Project and associated service account to manage Android for
Work settings for your Google Managed domain. This section is required whether you
already have a Google Apps Business account, or you created a Google Managed
Domain in the above step.

6 Navigate to the URL: https://console.developers.google.com/project to create your
project which Silverback will use to manage your Android for Work settings.

7 From this page, click Create Project:

Google Select a project ~
Create Project

8 Enter a Project Name, the value entered is not critical, but as you may have multiple
projects in future, it's recommended to name this project with a value that will be easily
identifiable as your Android for Work deployment:

New Project

Project name

Silverback Project

Your project ID will be silverback-project Edit

Show advanced options...

Cancel
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9 After the project is created, you will be taken to the project dashboard, Click on “Enable
and manage APIs”.

= Google Developers Console Q

ﬁ Home Dashboard

Ij!  Dashboard

Project: Silverback Project
= Activity

ID: silverback-1000 (#79000000000) v

Use Google APIs

Enab Is, create credentials, and track

you

API Enable and manage APls

10 To enable Android for Work Management for Silverback, Enter “EMM” in the API
search field and when “Google Play EMM API” is visible, click it:

API Library Enabled APIs (6)

emm
Back to popular APls

Name Description

Google Play EMM API API| to manage cc
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11From the resulting screen, click “Enable API”:

“ Enable API

Google Play EMM API

API| to manage corporate Android devices

W wi

4.2. Create the Service Account Credentials

1 After enabling the API, a service account must be created so that Silverback can

manage the settings for you. From the Developer Console in the step above, click on
Credentials and then New credentials:

= Google Developers Console Q siverback ~ B B @
API API Manager Credentials
'3’ Overview Credentials OAuth consent screen Domain verification
Or Credentials
APls
Credentials

You need credentials to access APls. Enable the APIs you plan to
use and then create the credentials they require. Depending on the
AP, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the API documentation for details.

New credentials ~

Author: Cloud & Mobile Manaaement



MATRIX" 2

SMARTER WORKSPACE - BETTER LIFE

Android for Work Enablement

2 From the select list, choose Service account key:

APls
Credentials

You need credentials to access APls. Enable the APIs you plan to
use and then create the credentials they require. Depending on the
AP, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the APl documentation for details.

New credentials ~

API key
OAuth client ID

Service account key

Help me choose

Author: Cloud & Mobile Manaaement
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3 Click the Service account select list and click New service account:

Create service account key

Service account

New service account

Key type
Downloads a file that contains the public/private key pair. Store the file securely because
this key can't be recovered if lost

® JSON

Recommended

P12

For backward compatibility with code using the P12 format

Cancel

4 Enter a Service account name and then choose JSON and click create:

Create service account key

Service account

New service account v

Name

ServiceAccount

Service account ID

serviceaccount-270 @silverback-1000.iam.gserviceaccount.com
Key type
Downloads a file that contains the public/private key pair. Store the file securely because
this key can't be recovered if lost
® JSON
Recommended
P12

For backward compatibility with code using the P12 format

Cancel
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5 Confirm the prompt:

Service account created

The service account "ServiceAccount” was given editor permission for the
project.

The account's public/private key pair Silverback-28566aS5bcbb5.json has been
saved on your computer. This is the only copy of the key, so store it securely

6 This will download a JSON formatted file, which will contain the Client ID and Email
needed for future steps. Open the downloaded JSON payload, and copy the value for
both client_id and client_email:

[ NN | Silverback-28566a5bcbb5.json — Edited
{

“"type": "service_account",

“"project_id": "silverback-1000",

“"private_key_id": "2B566a5bcbb52ec5%9acb689002f0cB8fc44432248",

"private_key": "————- BEGIN PRIVATE KEY---—-
\nMIIEvoIBADANBokghkiGOwOBAQEFAASCBKgwogSKAQEAAOIBAQCYOtFSSopUUXxP7\ngigbzxc4AK3cLval/
ObPWgUK1urlDNRxbseSs8go5i+JcNeln30+ynZEr7Ik59Ms\nb9sqFba56unv0200yKZXS5vHBm7TF
+119LULILEWNXOKNABrMfaDYpZnh+FHQFCij\nLGT8kmZkG]j CuMwWlcwTCajtRILyuI2fos812cR6gi8D0O+Y
+iHERDb®59f/GkBBaxR\nDOzkyyVT2++fmwVIvC++6Urt fCKy LIWAIXMDMiMH361E7SqlsYMmlwTmL+80yeDt
\niDWXMCouISI1IWCw@IKCKkEawCRSh06wx21QETfD1nQzj fQRYNbFbQPI/mbrEfmUvyZ
\nNNCU5Tuy7AgMBAAECQQEAL1SNnZVpyOcqGN/hsrpFoXRrxENP37VOP/mithhS8k6cbqg
\nuSNaBzySzVIh6qYosyjjdF9tJzPlc/vaDtAoGBAMuChtyV@s1kgDMI7x8S
\nzFGRZzxMd20uK6tWrgZXkAx6r05yVVUVWUsq6nb86Qz70pSH4TepTBKTGIIR11i8\n0t/
+ZgX1UOCITDaxYLO0O+MIqq3LUWz9gvA/bKuScBelRwyf71j lyvinTBOhRdgN@\n5w4j80t300ypV/yuaoxf/
MGi\n-———- END PRIVATE KEY-———- \n",

“"client_email": "serviceaccount-270@silverback-1000.iam.gserviceaccount.com",

"client_id": "11118512324948674966",

"auth_uri": "https://accounts.google.com/o/oauth2/auth",

"token_uri": "https://accounts.google.com/o/o0auth2/token",

"auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/vl/certs",

"client_x509_cert_url": "https://www.googleapis.com/robot/vl/metadata/x509/
serviceaccount-270%40silverback-1183.iam.gserviceaccount.com"

}
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7 From the resulting screen, click “New credentials” and then “Service account key”:

Credentials OAuth cons

OAuth client ID

Service account key

Help me choose
2

8566a5bcbb52ech9:

8 From the resulting screen, select the service account you created previously, and
choose P12 as the Key type:

Create service account key

Service account

ServiceAccount v

Key type
Downloads a file that contains the public/private key pair. Store the file securely because
this key can't be recovered if los

JSON

Recommended

® P12

For backward compatibility with code using the P12 format

Cancel
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9 A certificate file will download; this file must be kept for later configuration. A password
is generated with this file and should be noted so that it can be entered later:

New public/private key pair

Silverback-d10e011¢cf153.p12 has been saved on your computer. This is the only

copy of the key, so store it securely
This is the private key's password. It will not be shown again. You must present this password to use the private key. Learn more

notasecret

10 From the resulting screen, click Manage Service Accounts:

Credentials OAuth consent screen Domain verification

New credentials ~

Create credentials to access your enabled APIs. Refer to the APl documentation for details.

Service account keys Manage service accounts

11From the resulting screen, click the menu button for the service account, and click Edit:

Jan 6,2016 .
Jan 6, 2016
Edit
Delete
Create key
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12Check the value to enable Google Apps Domain-Wide Delegation and click Save:

Edit service account
Name

ServiceAccount

v/ Enable Google Apps Domain-wide Delegation
Grants a client access to all users' data on a Google Apps domain without manual
authorization on their part. Learn more

Cancel

13

At the end of these Service Account steps you should have:
Client ID for Service Account (from JSON Payload)

Email Address for Service Account (from JSON Payload9)

P12 Certificate File for Service Account and Associated Password

Author: Cloud & Mobile Manaaement
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4.3. Enable Directory Management via Silverback

The following step is only required if you want Silverback to manage your Google
Managed Domain users automatically. This is recommended if you do not already have a
Google Apps Business account and therefor have no users in your account. This process
enables Silverback to create and manage users for you automatically when they enrol.

1 To enable this API, from the developer console, click on Overview:

= Google Developers Console Q

API API Manager Overview

< Overview

Gooagle APIs Enabled APIs (8)

O~ Credentials

search all 100+ AP

2 In the search box, enter “Admin” and click on “Admin SDK”:

= Google Developers Console Q

API API Manager Overview

~ )
o5 Overview Google APIs Enabled APIs (8)

O~ Credentials

Admin
Back to popular APls

Admin SDK Admin SDK
also provid
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3 Click “Enable API” from the resulting screen:

Google Developers Console

API API Manager Overview

czo Overview

“ Enable API

Admin SDK

O Credentials

Admin SDK lets administrators of enterpr
resources like user, groups etc. It also prc

4 Navigate to the Google Apps Admin Page at https://admin.google.com/ and select
“Security” from the main page:

Reports NEW! Security Support

k usage of services Manage security Learn more and (
features help

5 Click on “Show more”

Show more

6 Click on “Manage API client access”:

Author: Cloud & Mobile Manaaement
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~ Advanced settings

Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. @

Federated Login using OpeniD
Allows users to sign-in to 3rd party websites using their h1z1map.com account, without
giving away their credentials.

Manage API client access
Allows admins to control access to user data by applications that use OAuth protocol.

7 On the resulting page, enter the Client ID value previously recorded in the “Client
Name” field, and enter https://www.googleapis.com/auth/admin.directory.user in the
“One or More API Scopes” field, then click Authorize:

Manage API client access

Developers can register their web applications and other API clients with Google to enable access to data in Google services like

Learn more
Authorized API clients The following API client domains are registered with Google and authoriz
Client Name One or More API Scopes
https://www.gocgleapis.com/auth/admin.direc = Authorize
Example: www.example.com Example: http://www.google.com/calendar/feeds/ (comma-delimited)

Author: Cloud & Mobile Manaaement
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1 To pair Silverback to your Google Managed Domain, login to the Silverback admin
console. Click on the Admin Tag and the Android for Work section:

APP PORTAL USERS

DASHBOARD DEVICES TAGS

Android for work settings

FILE SYNC

- g

Device Types —Enabled

o Emm enterprise Not bound
Hardware Authentication
status
EAS Settings Domain
Backup Policy Emm Token
Device Email Variable  {usersSMIME}

Silverlync Integration )
Service Account ID

NitroDesk Integration Service Account E-

mail
Pending Commands
Certificate Choose File No file chosen

Console Permissions .
Certificate Password

Device Enrollment Program
VPP App Licensing

Samsung UMC

Android for Work
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2 Tick “Enabled” to enable the form, and then enter the following information in the page:

Domain

EMM Token

Device email variable

Service Account ID
Service Account E-mail

Certificate

Certificate Password

The Domain name for the company, e.g. company.com,
this must match the domain used for the sign up in the
previous steps

This is the EMM Token presented to you on sign-up. If
you need to see the token again, navigate to the Google
Admin page, select Security and then Android for Work
settings to view the token

The system variable used for user's email addresses.
This will be the value used when creating the user’s
Google account. This can be any system variable, but it's
important to note that Silverback will automatically append
the Domain value to the end. E.g. If “user01” is the Device
Email Variable, then the wuser created will be
user01@company.com”

The Client ID value previously generated
The Client Email address previously generated

The P12 Certificate file downloaded when creating the
Service Account previously

The password on the P12 Certificate file. Google assigns
this by default and displays the value to you.

3 After the information above is entered, click Save. If the settings validate correctly, the
confirmation screen will show. Click OK:

Information

Afw Settings saved successfully.
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4 At this point, the settings are not yet activated, click Activate to begin this process and
select “| want to activate AfWork Automatically”:

Android for Work Activation x |

Android for Work Activation

Silverback can attempt to activate your Android For Work features
automatically. Alternatively, you can download a token and navigate to
https://mobile.matrix42.com with your enterprise manager account and
manually perform the activation.

I want to activate I want to activate
AfWork automatically AfWork manually

5 If prompted, enter your Matrix42.com account credentials to activate Android for Work.
Silverback will indicate that Activation is in progress:

Android for Work Activation x B

Your AfWork features are being activated

®* Loading...

6 After this is completed, you will be returned to the main Android for Work settings page,
and you can now optionally enable the Directory API if needed.
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If directory integration is needed, and enabled as part of the Enable Directory
Management via Silverback section, you need to configure Directory API settings. The
following table explains the settings and their purpose:

Note: The default password must be strong; however these requirements change
from time to time. If you have issues creating users in Android for Work, try
increasing the complexity of the password.

Android for Work Directory API can pre-
configure accounts with both username and

Send User Password password. Disabling this will prevent
Silverback from sending a password on
user creation.

When a user is created via the Directory
API, Silverback will send a password to use

Use User Password for the account. This checkbox allows you
to send the password the user used to
create the enrolment via the SSP.

If the user's password is not available, or
the above setting is disabled, Silverback

Default Password will use this default value. The value can be
communicated to users to use for Android
for Work activation.

When Silverback sends requests to the
API, it will impersonate an admin on the
Google Managed Domain. Authentication is
handled by the service account, but it will
use this email address as the user making
these changes. This must be the email of a
user with Administrator rights on the
Google Managed Domain.

Admin Email

After enabling Directory API integration and populating the settings, save the changes to
enable this.
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