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This document covers the upgrade process for Silverback upgrades after version 4.9
Update 1. In 4.9 Update 1, substantial changes were made to the SQL upgrade process;
this is now handled by the application itself. Prior to this SQL scripts had to be run
independently of the server upgrade, and also upgrades must happen sequentially. From
version 4.9 Update 1 onwards, you simply need to upgrade the server application, and
then launch it to complete the database upgrade.

This guide will show a common setup, but every environment is different! For advanced
configuration or special requirements, talk to your technical contact or raise a support
ticket to cover your needs.
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For the upgrades after version 4.9 Update 1, ensure that you have on the Silverback
server, the installation executable files for the latest version you wish to upgrade to. Any
intermediate releases are not required after 4.9 Update 1.

Ensure that you have a functioning Silverback deployment before commencing an
upgrade. This ensures that any issues can be traced to the upgrade process and not an
existing issue.
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Launch the inetmgr and stop the Silverback website. Launch the Services.msc application
on your Silverback server, and stop all Silverback related services.
; Services |L|£-

File Action View Help
e [EEc:= Hm »enw

. Services (Local)

. Services (Local)

-

Silverback Maintenance Service Name Description Status Startup Type Log ~
/; Secondary Logon Enables star... Manual Loc
Stop the service /. Secure Socket Tunneling Pr... Provides su... Manual Loc
Restart the service /. Security Accounts Manager  Thestartup ... Running  Automatic Loc
S Server Supportsfil.. Running  Automatic Loc
Description: % Shell Hardware Detection Provides no... Running  Automatic Loc
This is the Silverback Maintenance % Silverback EPiC Service The Silverba... Running  Automatic Net:
Sgwice which is used to !maintain the Z«,‘
Silverback system at all times. . . Start . .
+ Silverback Queuing Se nning  Automatic (D... Net
+ Smart Card Disabled Loc
2 Smart Card Device Ent Pause nning  Manual (Trig... Loc
.. Smart Card Removal F Resume Manual Loc
% SNMP Trap Restart Manual Loc
‘. Software Protection Automatic (D... Net
% Special Administratior ek ' Manual Loc
% Spot Verifier Refresh Manual (Trig... Loc =
. SSDP Discovery Properties Disabled Loc
/; Storage Tiers Manage Manual Loc
/; Superfetch Help Manual Loc
/. System Event Notification S... Monitors sy.. Running  Automatic Loc
% System Events Broker Coordinates... Running  Automatic (T... Loc
‘. Task Scheduler Enables aus.. Running  Automatic Loc o
< m >

““-\_ Extended p( Standard/

Stop service Silverback Maintenance Service on Local Computer

To ensure you can rollback the upgrade in the event of an issue, we will backup the
website configuration files. The simplest way to do this is, is to navigate to the location of
the Silverback website on your server’'s drive, and create a copy of the web.config file
located in the /admin folder. You should ideally preserve this backup until you can verify
the upgrade process is complete.

To ensure you can rollback the upgrade in the event of an issue, we will backup the SQL
database. Generally this backup can be requested from the group that manages your SQL
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databases. If you need to manually do this, launch the SQL Server Management Studio,
right click on your Silverback database, and select Tasks > Back Up...

f- New Database...
¢ New Query
Script Database as >
1
1 Tasks 4 Detach...
Policies 4 Take Offline
1 Facets Bring Online
r Start PowerShell Shrink 4
|
4 Reports 4 Back Up...
R Restore 4
Delete Ship Transaction Logs...
r Refresh Generate Scripts...
Properties

Extract Data-tier Application...
Deploy Database to Windows Azure SQL Database...
Deploy Database to a Windows Azure VM...

=nt

Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Import Data...
Export Data...
Copy Database...

Manage Database Encryption...

Ensure the backup type is Full, and specify the backup location

¥ Back Up Database - Silverbackds1 T= 1o I

Selecta page I 7
S ~ A H
3 General ‘; w U =2
3% Media Options
4 Backup Options Source
Database: [ Silverback481 v |
Recovery model: FULL
Backup type [Fut v]

["] Copy-only backup

Backup component:
@® Database

O Files and filegroups: [ ]

Destination

Back up to: ‘ Disk v |

E-\Database Backups\Siverback481 bak \
o

Server.
SQLo1 Contents

Connection.
SQLO1\Administrator

37 View connection properties

Progress
Ready

==
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3.2. Step 2: Silverback Application Upgrade

3.2.1. Launch the Installer
Launch the installer executable, and click Next to begin.

Welcome to the installation wizard for Silverback

This installation wizard will install Silverback on your computer. To continue, dlick Next.

WARNING: This program is protected by copyright law and international treaties.

MATRIXq2
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3.2.2. Prerequisites Check
Ensure all prerequisites are installed and configured and click Next

Installation Prerequisites check passed.

All necessary prerequisites were found. Please select Next to continue the installation.

+/ Microsoft ASP.NET 3.5.1(SP1)

+ Microsoft ASP.NET 4.0

+ Microsoft ASP.NET 4.5

' Microsoft Silverlight

+ Microsoft Database Access Engine or Microsoft Office

' Microsoft Internet Information Services version 7 (IIS 7)
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Carefully read the license agreement. If you accept the terms, select ,| accept the terms in
the agreement® and press Next to continue. You can also print the agreement if needed
for documentation.

il Silverback - Installation Wizard .

License Agreement

Please read the following license agreement carefully. M A I Rlxq Z

SMARTER WORKSPACE - BETTER LIFE

SilverbackMDM Software License Agreement

IMPORTANT: BY PROCEEDING TO USE THE SOFTWARE YOU ARE AGREEING TO BE BOUND BY ALL OF THE TERMS OF THIS AGREEMENT.

SILVERBACKMDM “SILVERBACK” AGREES TO LICENSE CERTAIN OF ITS SOFTWARE TO YOUR BUSINESS OR ORGANIZATION (“CUSTOMER”) ONLY
IF (A) YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO LEGALLY BIND CUSTOMER AND (B) YOU ACCEPT AND AGREE ON
BEHALF OF CUSTOMER TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS IN THIS SILVERBACK SERVER LICENSE AND SERVICES
AGREEMENT (THIS “AGREEMENT”), WHICH SHALL BE DEFINITIVELY EVIDENCED BY ANY ONE OF THE FOLLOWING MEANS: YOUR CLICKING THE
“ACCEPTANCE” OR “CONTINUE” BUTTON, AS APPLICABLE; YOUR SIGNATURE ON A TANGIBLE COPY OF THIS LICENSE; OR YOUR INSTALLATION
OR USE OF THE SOFTWARE. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS, DO NOT COPY, INSTALL OR USE THE SOFTWARE.

THIS AGREEMENT MAY ONLY BE SUPERSEDED BY A SEPARATE, SIGNED WRITTEN AGREEMENT WITH SILVERBACK THAT EXPRESSLY PURPORTS
TO SUPERSEDE THIS AGREEMENT (A “SUPERSEDING AGREEMENT”).

1. ORDERS.

Use of this software and the services hosted by Silverback are subject to the terms and conditions contained herein, including those incorporated by reference, and to the
terms of all applicable written or electronic order forms (each an “Order Form”) submitted by or on behalf of Customer to the applicable Silverback entity stated on the
Order Form with which the billing and contractual relationship is established. In order to be effective, each Order Form shall be accompanied by one of the following
payment methods reflecting the purchases delineated in the Order Form: (A) a check for immediately available funds, (B) a signed purchase order from Customer (a
“Purchase Order”) or (C) a credit card authorization signed by Customer. In some instances, Customer’s purchasing relationship exists solely between Customer and an
authorized reseller of Silverback's software and services (a “Reseller”), in which case Reseller shall be responsible for submitting Order Forms and the appropriate
payment method therewith. An effective Order Form reflects an offer to form a contract which is accepted by Silverback only upon Customer's receipt of an order
confirmation number (an “Order Confirmation®).

2. CONTROLLING DOCUMENTS; ORDER OF PRIORITY.

v

(® I accept the terms in the license agreement

(O 1 do not accept the terms in the license agreement

< Back I | Next > I l Cancel ]

InstallShield
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Enter a username and organisation name for auditing purposes. This information is stored
with Windows to track the installation, this information is only stored locally and is not sent
anywhere.

i Silverback - Installation Wizard .
Customer Information
Please enter your information. MA I Rlx
SMARTER WORKSPACE - BETTER LIFE

User Name:

Iadmin

Organization:

Icompany.coml

< Back | l Next > ] l Cancel

InstallShield
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3.2.5. Installation Location

Enter the location for the Silverback Website files and the Services install location. The
website location must be accessible by IIS as this is where 1IS will host the web site and
applications from. This should match the current installation, or the installer will deploy a
new website in 11S.

Silverback Installation Directory Selection
Silverback will install to the following directories. Please check and to continue, dlick Next.

Silverback Website Directory Location
C:\silverback\

Silverback Services Directory Location
C:\Program Files (x86)\Silverback\

MATRIX32
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3.2.6. Confirm Upgrade Steps

Ensure you've followed the upgrade steps mentioned. If you intend to automatically
upgrade SQL after installation, you can ignore the third item that relates to manually
running the SQL scripts.

A Installation Warning for Silverback

Please check the following before proceeding with this installation:

@ All Silverback Windows Services have stopped
® The Silverback Website in IIS has stopped

® Al database upgrade scripts have been successfully executed

® 1understand and choose to proceed with the installation
O Iunderstand however choose to complete this installation at a later time

SMARTER WORKSPACE - BETTER LIFE
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3.2.7. Confirm Installation Type
Select Standard and click Next

Setup Type
Choose the setup type that best suits your needs.

Select an installation type to continue.

® Standard
ﬁ Silverback Core Components will be installed. This is a standard installation of Silverback.

O Custom
@ Select which components to install. Recommended for advanced users.

InstaliShield
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3.2.8. Confirm Upgrade is ready
Confirm, and click Install

Ready to Install the Program

The wizard is ready to begin installation. M A I Rlxq z

SMARTER WORKSPACE - BETTER LIFE

Ready to install Silverback

If you want to review or change any of your installation settings, dlick Back. Click Cancel to exit the wizard.

InstallShield
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When the Upgrade is finished, the Next button will become activated. Click this to
continue.

i Silverback - Installation Wizard |L|£-
Installing Silverback
The program features you selected are being installed.
silverback

] Please wait while the installation wizard installs Silverback. This may take several minutes.
E o )':'l

Status:
Copying new files

Next Cancel

InstaliShield
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3.2.10. Launch the Admin Console

Silverback will have detected the existing configuration, and prompt you to launch the
admin console. If you are upgrading to a version prior to 5.1 Update 1, please see the
upgrade guide for that version. Previously a configuration generator tool was used, but as
of 5.1 Update 1, these settings are configured from the Settings Administration page.

Siverback Installation Wizard Completed

The rstalation waard has successfully nstalied Siverback. Clck Finish to exit the wazard,

MATRIXq2
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After the server is upgraded, you should verify the upgrade. Start the |IS website, and the
Silverback services.

After the services and IIS have started, you need to initiate the database upgrade process.
This is done simply by visiting the admin console on the Silverback server:

Navigate to https://localhost/admin on the server and click Start Upgrade

(: @I'\ https:/localhost =die © = & Certifi.. 6” " Silverback - Database Creati... | | A Kk T

Database Upgrade

Database Upgrade
SQL Server Name: 10.0.5.227
Database Name: Silverback

Database upgrade can be done either automatically or manually.

To automatically upgrade the database, click start upgrade.

Alternatively, database script can be downloaded here for manual upgrade.

Author: Matrix42 - Cloud & Mobile Management
09/12/16 -18 -



MATRIX 2

SMARTER WORKSPACE - BETTER LIFE

Upgrade Guide 5.1 U3

Wait for the database upgrade to complete

" Silverback - Database Creati... % .

|1
Upgrading...

After the upgrade, the browser will redirect to the admin console login. Continue with the
verification steps below.

3.3.3. Upgrade Verification

To verify that your installation functions as expected. Login to the admin console and
inspect the devices list and other settings to ensure the console is functioning as
expected. Also, test basic device functions such as:

I Do enrolled devices have all of the settings they had prior to the upgrade?
I Do the device functions (Lock, Block, Wipe etc.) function as expected?
I Does an OTP generate successfully?
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