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1.   New  Features  and  Improvements  

1.1.   OS  X  Support  
Silverback  by  Matrix42  version  4.8  U1  is  the  first  version  to  support  OS  X  devices.  OS  X  
devices  enrol  into  Silverback  in  the  same  way  as  iOS  devices,  and  currently  the  supported  
features  for  OS  X  are:  
   Device  Inventory  Auditing  
   Device  Actions  (e.g.  Lock,  Block,  Wipe)  
   Exchange  ActiveSync  Including  Client  Certificate  Authentication  
   Email  Profiles  (IMAP/POP)  
   Passcode  Settings  
   Wi-Fi  Payloads  Including  Client  Certificate  Authentication  
   Custom  Profiles  
   Restrictions  
   VPN  Settings  
   Web  Clips  
    

1.2.   Performance  Improvements  
With   4.8.1.3,   substantial   improvements   have   been   made   into   the   handling   of   device  
requests.  Not   only   static   improvements   to   some  device   requests,   but   also   tuneable   and  
scalable  configuration  options  to  help  ease  the  load  in  large  deployments.    
   Windows  Devices  Inventory  Intervals  
Via   the   Settings   Admin   page,   it’s   possible   to   tune   how   often   Silverback   will   request  
certain  information  form  WP  8.1  devices.  Previously,  every  device  check-in  would  result  
in  a  full  device  inventory.  In  larger  deployments,  this  would  put  substantial   load  on  the  
server.    
  
Each   inventory   item   has   a   configurable   interval,   in   minutes,   that   will   determine   how  
often   that   inventory   item   is   executed.   This   means   if   the   setting   was   set   to   “60”   for  
“Certificate  List”,  then  Silverback  would  ensure  each  device  is  audited  for  certificate  list  
a  maximum  of  once  every  60  minutes.    
  
Note  that  this  does  not  trigger  a  push  every  60  minutes,  this  merely  makes  sure  that  on  
device  check-in,   the   inventory  for  certificates  was  executed  within  the   last  60  minutes,  
and  if  not,  queues  it  again.    
  
This   is   configurable   from   the   WP   MDM   section   of   the   settings   admin   page,   under  
“Windows  devices  Inventory  Intervals”  
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   MDM  Concurrency  Settings  
For   larger   deployments,   a   simple   action   like   updating   an  Application,   or   requesting   a  
device   refresh   for   a   Tag   could   trigger   thousands   of   devices   to   attempt   to   connect   at  
once.    
  
What   this   would   mean   is   the   system   resource   usage   would   grow,   slowing   down  
subsequent  requests  and  ultimately  taking  a  long  time  to  execute  all  the  check-ins.    
  
It’s  now  possible  to  configure  a  maximum  concurrent  devices  setting  which  will  ensure  
that  no  more  than  a  certain  amount  of  devices  can  check-in  at  once.  
  
From   the  Pending  Commands  section   in   the  Admin  Tab,   there   is  a  new  Concurrency  
graph  and  setting.  The  graph  will  display  how  long  commands  are  taking  to  execute  on  
your  fleet.  If  these  commands  are  too  high,  then  the  maximum  concurrent  device  setting  
should  be  decreased,  allowing  a  smoother  operation.    
  

1.3.   Duplicate  Device  Handling  
Traditionally  in  Silverback,  Devices  are  identified  by  their  unique  identifiers.  Some  devices  
however  will  generate  a  new  identifier  when  re-enrolled  or  wiped.  What  this  would  mean  is  
that  a  device  might  appear  twice  in  the  Silverback  console  if  it  was  re-enrolled  or  wiped.  
  
With  this  update,  Silverback  now  identifies  devices  re-enrolling  by  hardware  identifiers  and  
optionally   removes   an   existing   entry   for   that   device.   This   means   that   not   only   will   the  
existing  device  not  show  in  the  console,  it  will  also  not  consume  an  additional  license.    
  
   Removing  Duplicates:  
To   enable   the   removal   of   detected   duplicates,   navigate   to   the   Admin   Tab   >   Licenses  
section,   and   check   the   “Remove   Duplicate   Device   Info”   checkbox.   What   this   will   do   is  
when   a   device   enrols,   the   system   will   compare   unique   hardware   identifiers   to   existing  
devices,  and  if  a  match  is  detected,  it  will  remove  it.    
  
   API  Duplicates:  
In   addition   to   removing   duplicates   on   enrolment,   the   system   will   also   have   a   unique  
identifier   for   every   device   that   is   generated   internally.   This   means   that   each   device  
returned  by  the  API  will  be  a  valid,  unique  device.    
  

1.4.   API  Improvements  
The  API  as  mentioned  above  will  no  longer  return  duplicate  device  entries,  but  in  addition  
to  this,  several  changes  to  the  API  have  been  made:  
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1.4.1.   Help  Pages  
The  API  Document  previously  available  has  been  replaced  with  an  on-server  help  page.  
This  means  that  the  documentation  for  a  specific  server  version  will  be  bundled  with  that  
version.   To   access   the   help   pages,   navigate   to   https://silverback.company.com/api/help  
(where  silverback.company.com  is  your  Silverback  by  Matrix42  server).    
  

1.4.2.   Application  Lists  
The   Silverback   by  Matrix42   API   now   supports   returning   the   application   list   for   devices.  
Previously  this  would  only  return  dummy  data,  but  now  is  a  live  application  list.  
  

1.4.3.   Metadata  
To  help  with  integration,  the  Silverback  API  now  has  a  Metadata  endpoint.  This  endpoint  
will  essentially  handle  lookup  data,  where  the  system  will  return  a  state  code  or  identifier,  
the  metadata  endpoint  can  be  used  to  get  a  human  readable  value  for  it.    
  
The  first  iteration  of  the  Metadata  endpoint  covers  the  enrolment  status  code  for  devices.  
By   requesting   /api/v1/metadata/enrollmentStatuses   the   system   will   return   localised  
descriptions  for  each  enrolment  status.    
  
In   addition,   to   help   third   party   systems   detect   devices   in   their   systems   that   are   in  
Silverback  too,  we  provide  a  “Matching  Data”  metadata  end  point.  This  provides  key  fields  
per   device   type   that   should   be   used   to   “pair”   devices   in   Silverback.   This   endpoint   will  
return   for   example   “imei”   as   a   matching   data   point,   the   third   party   system   would   then  
attempt   to   match   the   imei   number   for   that   device   to   their   own   system.   This   can   be  
accessed  via  /api/v1/metadata/matchingidentifier.  
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2.   Minor  Changes  and  Fixes  
   Published  app  icons  for  WP8  were  incorrect  
   Compliance  Dashboard  logic  now  shows  the  correct  data  for  number  of  devices  
   Resolved  issue  with  8.1  apps  not  deploying  
   Resolved   issue   with   Samsung   Safe   “Past   Days   of   Mail   to   Sync”   setting   not   working  
correctly.  
   Added   option   to   queue   a   stop   command   for   Windows   Phone   devices   to   prevent  
recurring  check-ins  
   Resolved   issue  with  Windows  Phone  devices   constantly   requesting  app   installs   if   the  
app  install  was  invalid.    
   Ensure  that  Windows  devices  reporting  an  invalid  application  installation  will  not  attempt  
to  install  the  app  infinitely  
   Resolved   issue  with  dashboard  graphs  not  displaying  sections  when  there  are  a   large  
number  of  devices.  
   App  Portal  tabs  hidden  for  device  types  that  don’t  support  apps  
   Added  option  to  disable  Simple  Enrolment  for  Android  completely  
   Improved  dashboards  to  handle  very  large  sections  of  one  device  type  
   Adjusted  AfW  Portal  URL  
   Adjusted  AeriaLink  SMS  Provider  URL    
   Adjusted  default  Apple  App  Store  Lookup  URL  to  be  HTTPS  
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3.   Known  Issues  
   OS  X  Exchange  has  additional  Path  configuration  options  –  If  these  are  not  correct,  the  
profile  will  not   install  and  the  device  may  remain   in  Blocked.   If  your  environment  does  
not  require  these  settings,  leave  them  empty.  
   OS  X  WiFi  Payloads  will  not  install  if  the  WiFi  network  is  not  available.  This  may  prevent  
the  device  from  unblocking.  This  is  currently  expected  Apple  MDM  behaviour.  
   OS  X  Client  Certificate  with  Exchange  must  be  manually  selected  by  the  user  after  the  
profile  is  deployed.  This  can  be  done  from  the  Mail  >  Preferences  page,  by  selecting  a  
“TLS  Certificate”  and  choosing  the  certificate  deployed  by  Silverback.  Note  that  this  field  
may  not  be  visible  on  some  versions  of  OS  X.  


