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Subject to change. Reprint, also in excerpts, is permitted only with the written consent of
Matrix42 AG.

The software described in this document is subject to a permanent development due to
which there may be differences in the documentation and the actual software. This
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This document will guide you through a typical installation of the Silversync component of
Silverback by Matrix42 and offer guidance on configuring the system for a successful
deployment.

Included is a Preparation section, which will show you the prerequisites for an installation
of Silversync.

This guide will show a common setup, but every environment is different! For advanced
configuration or special requirements, talk to your technical contact or raise a support
ticket to cover your needs.

The installation of Silversync has changed substantially as of the 5.0 Update 2 release, so
even if you have experience installing Silversync, please ensure you follow this guide
carefully.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback generally requires the following for the Silversync server itself. In a production
setup, this should be a separate server to the Silverback server:

Windows Server 2012 R2 — Windows Server 2008 SP2 to R2 Standard onwards is
supported, but it is recommended to use 2012 R2.

64 Bit CPU, 2.6 GHz Xeon or faster
4GB RAM
10GB of free disk space plus extra required for your Silversync content
SCSI or SAS speed disks or equivalent SAS
1GB Network Interface Cards
The server must be configured for US English including:
Use the date and time format DD/MM/YYYY
Use English System Locale for non-unicode programs

Use English Display Language and Input Language for all users, including “Network
Service”

See Appendix A for example screenshots

To facilitate an efficient and trouble free installation we require that any server hardening
be enforced after the Silversync software has been installed and configured.

It is possible to allocate users an amount of storage for their personal files on the server.
Ensure that the server has sufficient space to accommodate files uploaded by users.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverbsync requires that the following be installed on the server; these are readily
available by configuring server roles or for download from Microsoft:

Silverlight

Powershell
Microsoft Access Database Engine x64 2010

.NET 3.5
.NET 4.0
.NET 4.5
.NET 4.51

1S 8
For IS, the following 1IS Role Services must be enabled:

4 [H] Web Server (IIS)
4 [m] Web Server
4 [H] Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
4 [W] Health and Diagnostics
HTTP Logging

4 [m] Performance
Static Content Compression

4 [m] Security
Request Filtering

Author: Matrix42 Cloud & Mobile Manaaement
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4 [®] Application Development
NET Extensibility 3.5
NET Extensibility 4.5

| Application Initialization (Not installed)

| CGI (Not installed)

ISAPI| Extensions

ISAPI Filters

[] Server Side Includes (Not installed)
WebSocket Protocol

p || FTP Server (Not installed)
4 [E] Management Tools
IS Management Console

p [ IS 6 Management Compatibility (Not installed)
IIS Management Scripts and T

Management Serv stalled)

Author: Matrix42 Cloud & Mobile Manaaement
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Silversync Server

To install the Silversync Server a domain account that is a member of the Local
Administrators group is needed. If installing in a workgroup environment, a local
administrator account is needed.

Silverback has two methods of access files for users. These are called Server Based and
User Based.

Server Based authentication means that the service account on the server will access
the files on behalf of the user. This means only the service account for the Silversync
server needs access to the files.

User Based authentication means that the individual user’s file permissions are used.
This means that a user must be granted read permissions on a file before they will be
able to sync it.

If you intend to use User Based Authentication, it is recommended run the installer as a
Domain Administrator, as the system needs to configure permissions for the user to
access the files. It is possible to perform this setup without a Domain Administrator
account, and this is outlined later in the document, however this requires manual server
changes for every content location so it's not recommended.

As Silversync connects to external and internal systems, you need to ensure that the
following connectivity items are configured.

Note that if you intend to use User Based authentication for file access, more ports may be
required for KCD authentication depending on your AD specification and Forest Functional
Level.

Devices (External/Internal) Silversync Server 443/tcp
Silversync Silverback Server 443/tcp
Admin Workstation Silversync Server 3389/tcp

Author: Matrix42 Cloud & Mobile Manaaement
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The Silversync server requires devices to connect via DNS, The appropriate DNS entries
should be setup for your server. Internally and externally the DNS name should ideally be
the same, so devices can resolve the server address inside your network and outside. For
example: silversync.yourcompany.com.

The external DNS name for Silversync is silversync.yourcompany.com
The internal DNS name for Silversync is silversync.yourcompany.com

An authoritative DNS aliases needs to be created for silversync.yourcompany.com and it
must resolve to IP the external interface of the Silversync server (or DMZ Gateway)

An internal DNS aliases needs to be created for silversync.yourcompany.com and it must
resolve to the Silversync server interface.

The Silversync solution allows users to securely synchronise content to their devices and
requires an established trust relationship between the device and server.

The Silversync web service requires one (1) certificate signed by a Certificate Authority
trusted by the devices. The certificate must also match the DNS Name outlined in the DNS
section above

A full list of iOS trusted Certificate Authorities is available at:
http://support.apple.com/kb/HT5012.

The Silversync Website Certificate is a core requirement for Silversync to function, please
have the PFX/P12 Certificate Bundle available for installation.

Author: Matrix42 Cloud & Mobile Manaaement
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3. Installation and Configuration

3.1. Overview

Before beginning the installation, ensure that you’'ve confirmed all the items in Section 2.

Important: It is assumed the Silverback Installation Guide has been completed, and
a working Silverback instance is configured before continuing with this section.

3.2. Adding a Silversync Server

3.2.1. Create a new server in Silverback
Log in to your Silverback server admin console as a user with the Administrator role.

eo0e® < in) CR =R

ba@

MATRIX

Username:

Password:
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Click on the Admin Tab from the top navigation menu

DASHBOARD DEVICES APP PORTAL USERS ADMIN admin [

PENDING MANAGED BLOCKED CHECKED OUT

Managed Devices

Managed Devices

Userame Platform Label Model 0os OS Version ~ Storage Battery Last Updated Owner Actions

kate knox iPad " Air2 3G + Wifi 16GB ios 93 2% WP 270420161528 C PRAOP®
martin.murray Windows — ‘VMware Virtual Platform Windows 10.0.10130.0 0% =B 02/07/2015 11:07 c ‘ ﬁ O ‘ ®
Kate knox Windows " Surface Pro 2 Windows 100105860 0% W 1o0s2016152¢ C P ROP®
Kate.knox Android " Nexus 5 (LG) Android 511 s2% Wb 200620161825 C BRAOP®
martin.murray Windows - Virtual Machine Windows 100101630 0% ™M eo7z0150148 C PRAOG®
dei Windows - VMware Virtual Platform Windows 100101620 0% ™™ 130820150044 C P RAOG®
martin.murray iPad . Mini Cell + Wi-Fi 16GB ios 9.2 91% WS 29/06/2016 08:00 c ‘ ﬁ 0 ‘ ®
Kate.knox Windows " VMware Virtual Platform Windows 100102400 0% ™™ o2s0e20162222 C B RAOP®
kate knox osx - VMware Fusion 0s X 10105 75% "™ ag0s20151553 C PRAOG®
Kate knox SamsungSafe . Galaxy S4 Android 504 63% e 1a012062204 C PRAOP®

Q M« Page 1 of3 » M < Displaying 1to 10 of 29 items

Click on Silversync Servers from the Admin Tab Left hand menu

DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN admin [ ]

Device Types

Device Types New Device Type | Bulk Import

EAS Settings T;pe Model No. Description Edit  Remove
Backup Policy Android Nexus 6 Unknown V74 ®
Silverlync Integration Android AS00 Acer Iconia

NitroDesk Integration Android ASUS Transformer AASUS Transformer 0 ®
Pending Commands Android ADR6300 HTC Droid Incredible 1 0 ®
Console Permissions Android ADR6350 HTC Droid Incredible 2 0 ®
Device Enroliment Program Android LG-F1008 LG Optimus Vu 1% ®
Silversync servers Android MB860 Motorola Atrix 4G o ®
VPP App Licensing Android DROID2 GLOBAL Motorola Droid 2 Giobal o ®
Samsung UMC Android DROID3 Motorola Droid 3 S ®
Androld For Work Android DROID RAZR HD Motorola Droid HD o ®

Self Service Portal

Q K« Page 1 of403 W M Displaying 1 to 10 of 4022 items
User Management

Certificates

Licenses

Author: Matrix42 Cloud & Mobile Manaaement
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Click Add Server

e0e® < > m oo

Silversync Servers

Device Types

Hardware Authentication m Bind To M42 Notification Server

Backup Policy id Server URL Last Connection Started ~ Remote Address Enabled Edit Delete

Silverlync Integration

NitroDesk Integration

Pending Commands

Console Permissions

Device Enroliment Program
[Emmem ]

VPP App Licensing

Samsung UMC

Android For Work

Self Service Portal

User Management

Certificates

Licenses

Enter your server URL and click Save. Note that this should match the DNS entry users
will use to sync to your Silversync server. You should also ensure to enter https:// and add
/syncadmin to the end of the URL.

DASHBOARD DEVICES TAGS APP PORTAL USERS admin [

Silversync Servers

Device Types

Hardware Authentication m Bind To M42 Notification Server
EAS Settings Silversync Servers

Backup Policy i Server URL Last Connection Started__Remote Address Enabled Edit Delete

Add Silversync server x
Silverlync Integration

Please enter the server URL:
NitroDesk Integration

https://server.company.com/syncadmin

Pending Commands e.g. https://silversync.company.com/syncadmin

Console Permissions

VPP App Licensing
Samsung UMC

Android For Work
Self Service Portal
User Management

Certificates

Licenses
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On the following prompt, click the Installation File link to download the Silversync installer.

Copy this file to the intended Silversync server. Also while you have this page open, you

should copy the token displayed in the text area. This token is used to bind your Silversync
server to this Silverback server.

baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN admin [
sarmoe

ilversync Server
Device Types Add Silversync server x

Hardware Authentication

To add a Silversync server, please follow these steps:

ettings 1. Download the Silversync installation file and install this: Installation File. .

Backi Poli habled Edit Delete
ackup Follcy 2. When the installer prompts you, paste in the token below:

Silverlync Integration

MIIDLWYJKoZIhvcNAQcDoIIDIDCCAxwCAQAxggFEMIIBQAIBADAO

NitroDesk Integration MBwxGjAYBgNVBAMMEVNpbHZIcnN5SbmMgU2VydmVyAghtazPzO
FgCiDANBgkghkiGO9WOBAQEFAASCAQCM2QtpbNcQkzu2n82GfoE+
Pending Commands 9zseQ+QVREXBOUMpIDxz/NGIFfoNmDIoVukVm3/igrrqOAT1EBDs
r60Xn+LIxYg+0OwI657Tw1HOkKR/na43dbxun44cXohN7bVUcDKS5ql
Console Permissions S5ulcl4g6]lgL1NQn8ga+9x0MHIeo4iNfwMcxs/KIpYSNp+KVSDp8
m9olt5I+po8Y7eyoGIlgimR9k2nZ/MvqjVrEpMIaDYyX5PWOTTYO5u
Device Enrollment Program AMex4c690cWKjzE6BdtFcMfgbdHg6ZPVsPnASVOKiuXzYe7VgoOMtG

m 3. After this is complete, close this window and configure your Silversync

server from the Silversync Servers screen.
VPP App Licensing

Samsung UMC

Android For Work u
Self Service Portal

User Management

Certificates

Licenses

Author: Matrix42 Cloud & Mobile Manaaement
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3.3. Install Silversync

After downloading the installation file from the Silverback console, launch the installer. This
should be launched on the Silversync server as an account with local administrator
privileges. It's also important that if you intend to use User Based authentication for
syncing users, that you are a Domain Administrator account.

Launch the installer and click Next

to the wizard for

This nstalaton wizard wil instal Siversync on your computer. To continue, dick Next.

WARNING: Ths program 15 protected by copyrght law and international treates.

MATRIX42
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Accept the license agreement and click Next

License Agreement

Please read the folowing lcense agreement carefuly. MATRquz

SMARTER WORKSPACE - BETTER LIFE

I SilverbackMDM Software License Agreement q

IMPORTANT: BY PROCEEDING TO USE THE SOFTWARE YOU ARE AGREEING TO BE BOUND BY ALL OF THE TERMS OF THIS AGREEMENT.

SILVERBACKMDM “SILVERBACK" AGREES TO LICENSE CERTAIN OF ITS SOFTWARE TO YOUR BUSINESS OR ORGANIZATION (“CUSTOMER") ONLY
IF (A) YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO LEGALLY BIND CUSTOMER AND (B) YOU ACCEPT AND AGREE ON
BEHALF OF CUSTOMER TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS IN THIS SILVERBACK SERVER LICENSE AND SERVICES
/AGREEMENT (THIS "AGREEMENT"), WHICH SHALL BE DEFINITIVELY EVIDENCED BY ANY ONE OF THE FOLLOWING MEANS: YOUR CLICKING THE
“ACCEPTANCE" OR "CONTINUE" BUTTON, AS APPLICABLE; YOUR SIGNATURE ON A TANGIBLE COPY OF THIS LICENSE; OR YOUR INSTALLATION
(OR USE OF THE SOFTWARE. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS, DO NOT COPY, INSTALL OR USE THE SOFTWARE.

[
O |THIS AGREEMENT MAY ONLY BE SUPERSEDED BY A SEPARATE, SIGNED WRITTEN AGREEMENT WITH SILVERBACK THAT EXPRESSLY PURPORTS
[5 TO SUPERSEDE THIS AGREEMENT (A “SUPERSEDING AGREEMENT").
t¢ |1 oRDERS.
1

[Use of this software and the services hosted by Silverback are subject to the terms and conditions including those by reference, and to the
id [r2rms of all apolicable written or electronic order forms (each an “Order Form) submitted by or on behalf of Customer to the applicable Silverback entity stated on the

Order Form with which the billing and contractual relationship is established. In order to be effective, each Order Form shall be accompanied by one of the following

[peyment methods reflecting the purchases delinested in the Order Form: (4) & check for immediately available funds, (8) a signed purchase order from Customer (a

"Purchase Order) or (C) a credit card authorization signed by Customer. In some instances, Customer’s purchasing relationship exists solely between Customer and an

authorized reseller of Siiverback’s software and services (a “Reseller”), In which case Reseller shall be responsible for submitting Order Forms and the appropriate

payment method therewith. An effective Order Form reflects an offer to form a contract which is accepted by Silverback only upen Customer’s receipt of an order
number (an “Order C )

c

2. CONTROLLING DOCUMENTS; ORDER OF PRIORITY.

(T accept the terms in the Icense agresment Prnt
(® 1 do not acceot the terms i the icense agreement:

trstaitsheld

Author: Matrix42 Cloud & Mobile Manaaement
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Enter your information. This information is only used for local installation information by
Windows.

Customer Information

it MATRIX" 2
SMARTER WORKSPACE - BETTER LIFE
User Name:
I =
Organization:
crosoft Corporaton
1
1
h
I
B
i<
P
u
_— o ][ wg> [ ome |

Modify the installation destination if needed, and click Next.

Note: If you are installing on the same machine as a Silverback server, select the same
directory for the website.

Siversync will instal to the following drectories. Please chedk and to continue, cick Next.

Siversync Website Directory Location
C:\Siversync\

MATRIX42

SMARTER WORKSPACE - BETTER LIFE
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Check the items the installer mentions if they are applicable, and click Next.

Please chedk the follos efor with ths

® Al Shversync Windows Services have stopped

@  The Siversync Websie has stopped

@ [f you plan to use Siversync n Users Authenticate’ mode, you are running ths installer as Domain
Administrator.

MATRIX3G2 Qv

SMARTER WORKSPACE - BETTER LIFE

Choose Standard and click Next

Setup Type

e e ot o MATRIX' 2

SMARTER WORKSPACE - BETTER LIFE

Select an stalaton typs to continue.
® Standard
a Al Siversyne companents wil be nstaled. This & a standard nstalation of Siversync.

) Custom
ﬂ Sedect which components to install, Recommended for advanced users.

[<ex [ hedt> |[ G |

Installsheld

Author: Matrix42 Cloud & Mobile Manaaement
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Paste in the token you copied from the Silverback website and click Next.

d 54 Silversync - Installation Wizard

Enter Silversync Token

/s B
Flesse enter the Shuersyns Server token i J
G

SMARTER WORKSPACE - BETTER LIFE

Please enter the Slversync Server Token provided by the Siverback Admin consale.

hFSHhIWR 4A3Q YMGRARMORXGArRS VW SXENTFuY X0 ZXE2CSQ SCBKO SWUQLIY9200bpRe 00nOBINEIMUOV W AOQUDQQY 460eGL YD Y SSAC 730RMRWaLKTCK2FQaKI 22Ghx AEF102uksdosvn|

Click Install to start the process.

1% Silversync - Installation Wizard .

Ready to Install the Program

P
The wizard s ready o beghn station M A RIX«
I L

SMARTER WORKSPACE - BETTER LIFE

Zeady to rstal Slversne

¥ you want 1o review or change any of your instalation settings, dick Back. Clck Cancel o exit the wizard.

<Back instal M Cancel

Author: Matrix42 Cloud & Mobile Manaaement
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Wait for the installation to finish and then click Finish to complete the installation.

Silverback Wizard C

The nstalation wzard has successflly nstalled Siversync, Click Finish to exit the wizard,

MATRIX42

SMARTER WORKSPACE - BETTER LIFE

At this point, the Silversync server is already running and should be connected to your
Silverback server. Return to the Silverback admin console for the next steps.

3.3.1. Configure the Silversync Server

Unlike previous versions of Silversync, all configuration is now handled via the Silverback
admin console. If you navigate back to the Silversync Servers section of the admin
console as per the above steps you should now see your Silversync server there and
connected. If you don’t see it, refresh the page.

You should see your server, with a last connection time and IP Address:

Author: Matrix42 Cloud & Mobile Manaaement
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DASHBOARD DEVICES TAGS APP PORTAL USERS admin [

Silversync Servers

Device Types

Hardware Authentication Bind To M42 Notification Server
EAS Settings Silversync Servers

Backup Policy Id Server URL Last Connection Started Remote Address Enabled Edit Delete

silverlync Integration 6 https://server.company.com/syncadmin 29/06/2016 16:35 123.123.123.123 0 ®
NitroDesk Integration
Pending Commands
Console Permissions
Device Enroliment Program
Silversync servers

VPP App Licensing
Samsung UMC

Android For Work

Self Service Portal

User Management
Certificates

Licenses

Click Edit on the server to open the server properties.

On the General tab you need to specify the Access method. This determines how users
will access files:

Server Based authentication means that the service account on the server will access
the files on behalf of the user. This means only the service account for the Silversync
server needs access to the files.

User Based authentication means that the individual user’s file permissions are used.
This means that a user must be granted read permissions on a file before they will be
able to sync it.

Author: Matrix42 Cloud & Mobile Manaaement
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Edit Silversync server

General Settings

Devig Authentication

Server URL

Show Installation Token

Access Method

Hard System Settings

<
EAS S Content Locations

Back
ack] Service Mappings

Silvel .
Personal File Management )

Nitro
Logs
Pend

Cons

Devic

https://server.company.com/syncadmin

Server Authenticates

Using this method, the server will access the content for the user. The
Administrators will assign content to users and they can only access the
content that is assigned. This requires that the Server has READ
permissions to the file store.

User Authenticates

Using this method, the users must have NTFS READ permissions assign on
the file store to access the content. Administrators will assign content to
users and they can access that content that is assigned. The end user can
access that content that is assigned. Any content the user does not have
NTFS permissions on, will not be available to them.

The following two sections cover configuring both, you should only complete one of these,

either server based or user based.

Note: If you do not see the “User Authenticates” option, this likely means that your
Silversync server is not domain joined. This is a requirement for User based

authentication.

Author: Matrix42 Cloud & Mobile Manaaement
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Server Authenticates is the functionality that the legacy Silversync system used. This
means that the server has an account that needs permissions on all files users will
synchronise, and access to the files is governed by Silverback and the Tags assigned to
the user.

To configure this, first ensure that “Server Authenticates” is selected from the General Tab
as in the screenshot above.

Next Navigate to the Content Locations section from the menu. You should see the
following screen with no Content Locations entered:

4 Edit Silversync server x

a

i Default Content Locations
General

Authentication E

System Settings

| EETT——

E Service Mappings

Nit

Path Remove

Personal File Management

Logs

0,

! o | sevesmacose |

MDM Settings

Author: Matrix42 Cloud & Mobile Manaaement
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Click the Add Button, and a new Content Location field will appear:

Default Content Locations

Path Remove

agement

Enter in the file path for the Content Location, note that this can be either a local file path
(e.g. “C:\Files”) or also a path to a network share (e.g. \Share\Files):

Default Content Locations

on =]

tings

pings \\NetworkShare\SilversyncContent m

e Management

Path Remove

When you have added the locations, click Save in the bottom right and wait for the
progress indicator to finish.

The Server Authenticates content locations are now configured.

Author: Matrix42 Cloud & Mobile Manaaement



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Silversync Installation Guide Version 5.1 U3

User Authenticates endpoints require that the user themselves have permissions on the
file store. This means that access to the files is not managed by Silverback, but managed
by the actual file permissions themselves. This means to grant users access to files you
need to assign the file permissions separately.

Because Silverback doesn’t store a user's password, the system needs to check file
permissions on behalf of the user and this means that some extra steps are required to
configure a Content Location for this method.

To configure this, first ensure that “User Authenticates” is selected from the General Tab:

| Edit Silversync server x

B

General Settings
|

Authentication Server URL https://server.company.com/syncadmin

System Settings
P ‘ Show Installation Token ‘

Content Locations

Service Mappings Access Method

T

Personal File Management Server Authenticates

Logs Using this method, the server will access the content for the user. The
Administrators will assign content to users and they can only access the
content that is assigned. This requires that the Server has READ
permissions to the file store.

© User Authenticates

Using this method, the users must have NTFS READ permissions assign
on the file store to access the content. Administrators will assign content
to users and they can access that content that is assigned. The end user
can access that content that is assigned. Any content the user does not
have NTFS permissions on, will not be available to them.

I ‘ Save H Save and close H Cancel

DA Catting
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After selecting this, click Save to apply the change, and you should get the following
prompt:

Please provide Domain Admin Credentials x

When you share files in Active Directory, a Service Principal Name

is created on the computer which hosts the share with files. In

order to sync files on behalf of the users, Silversync server should

be allowed to delegate to this CIFS SPN of the Network Share

server. We can use your domain administrator credentials to €
automatically add this SPN to the allowed SPN list on the g
Silversync Server. Only the Silversync Server computer object will f
be modified in AD. Alternatively, you can do this manually by
following installation guide.

Domain Admin username:
Domain Admin password:

e | sty csncie | concr

LY W e

Please read the text on this page as it's important to understand why Domain
Administrator credentials are needed. If you do not want to enter Domain Administrator
credentials here, you will need to manually configure the Silversync server for file access
for users.

Note: Please see Appendix B at the end of this document if you wish to configure
this manually.

Enter your Domain Administrator credentials and click Save. Ensure these are correct,
because there will be no authentication error if you enter these incorrectly:

mode._ Vol need 10 USe The FUDN (8.0 _\\NeWOrksnare.
Please provide Domain Admin Credentials x

When you share files in Active Directory, a Service Principal Name
is created on the computer which hosts the share with files. In
order to sync files on behalf of the users, Silversync server should
be allowed to delegate to this CIFS SPN of the Network Share
server. We can use your domain administrator credentials to
automatically add this SPN to the allowed SPN list on the
Silversync Server. Only the Silversync Server computer object will
be modified in AD. Alternatively, you can do this manually by
following installation guide.

Domain Admin username: domain\username
Domain Admin password: sesccsce

N T
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After this, the server is configured to allow creating connections to files for users, however

we still need to add the content locations.

Next Navigate to the Content Locations section from the menu. You should see the
following screen with no Content Locations entered:

4 Edit Silversync server x

Ba

i Default Content Locations
General

Authentication m

L System Settings

| EErr——

E Service Mappings

Nif

e

Path Remove

Personal File Management

Logs

: e ] s | e

MDOM Settings

Click the Add Button, and a new Content Location field will appear:

Default Content Locations

Path Remove

agement
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Enter in the file path for the Content Location, note that this can be either a local file path
(e.g. “C:\Files”) or also a path to a network share (e.g. \Share\Files):

Default Content Locations

on =)

tings Path Remove
C:\SilversyncContent m
pings \\NetworkShare\SilversyncContent m

e Management

When you have added the locations, click Save in the bottom right. You will be prompted
for the Domain Administrator credentials again. It's important to note that the reason
Silverback requires these credentials for every file path change is because we do not store
the Domain Administrator credentials. This means we need to ask you each time. Because
of this, it's recommended to add all content locations at once before saving:

Please provide Domain Admin Credentials

When you share files in Active Directory, a Service Principal Name
is created on the computer which hosts the share with files. In
order to sync files on behalf of the users, Silversync server should
be allowed to delegate to this CIFS SPN of the Network Share
server. We can use your domain administrator credentials to
automatically add this SPN to the allowed SPN list on the
Silversync Server. Only the Silversync Server computer object will
be modified in AD. Alternatively, you can do this manually by
following installation guide.

Domain Admin username: domain\username
Domain Admin password: sceccece

N T
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Wait for the progress indicator to finish and your User Authenticates endpoint is now
configured.

Next check the System Settings Tab settings for your system. Click on “System Settings”,
and check the settings. In most cases this can be left as default.

o000 <> m t ) G

. Edit Silversync server x .

System Settings

General

D¢ Authentication Log Level Error B
He System Settings Cache Expiry 18
EA Content Locations Notification Interval 1
Bz Service Mappings Silversync content changed.
Sil Personal File Management

Notification Message Z
Ni Logs

Content refresh interval 12

.ai,.bmp,.csv,.doc,.docm,.docx,.dot,.dotm, .dotx,.g

cd if,.htm,.html, .ico, .jfif,.jpe,.jpeg,.jpg, .log,.m3u,.mo
bileconfig,.mov,.mp4,.numbers,.pages,.pdf,.png,.p
De Allowed Extensions ot,.potm,.potx,.pps,.ppsm,.ppsX,.ppt,.pptm,.pptx, ,
E Days to retain logging

The settings affect the system in the following way:

Log Level — This is the amount of detail included in the logging, this should mainly be
changed for troubleshooting purposes

Cache Expiry — How long until the cached will be cleared. Caching the content helps
speed up synchronization, but it should not last for a long time as it takes system
resources to maintain.

Notification Interval — How long in minutes the system should wait before sending
another push to a user. This prevents the user from being notified multiple times when
copying several files. This prevents the user from getting, for example five notifications
instantly if you copy five files to the content location.

Notification Message — This is the message that is sent to the user when content
changes are detected

Content Refresh Interval — How long until the system will refresh the entire content
location for the users. In general, this can be left, as individual file changes are
automatically detected.
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Allowed Extensions — This lets you determine what file types should be recognised by
Silversync. Files not on this list will be excluded which is helpful for filtering out system
files, or file types that users might not be able to open.

Days to retain logging — How many days should the Silversync logging be kept before
being removed.

After you’ve checked these settings click on the Service Mappings tab.

Service Mappings determine the location of web services for access by users and
applications. It's recommended to leave these as default, but also ensure you check that it
matches the DNS entry for your Silversync server. It should be automatically populated
with your server URL:

< i

. Edit Silversync server x .

Service Mappings

General

De Authentication Silversync admin console URL https://server.comanpy.com/syi

He System Settings DataProvider URL https://server.comanpy.com/syt
MetaDataProvider URL https://server.comanpy.com/syi

EA Content Locations ps:// 24 /sy
Personal File Management URL https://server.comanpy.com/pfr

Bz Service Mappings

sil Personal File Management

Ni Logs

After verifying the URLs are correct, click on Personal File Management

Author: Matrix42 Cloud & Mobile Manaaement



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Silversync Installation Guide Version 5.1 U3

This optional module lets users upload their own content into Silversync. Note that the files
in normal Content Locations defined above are READ only. Personal File Management is
a user’s own personal storage space. The settings on this page let you configure the
requirements for this.

< +

Edit Silversync server x .

Personal File Management
General

De Authentication Personal File Management Content C:\PEM
Location ’
H:  System Settings Maximum Server Storage Per User 500

EA Content Locations (MB)

Personal File Management Allowance should be between 0 and 1000.

Bz Service Mappings

Logo choose File  NO file selected
sil Personal File Management
Ni Logs

Personal File Management Content Location — This is the location relative to the
Silversync server to store Personal File Management uploads by users. Leave this
blank if you do not wish to use PFM.

Maximum Server Storage Per User — The maximum size in megabytes that a user is
allowed to consume on the server. This is per user, so keep this in mind when planning
available storage, that this number should multiply with every new user in the system.

Logo — Lets you upload a logo file that will be shown to users in the PFM console. This
helps with branding to give users a common feel with your other company pages.

Next, click on the Logs menu item.
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Logs doesn’t require you to configure anything, but its useful to know how to access this
page. This is where logging can be found for your Silversync server. If you need to
troubleshoot a problem, or confirm that new content is being picked up, you can check this

page.

<
. Edit Silversync server x

EA

Bé

Sil

Ni

Pe

VF

Sa

Ar

Se

Content Locations

Service Mappings

Personal File Management

July 6, 2016 at 3:37:

AM PDT

July 6, 2016 at 3:37:

AM PDT

July 6, 2016 at 3:32:

AM PDT

July 6, 2016 at 3:32:

AM PDT

July 6, 2016 at 3:27:

AM PDT

July 6, 2016 at 3:27:

AM PDT

July 6, 2016 at 3:22:

AM PDT

July 6, 2016 at 3:22:

AM PDT
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Logs
General
D¢ Authentication :|
Hz System Settings Date Message

File System Watcher. Path: C:\Silversync is being
watched again.

File System Watcher. There has been no events for
300 seconds for path: C:\Silversync. Trying to
restart Watcher.

File System Watcher. Path: C:\Silversync is being
watched again.

File System Watcher. There has been no events for
300 seconds for path: C:\Silversync. Trying to
restart Watcher.

File System Watcher. Path: C:\Silversync is being
watched again.

File System Watcher. There has been no events for
300 seconds for path: C:\Silversync. Trying to
restart Watcher.

File System Watcher. Path: C:\Silversync is being
watched again.

File System Watcher. There has been no events for
300 seconds for path: C:\Silversync. Trying to
restart Watcher.
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Previously Silversync used its own push certificate for notifying users of new content. In
this version, Silverback connects to the Matrix42 push service for you to handle push
notifications.

To enable this, you need to bind your server to the M42 Notification Server. This is done
from the Admin console in the Silversync Servers menu item, by clicking “Bind to M42
Notification Server”.

3 Silverback - Silversync Servers

& b#tps://localhost/admin/Administration/Silversync/Index

/\ DASHBOARD DEVICES TAGS APP PORTAL USERS
back?

Silversync Servers

Device Types

Hardware Authentication Bind To M42 Notification Server

Backup Policy Id Server URL Last Connection Started Remote Address Enabled

Silverlync Integration 1 https://server.company.com/syncadmin 02/07/2016 01:26 100.100.100.100 <)
NitroDesk Integration
Pending Commands
Console Permissions
Device Enrollment Program
VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses
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You will get a popup to complete the binding. Ensure you have a Matrix42 account that
matches the requirements in the popup, and then click Bind:

)

Silverback - Silversync Servers

B betps://localhost/admin/Administration/Silversync/Index

Device Types

DASHBOARD DEVICES TAGS APP PORTAL USERS

Hardware Authentication Bind To M42 Notification Server

EAS Settings
Backup Policy
Silverlync Integration
NitroDesk Integration
pending Commands

Console Permissions

Bind To M42 Notification Server _

Enabled

You require a Matrix42 account as a "Enterprise Admin" or "Push
Notification Admin".

When asked for an Instance Name, that is the name of this silverback
server, and can be whatever you like.

v

Device Enrollment Program

VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses

admin [

Edit Delete

o ®

Login with your Matrix42 account, accept the EULA and click Connect:

N

Silverback - Silversync Servers

& b#tps://localhost/admin/Administration/Silversync/Index

patd

DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN

admin [ 1

Device Types

Hardware Authenticatior]
EAS Settings

Backup Policy

Silverlync Integration
NitroDesk Integration
Pending Commands
Console Permissions
Device Enrollment Progry
VPP App Licensing
Samsung UMC
Android For Work

Self Service Portal

[ - Accept the EULA [= [= [

@ https://push.matrix42.com/connect/sb/3ff2aca1-c2bc-4562-95ad-036d6e7c5b19

allback=https%3a%

Matrix42 Push Service - End User License Agreement

Instance name: |localhost

Sending Push Notifications to all supporter platforms
Connected instances or services can send push notifications to the M42Mobile app on all supported platform.
The amount of platform can be changed over time without any notice.

3. Service Levels
Applicable response and repair times are specified in Annex 1

4. System Requirements and Obligation to Cooperate

It s the customer's obligation to ensure that the usage of the Service does not violate any third-party rights
including, but not limited to, the rights of the users of the respective Managed Devices. The customer is aware
that usage of the Service may require notification to and/or consent of the users of the Managed Devices and
that lack of such notification or consent may constitute an infringement of applicable laws. in particular laws on
the protection of personal data and criminal laws

5. Scope of Usage, Term of Contractand Pricing
The service is free of charge for all customers with a valid license for a support Matrix42 service. A service is
supported when a binding option is offered in the management console.

The customer is allowed to use the licenses for different instances and services
The scope of usage is restricted to the number of .Managed Devices" ordered by the customer (usage unit).
Within these Terms of Service Manaaed Device” shall mean each individual device (e o a smartphone or

[#] Accept License Agreement

Delete

User

Certificates

Licenses
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If this completed successfully, the button should change to “Unbind from M42 Notification
Server”:

Unbind from M42 Notification Server

3.3.7. Assign Content to Tags

Now we will assign the content to Silverback Tags. Previously we’ve configured the server
to run, but users still can’t synchronise any content. Note that with this step, you are free to
create whatever Tags you would like, it's not mandatory to use the Tag names and
examples below:

Click the Tags upper menu item:

n Fimiege-Tes T= 1o e

{ b#tps://localhost/admin/Tags

DASHBOARD DEVICES APP PORTAL USERS ADMIN

Tags

‘-

Name Description Type Devices # Device Types Edit Delete

SYSTEM 5

SYSTEM 7
iPod iPod SYSTEM 1 iPod
Android Android SYSTEM Android
Samsung Safe Samsung Safe SYSTEM SamsungSafe
WP WP SYSTEM WP
Windows Windows SYSTEM Windows
0SsX 0SX SYSTEM 0SX

EVERYONE These settings will be deployed to all employees Admin iPhone, iPad, Android, SamsungSafe, WP, Windou

%
%
%
%
%
%
%
1%
%
%

104  SugarCRM Mobile This tag provides access to SugarCRM app if the Admin iPhone, iPad

Q M« Paget of2 W M < Displaying 1to 10 of 18 items
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Then click “New Tag”:

On the New Tag page, enter the name of the Silversync Tag you want to create, make
sure you enable the Content feature for the Tag and also enable the Device Types you
want to allow access and click Save:

Silverback - Tag Definition

://localhost/admin/Tag/Definition/Add

a{k\ DASHBOARD DEVICES APP PORTAL USERS ADMIN admin [
otz

Adding Tag

Name*  |Pricing

Description* Enabled Features Profile
Policy

Definition

Apps
Content

Device Types* iPhone
iPad
iPod
Android
Samsung Safe
\..'<.\’P
Windows
0OSX

Last Manual Push:N/A

Push to Devices Auto Population
Associated Devices...
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After saving, the “Content” Tab should be available from the left menu, click this to go to
the Content Providers section:

n Silverback - Tag Content |;|J

& betpss://localhost/admin/Tag/124/Content/iPhone

Q [15 v K« Pagelt of 1 » M No Content Providers found

Click Add Content Provider and you will be able to define the file paths. Give the settings a
name and a note if required. It might be useful to use the note field to explain to other
administrators what these settings are and what content they map to.

For assigning content, there are generally two ways to do this, either by selecting the
folders from the Content Tree. You can expand and collapse folders if you want to assign
content at a level down in the file system.
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n
& bars.//localhost

P"a_ék\ Add Content Provider

r~General

Name Pricing
Type Silversync

Notes

r~Silversync Server Locations

https://server.company.com.com/syncadmin

Remove

- C:\Silversync
4w U C:\Silversync\Marketing
C:\Silversync\Marketing\M42Mobile
C:\Silversync\Marketing\Mobile Silver
. C:\Silversync\Marketing\MyWorkspace
v C:\Silversync\Marketing\Pricelists
- C:\Silversync\Marketing\Silverback
L C:\Silversync\Marketing\Videos
:\Silversync\pfm
\Silversync\syncadmin
~:\Silversync\syncdata

:\Silversync\syncmetadata

Note the Content Tree is only available for Server Based Authentication. If you are using
User Based Authentication you will not be able to see this tree structure, and you must
assign the content manually by typing in file paths.

You can also assign content by clicking “Add” and typing a file path directly:

— Silversync Server Locations
https://server.company.com/syncadmin m
Remove
c:\SilversyncContent\users\{UserName} m
\\NetworkShare\SilversyncFiles\Everybody Remove

It's important to note that these paths support system variables. In the example above
“{UserName}” will be replaced with that unique user's username. This is useful for
mapping to a home drive network share for example.
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Repeat this section for any other Silversync Tags you want to create. You can add multiple
file paths to one Tag if you would like, or create an individual Tag for every content
location.
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4. Appendix A — Example Region Format Screenshots

Formats | Location | Administrative

Format: English (United Kingdom)

Match Windows display language (recommended)

Short date:
Long date:
Short time:

Long time:

First day of week:

Examples
Short date:

Long date:
Short time:

Long time:

i anquage preferences

Date and time formats

dd/MM/yyyy

dd MMMM yyyy

HH:mm

HH:mm:ss

Monday

08/05/2015
08 May 2015
07:20
07:20:05

Additional settings...

oK

Cancel
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Formats | Location | Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

@ Copy settings...

Language for non-Unicode programs
This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.
Current language for non-Unicode programs:

English (United States)

@ Change system locale...
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€& « Lang.. » Langua... Search Co...

English (United States)

Windows display language
Enabled

Input method
us Preview | Remove

Add an input method
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In some environments it might not be possible to enter domain administrator credentials
into third party applications like Silverback. The system needs these permissions because
it needs to established trusts in the Active Directory Domain so that the server is able to
access files as the user. This lets Silverback determine if the user actually has permissions
on the file.

To perform this process, you need to have someone with Domain Administrator privileges
perform the following items for you. They will need to look at the properties in Active
Directory Users and Computers for your Silversync server, and go to the Delegation Tab.

ol | General | Operating System I Member Of | Delegation lLocation Managed By l Dialin ‘ —

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

O Use Kerberos only

(® Use any authentication protocol

pa Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service Ni
oul
< m >

They need to ensure that like the above image, “Trust this computer for delegation to
specified services only” is select, and beneath that “Use any authentication protocol”.

After they have applied these settings, we need to allow for the actually delegation of
permissions.

There are two difference types of delegation we can add, one for local files to the
Silversync server (e.g. “C:\Files”) and network shares (e.g. \\RemoteServer\Share). These
require slightly different processes, and we will cover both in the examples below.
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First we will add a local path, and then add the SPN to the server for this delegation.

Edit your Silversync server and go to the Content Locations Tab:

4 Edit Silversync server x

el

N Content Locations m

7

o

i

General
Authentication

System Settings

Service Mappings
Personal File Management

Logs

ADM Settings

Default Content Locations

When specifying Network Share paths for the server in 'Users Authenticate'
mode, you need to use the FQDN (e.g. \\networkshare.company.com, not just
\\networkshare) if you want the SPN configuration to happen automatically.

Path Remove
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Click the “Add” button and enter your local file path:

g Edit Silversync server x

el

e

"

o

i

Default Content Locations

General

Authentication When specifying Network Share paths for the server in 'Users Authenticate'
mode, you need to use the FQDN (e.g. \\networkshare.company.com, not just

System Settings \\networkshare) if you want the SPN configuration to happen automatically.

Content Locations m

Service Mappings
Path Remove

Personal File Management
C:\SilversyncFiles m

Logs

ADM Settings

Click “Save” and when prompted, click “Skip Credentials”.

00 0 A (0 L0

Please provide Domain Admin Credentials

When you share files in Active Directory, a Service Principal Name
is created on the computer which hosts the share with files. In
order to sync files on behalf of the users, Silversync server should
be allowed to delegate to this CIFS SPN of the Network Share
server. We can use your domain administrator credentials to
automatically add this SPN to the allowed SPN list on the
Silversync Server. Only the Silversync Server computer object will
be modified in AD. Alternatively, you can do this manually by
following installation guide.

Domain Admin username: [ ]
Domain Admin password:

T e T
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Now you need to instruct your Domain Administrator to add the “SPN” which will allow
users to synchronise to this location. Tell them to open Active Directory Users and
Computers and find your Silversync server computer object, right click and open
Properties for it. Then navigate to the Delegation tab.

Click “Add™:

| General | Operating System | Member Of | Delegation | Location | Managed By | Dialin |

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only
(O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:
Service Type  User or Computer Port Service Ni

< l

[[] Expanded Add... | I Remove

Select this object type:
|Users. Computers, Builtin security principals, or Other objects l I Object Types... |

From this location:
|ivJocaI

Enter the object names to select (examples):
MDMAW|
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Then on the Add Services screen, scroll down until you find “HTTP”, select it and click OK:

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
Users or Computers. Users or Computers...

Available services:

Service Type  User or Computer Service Name
eventlog MDMAW
eventsystem  MDMAW
fax MDMAW
HOST MDMAW
HTTP mdmaw.iv local
ias MDMAW
iisadmin MDMAW
MDMAW
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You should now have the HTTP service registered for this server:

General | Operating System | Member Of | Delegation | Location | Managed By

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only
(O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service Ni
HTTP mdmaw.iv local
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Next we will add a network path example. Navigate back to your Silversync server Content
Location Settings, click “Add” and enter the network share location, for example:

) Edit Silversync server x

d

L Default Content Locations

) General

i

o Authentication When specifying Network Share paths for the server in 'Users Authenticate'
mode, you need to use the FQDN (e.g. \\networkshare.company.com, not just

P System Settings \\networkshare) if you want the SPN configuration to happen automatically.

COntent Locations
e | Ao |

Service Mappings
Path Remove

Personal File Management
" e\ =3

Logs
\W\CMMSBPREVIEW\SilversyncFiles

3

L N T

1R Cattinae

Click “Save” and when prompted, click “Skip Credentials”.

00 0 O L0 r

Please provide Domain Admin Credentials

When you share files in Active Directory, a Service Principal Name
is created on the computer which hosts the share with files. In
order to sync files on behalf of the users, Silversync server should
be allowed to delegate to this CIFS SPN of the Network Share
server. We can use your domain administrator credentials to
automatically add this SPN to the allowed SPN list on the
Silversync Server. Only the Silversync Server computer object will
be modified in AD. Alternatively, you can do this manually by
following installation guide.

Domain Admin username: [ |
Domain Admin password:

T T T
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Now we need to add a different service to let users access this. Have your Domain
Administrator edit the Properties of your server again, and under the Delegation Tab click
“Add”.

Now we need to search for the remote server where the share is located. This will be a
different server to the local one added previously:

Select this object type:
Users, Computers, Builtin securty principals, or Other objects

From this location:
iv local

Enter the object names to select (examples):
|CMMSBPREVIEW]

Click OK, and then on the following screen, select the “cifs” entry and click OK. This will
create the link between this server and the remote server for delegation.

NOTE: If you are directing users to a DFS share, you must add the delegation for
ALL members of the DFS environment individually. Repeat these steps for all
members.

Author: Matrix42 Cloud & Mobile Manaaement



MATRIX" 2

SMARTER WORKSPACE - BETTER LIFE

Silversync Installation Guide Version 5.1 U3

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
Users or Computers. Users or Computers...

Available services:

Service Type  User or Computer Service Name
alerter CMMSBPREVIEW
appmgmt CMMSBPREVIEW
browser CMMSBPREVIEW
cifs CMMSBPREVIEW
cisve CMMSBPREVIEW
clipsrv CMMSBPREVIEW
dcom CMMSBPREVIEW

\ dhcp CMMSBPREVIEW
< ]

Complete these steps for any more local or remote Content Locations, and then follow the
Tag assignment steps listed earlier in the document to actually assign the content to users.
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