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As of Silverback version 5.0 Update 2, there has been substantial changes to the
Silversync module. The legacy Silversync is no longer supported and has been replaced
by a Silversync service which can be installed remotely. Silversync servers are now
managed completely through the Silverback admin console rather than its own website.

There is no automated upgrade for existing Silversync customers to move to this version,
because the architecture is so different.

The purpose of this document is to guide existing Silversync customers through the
process of upgrading to this new version, and keeping the content synced for their users.

Please read this entire document fully before commencing the upgrade so the process is
clear to you.

The following assumes you will be performing the new Silversync installation on the same
Silversync server you had previously. Installing it on a new, separate server will also work,
but this would be considered a fresh installation, so refer to the Silversync Installation
guide for this. This would include important other steps such as SSL certificates and DNS
entries.

Author: Matrix42 Cloud & Mobile Manaaement
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2. Pre-Upgrade Information Gathering

Because there is no direct automated upgrade, you will need to re-create this in the new
Silversync. It's important to gather the current Tag and folder assignment from Silversync
S0 you can re-create this exactly how it should appear.

2.1. Silversync Settings

The Silversync settings for a server are now configured in the Silverback console. These
settings are largely the same, with the exception of some removed items, such as App
Fabric.

Log in to your Silversync admin console and click on Settings. The authentication Tab
should open first, record all of these settings and ensure you have the password for the
LDAP user handy if you are using this:

/\ DEVICES TAGS SETTINGS DEVICE MANAGEMENT
pack-

Authentication

Authentication —Authentication

System Settings
Local Users Only Authentication
Content Locations
Ldap Server Address 100.100.100.100

Service Mappings Ldap Server Port 389

Personal File Base DN OU=Imagoverum,DC=iv,DC
Management SSL Required

Ldap identifying attribute UPN
Ldap username company\user

Ldap user password

Ldap Server Type

Author: Matrix42 Cloud & Mobile Manaaement
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Next click on the System Settings Tab. Record all of the settings on this page, except for
the AppFabric settings as this is no longer used in the new Silversync:

DEVICES TAGS.

Authentication

System Settings

Content Locations
Service Mappings

Personal File
Management

SETTINGS DEVICE MANAGEMENT

System Settings

[~ System Setting:

Log Level

AppFabric Host Name
AppFabric Port Number
AppFabric Cache Name

AppFabric Request
Timeout

AppFabric Channel Open
Timeout

Number of days to retain
logging
Cache Expiry Period

Push notification interval
Notification Message

Content refresh interval

Allowed Extensions

Error

emmwsdemosb.iv.local

22233

Silversync

t i
ibooks, json..key, mav,webclip

Next click on the Content Locations Tab and record all of the current content locations
specified. Typically, there will be only one, but if there are multiple, record them all:

DEVICES TAGS

Authentication

System Settings

Content Locations

Service Mappings

Personal File
Management

SETTINGS DEVICE MANAGEMENT

Content Locations

Content Location:

Content Locations

Casilversyne
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Next click on the Service Mappings Tab and record the URLS configured:

ba{k\ DEVICES TAGS SETTINGS DEVICE MANAGEMENT

Service Mappings

Authentication

—Service Mappings
System Settings

Silversync admin
console Url

N 5 DataProvider Url
Service Mappings

MetaDataProvider
Personal File Url
Management

Content Locations

Personal File

https://cmmsb.imagoverum.com/pfm
Management Url

Finally, if you are using Personal File Management, click on that Tab and record the
settings. Note — If you don’t use PFM currently, you can skip this step:

baik\ DEVICES TAGS SETTINGS DEVICE MANAGEMENT

Personal File Management

Authentication —Personal File Management

System Settings

Personal File Management Content

Content Locations .
Location

Service Mappings Maximum Server Storage Per User

500
(megabytes)

Personal File
Management Choose File | no file selected
Logo

(recommended size 125x60 pixels)
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The next critical thing to record, is the current Tag and Folder layout. This will be
translated to Silverback Tags for your users. Click on the Tags Tab from the top menu.
From this page you will see all of the content Tags configured in your system.

DEVICES SETTINGS DEVICE MANAGEMENT

Manage Tags

Tag Name Tag Description Modified Edit Delete

Marketing Marketing 201503-0405:19:49 ¢ @

Pricing Pricing 2016-07-0101:02:15 ¢ @

2
=" Displaying 1 to 2 of 2 items.

Author: Matrix42 Cloud & Mobile Manaaement
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For each content Tag, click Edit and Record the Tag Name, and the Tag Folders. Take
care that if there are multiple folders you record all of these. A CSV format is one easy way
to do this, in the examples above and below, the recorded data would look similar to this:

Tag Name, Tag Folder

Pricing, C:\Silversync\Marketing\Pricelists
Pricing, C:\Silversync\Marketing\Silverback
Marketing, C:\Silversync\Marketing

DEVICES SETTINGS DEVICE MANAGEMENT

Edit Tag Pricing

Tag Name: Tag Folders:

-
Pricing Path Delete

A C:\Silversync\Marketing\Pricelists
Tag Description: 4 9 ®

C:\Silversync\Marketing\Silverback ®

Pricing

¢ 2
LE 4 Page 1 of 1 [ = Displaying 1 to 2 of 2 items.

Add Folders

Author: Matrix42 Cloud & Mobile Manaaement
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2.3. Silvsersync Users and Assigned Tags

Next we will get a list of users and their assigned Tags from the system. This is simple
because the console gives you the option to export this information. Click on the Devices
Tab from the top menu, and then click Export:

DEVICES TAGS SETTINGS DEVICE MANAGEMENT

Current Devices

Usemarme Device ID 08 Version Assigned Tags Last Sync Last

Notification

®

kate knox 4eaabb86dead594a9bc033; Version 8.2 (Buil b 2-Marketing, Pricing 2015-03-17 20:5 2015-03-16 23:2

kate.knox 0bf8db40b251e7a5b0aeddc Version 8.1.3 (Bt % 2 - Marketing, Pricing 2015-03-16 22:3 2015-09-21 17:1

kate.knox 1764a99f37f0504607b7379 Version 8.3 (Buil 2 - Marketing, Pricing 2015-06-18 19:3 2015-03-11 19:5

kate knox 6496ach539c4208{751d5f3 Version 8.2 (Buil b 2-Marketing, Pricing 2015-04-15 13:3 2015-03-11 19:5

kate.knox 982d8a67069acfadeadb42z Version 8.3 (Buil % 2 - Marketing, Pricing 2015-04-27 07:4 2015-04-27 07:4

maria.miller 982d8a67069acfadeadb42z Version 8.3 (Buil 1 - Marketing 2015-06-16 01:5 2015-09-21 18:3

maria.miller 4eaabb86dead594adbc033; Version 7.1 (Buil  95% 1 - Marketing 2015-03-12 11:4 2015-09-21 18:3

maria.miller 6496ach539c4208{751d5f3 Version 9.0 (Buil 0% 1 - Marketing 2015-09-21 19:3 2015-09-21 18:3

maria.miller 65fda0b332102b94423a49¢ Version 9.0 (Buil 0% 1 - Marketing 2015-09-20 10:2 2015-09-21 18:3

LR R IR R I R I R I 4
®® 606066 6 6

maria.miller 1764a99f3710504607b7379 Version8.1.3 (B 67 %  1-Marketing 2015-03-05 23:4 2015-09-21 17:1

1 B K4 pger o2 M| D Displaying 110 100f 17 tems

This will download an Excel file which simply lists Users and Tags. The Tags in this list will
match the Tags we recorded in the previous step. In this example, all of the users have
“Marketing” and the user kate.knox also has the Pricing Tag assigned.

c00e M & v~ & A siverSy.. Q- search sheet o

Insert Page Layout Formulas Data Review View ©' ~

= — 0/ Conditional Formatting v 11 Q
F o — Y » Format as Table ¥ i

Clipboard Font Alignment Number Cells Editing
» Cell Styles ~

D10 - fx v
A B C D Ei E G H

1 |kate.knox Marketing  Pricing

2 maria.miller Marketing

3 'maria.miller@iv.local Marketing

4 mike.mitchell Marketing

5 oscar.odell Marketing

6 rainer.ross Marketing

7 tim.tober Marketing

8

9

10 | .I

11

12

13)

14

15

4 > SilverSyncUserInfoTaginfo_20160 +
Ready izt ‘ — com—

+ 100%
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This step is optional, but recommended. We suggest that you find one or two devices in
your current system that you can use to verify the migration was completed. These
devices should be synchronising with Silversync in the old version without any issues.
After the upgrade these will be the first devices you test with to verify.

The final step in our preparation is to upgrade the Silverback component first. This process
is separate to the Silversync upgrade/migration and should be completed separately now.

Author: Matrix42 Cloud & Mobile Manaaement



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Silversync Migration Guide Version 5.0 U2

The following assumes you will be performing the new Silversync installation on the same
Silversync server you had previously. Installing it on a new, separate server will also work,
but this would be considered a fresh installation, so refer to the Silversync Installation
guide for this. This would include important other steps such as SSL certificates and DNS
entries.

This is as simple as using the native Windows method to uninstall programs.
First, launch the Programs and Features app which will be used to uninstall Silversync:

Programs and Features

T ‘ﬁ » Control Panel » Programs » Programs and Features v C,‘ Search Programs and Features 0@ ‘

Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

# Turn Windows features on or

off Organize v = v @

Install a program from the - . .
network Name Publisher Installed On Versior

i=u AppFabric 1.1 for Windows Server Microsoft Corporation 3/4/2015 1.1.210
€ Google Chrome Google Inc. 3/3/2015 51.0.27,
=4 1IS URL Rewrite Module 2 Microsoft Corporation 1/4/2016 7.2.195
[="1 Microsoft Access database engine 2010 (English) Microsoft Corporation 2/11/2016 14.0.60
ﬂ’::’jl Microsoft ASP.NET MVC 4 Runtime Microsoft Corporation 3/5/2015 4.0.408
ﬂ%‘ Microsoft CCR and DSS Runtime 2008 R3 Microsoft Corporation 3/4/2015 2.2.760,
¥ Microsoft Silverlight Microsoft Corporation 6/23/2016 5.1.504
< Silversync Silverback 3/10/2016 5.0.2
5.0.1

Currently installed programs Total size:  1.25 GB
9 programs installed

Author: Matrix42 Cloud & Mobile Manaaement
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Click on Silversync and then click “Uninstall”:

Programs and Features

T lﬁ » Control Panel » Programs » Programs and Features v C,l l Search Programs and Features @ l

Control Panel Home "
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

| Turn Windows features on or

off Organize ¥  Uninstall Change Repair = v @

Install a program from the . . .
network Name Publisher Installed On  Size Versior

s AppFabric 1.1 for Windows Server Microsoft Corporation 3/4/2015 1.1.210
€ Google Chrome Google Inc. 3/3/2015 51.0.27
=4]1IS URL Rewrite Module 2 Microsoft Corporation 1/4/2016 7.2.195
[="] Microsoft Access database engine 2010 (English) Microsoft Corporation 2/11/2016 14.0.60
ﬂ%’Microsoft ASP.NET MVC 4 Runtime Microsoft Corporation 3/5/2015 4.0.408
ﬂ%lMicrosoft CCR and DSS Runtime 2008 R3 Microsoft Corporation 3/4/2015 2.2.760
w Microsoft Silverlight Microsoft Corporation 6/23/2016 5.1.504
2 Silversync Silverback 3/10/2016 5.0.1

-

/\ Silverback Product version:  5.0.1 Support link: http://www.Silverback.com
Maz Help link:  http://www.Silverback... Size: 174 MB

If you receive a warning about logged in users, you can accept this by clicking Continue:

Warning

! There are other users logged on to this computer.
N

If you uninstall this program while another user is running it, the
program might not uninstall completely.

Continue II Cancel

If you are asked to confirm, click Yes:

152 IVIICTOSOTT ADF,INE | IVIVL. 4 KUNTIME IVIICTOSOTT L OTDOrarion

Programs and Features

! _ Areyou sure you want to uninstall Silversync?
A

[[] Inthefuture, do not show me this dialog box Yes | l No

Author: Matrix42 Cloud & Mobile Manaaement
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Follow the typical uninstall prompts to complete. If you see a warning

reboot this can be ignored, click OK:

e IVIILTUSUIL Ao JINL T VIV S IWJliLnnic

MATRIX 2
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about a required

IVIILITUSUIL

Silversync

gﬁ! Please wait while Windows configures Silversync

G3

Silversync

setup.

. The setup must update files or services that cannot be ]
updated while the system is running. If you choose to
continue, a reboot will be required to complete the

| oK

| | Cancel

After this is complete, Silversync should be removed from your system, and you can now

continue with the Installation.

Author: Matrix42 Cloud & Mobile Manaaement
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Silversync servers are now managed via Silverback in the admin console. Log in to your
Admin console, click the Admin Tab, then click Silversync Servers. You should be at the
following screen:

3 Silverback - Silversync Servers

& h#tps://localhost/admin/Administration/Silversync/Index

o /\ DASHBOARD DEVICES APP PORTAL USERS
back

Device Types

Hardware Authentication Bind To M42 Notification Server

Backup Policy Id Server URL Last Connection Started Remote Address

Silverlync Integration
NitroDesk Integration
Pending Commands
Console Permissions
Device Enrollment Program
VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses

This screen is where Silversync servers are now managed. Adding a Silversync server is
much easier, and the installer will come directly from the Silverback admin console.

Author: Matrix42 Cloud & Mobile Manaaement
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Click Add Server and you will see the following prompt. In this text box enter the Silversync
server address. This is the address that users will synchronise to. You should ensure you
follow the example URL, by adding https:// to the start, and “/syncadmin” to the end.
Finally, click Save.

N Silverback - Silversync Servers

& b#tps://localhost/admin/Administration/Silversync/Index

/\ DASHBOARD DEVICES TAGS APP PORTAL USERS
back)
s

Silversync Servers

Device Types

Hardware Authentication Bind To M42 Notification Server
EAS Settings _
2

Backup Policy Id Server URL Last Connection Started Remote Address

) ) Add Silversync server x
Silverlync Integration

NitroDesk Integration Please enter the server URL:

pending Commands l,h&tpﬁs_ ://server.company.com/syncadmin|
e.g. https://silversync.company.com/syncadmin

Console Permissions
Device Enroliment Program
==
VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses

After the server is saved, you will be presented with the Add Server page. This contains all
the needed information to configure Silversync on your server. Follow the steps by first
downloading the installation file (click the download link), and copy the server token.

Author: Matrix42 Cloud & Mobile Manaaement
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The installation file needs to be copied to the Silversync server, and the Token should be
recorded at this point. The token is what will bind your new Silversync server to this
Silverback server:

A Silverback - Silversync Servers

& b#ps://localhost/admin/Administration/Silversync/Index

ilv baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN admin [ 1
MaTRUG

Silversync Servers

Device Types Add Silversync server L

Hardware Authentication

To add a Silversync server, please follow these steps:

1. Download the Silversync installation file and install this: Installation File. |
Backup Policy in Edit Delete

2. When the installer prompts you, paste in the token below: Vs ®

Silverlync Integration

MIIDLwYJKoZIhveNAQcDoIIDIDCCAxwCAQAXxggFEMIIBQAIBADAOMBwWX
NitroDesk Integration GjAYBgNVBAMMEVNpbHZIcnN5bmMgU2VydmVyAghtazPzOFgCiDANBg
kqhkiGOwWOBAQEFAASCAQCHgxWDENTrvzGcYuigwhN+g12L3aax8VnX8
Pending Commands d70X206AV4pAEqa+QihXE4mZ2R3Jkw15jd9CD0O0ZWPUIpKXHesKipZX
ON4vzSTm71r2JU7uGPPbITEEHKYXLIyjS0o3XTbFzd6fbEWcsCxmbmi+5Q
Console Permissions +XWESo080ze4sG8dIYtyYZmYVYkzoQKczwDYuAHpz3VtACq6AanbS8IRy
8Th4iusabzagNLGICHBrAq8gIGB8pOUZMAONWYJI7IYYdSHBIpxNd3m1A ~
Device Enroliment Program /s+qoRmMIw86UoOASOMILNYEL4E+nkU412FIunrjX387rj9MgUWa0CvH

3. After this is complete, close this window and configure your Silversync

VPP App Licensing server from the Silversync Servers screen.

Samsung UMC

Android For Work .
Self Service Portal

User Management

Certificates

Licenses

Before proceeding make sure that:
You have the Silversync installation file on the intended Silversync server.
You have copied the token; this is needed when you run the Silversync installer.
You have a local administrator account on the server you are installing

Author: Matrix42 Cloud & Mobile Manaaement
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Ensure you are logged into the Silversync server as a Local Administrator, and launch the
installer with the “Run as administrator” option:

Open
Run as administrator

Troubleshoot compatibility

Pin to Start

Share with

Pin to Taskbar

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

Accept the User Account Control prompt:

User Account Control

()
Do you want to allow the following program to make
changes to this computer?

Program name:  Setup Launcher Unicode
Verified publisher: Matrix 42 AG
File origin: Hard drive on this computer

@ Show details

Change when these notifications appear

Author: Matrix42 Cloud & Mobile Manaaement
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When the installer launches, follow the prompts to install. First, click Next:

Welcome to the installation wizard for Silversync

This installation wizard will install Silversync on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and international treaties.

MATRIX42

SMARTER WORKSPACE - BETTER LIFE

Confirm the required components are installed, and click Next:

Installation Prerequisites check passed.

Allnecessary prerequisites were found. Please dick Next to continue the installation.

' Microsoft ASP.NET 3.5.1 (5P1)
' Microsoft ASP.NET 4.0
' Microsoft ASP.NET 4.5

+ Microsoft Internet Information Services version 7 (IIS 7)

MATRIX42

SMARTER WORKSPACE - BETTER LIFE
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Accept the license agreement and click Next:

MATRIX
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el

Silversync - Installation Wizard .

License Agreement

Fleas read the follwingkoense areement aefuly. M ATRIX

SMARTER WORKSPACE - BETTER LIFE

SilverbackMDM Software License Agreement

IMPORTANT: BY PROCEEDING TO USE THE SOFTWARE YOU ARE AGREEING TO BE BOUND BY ALL OF THE TERMS OF THIS AGREEMENT.

SILVERBACKMDM “SILVERBACK” AGREES TO LICENSE CERTAIN OF ITS SOFTWARE TO YOUR BUSINESS OR ORGANIZATION (“CUSTOMER”) ONLY
IF (A) YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO LEGALLY BIND CUSTOMER AND (B) YOU ACCEPT AND AGREE ON
BEHALF OF CUSTOMER TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS IN THIS SILVERBACK SERVER LICENSE AND SERVICES
/AGREEMENT (THIS “AGREEMENT”), WHICH SHALL BE DEFINITIVELY EVIDENCED BY ANY ONE OF THE FOLLOWING MEANS: YOUR CLICKING THE
“ACCEPTANCE” OR “CONTINUE” BUTTON, AS APPLICABLE; YOUR SIGNATURE ON A TANGIBLE COPY OF THIS LICENSE; OR YOUR INSTALLATION
(OR USE OF THE SOFTWARE. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS, DO NOT COPY, INSTALL OR USE THE SOFTWARE.

THIS AGREEMENT MAY ONLY BE SUPERSEDED BY A SEPARATE, SIGNED WRITTEN AGREEMENT WITH SILVERBACK THAT EXPRESSLY PURPORTS
'TO SUPERSEDE THIS AGREEMENT (A “SUPERSEDING AGREEMENT”).

1. ORDERS.

Use of this software and the services hosted by Silverback are subject to the terms and conditions contained herein, including those incorporated by reference, and to the
terms of all applicable written or electronic order forms (each an “Order Form*) submitted by or on behalf of Customer to the applicable Silverback entity stated on the
Order Form with which the billing and contractual relationship is established. In order to be effective, each Order Form shall be accompanied by one of the following
payment methods reflecting the purchases delineated in the Order Form: (A) a check for immediately available funds, (8) a signed purchase order from Customer (a
“Purchase Order”) or (C) a credit card authorization signed by Customer. In some instances, Customer's purchasing relationship exists solely between Customer and an
authorized reseller of Silverback’s software and services (a “Reseller”), in which case Reseller shall be responsible for submitting Order Forms and the appropriate
payment method therewith. An effective Order Form reflects an offer to form a contract which is accepted by Silverback only upon Customer’s receipt of an order
confirmation number (an “Order Confirmation)

2. CONTROLLING DOCUMENTS; ORDER OF PRIORITY.

accept the terms in the license agreement

O Ido not accept the terms in the license agreement

<Back | [ Next> [ cancel |

InstaliShield

Enter your company information (this
purposes only) and click Next:

can be left default and is for Windows informational

) Silversync - Installation Wizard

Customer Information

Please enter your information. M A I Rlx

SMARTER WORKSPACE ~ BETTER LIFE

User Name:

[acmin

Organization:

|Company\

<gBack | [ Net> || cancel

Author: Matrix42 Cloud & Mobile Manaaement
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Confirm the Installation locations and change if needed, click Next:

Y

Silversync will install to the following directories. Please check and to continue, dlick Next.

Silversync Website Directory Location
C:\Silversync\

Siiversync Services Directory Location
C:\Program Files\Siverback\

MATRIX32

SMARTER WORKSPACE - BETTER LIFE

On the following screen, we have already removed the existing Silversync, so these
warnings can be ignored. Select the “I checked the above items” option and click Next:

A ion Warning for

Please check the following before proceeding with this installation:

® Allsilversync Windows Services have stopped
® The Siiversync Website has stopped

@ If you plan to use Siiversync in 'Users Authenticate’ mode, you are running this installer as Domain
Administrator.

O 1checked the above items
@® TIhave not checked the above items

SMARTER WORKSPACE - BETTER LIFE
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Select Standard and click Next:

i Silversync - Installation Wizard

Setup Type
Choose the setup type that best suits your needs.

Select an installation type to continue.

@© standard
ﬁ Al Silversync components will be installed. This is a standard installation of Siversync.
o

O custom
ﬁ Select which components to install. Recommended for advanced users.

InstaliShield

MATRIX

SMARTER WORKSPACE - BETTER LIFE

MATRIX

SMARTER WORKSPACE - BETTER LIFE

Paste in the Token you recorded from the Silverback server into the text area and click

Next:

Author: Matrix42 Cloud & Mobile Manaaement

) Silversync - Installation Wizard .
Enter Silversync Token
Please entr the Siversync Server token M ATR'X
SMARTER WORKSPACE - BETTER LIFE
Please enter the Siversync Server Token provided by the Siverback Admin console.
IMIIDLwY JKoZIhveNAQCDOIIDIDCCAXwWCAQAXggFEMIIBQAIBAD. J OFgCiD/ \QEFAASCAQCHgXWDENrvzGcYuigwhN+
<Back | [ MNext> |[ Cancel
InstaliShield
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Your installation is ready at this point, click Install:

Ready to Install the Program

S MATRIX22

SMARTER WORKSPACE - BETTER LIFE

Ready to install Silversync

1f you want to review or change any of your installation settings, click Back. Click Cancel to exit the wizard.

Wait for the installation to complete, and when it does, click Finish:

ion Wizard C

The installation wizard has successfully installed Silversync. Click Finish to exit the wizard.

MATRIX32
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3.4. Configure SSL

After the installation process is complete, launch the IIS program on your Silversync server
and navigate to the Silverback website. Right click on this and select Edit Bindings:

4.[6] Sites

b ) Default Web Site ‘ ‘ "
4D Silvephask BET
b P a 2 Explore
b P Edit Permissions...
b (P
i“;“ : & Add Application...
& L. e
b @ d #. Add Virtual Directory...
b+ [ Edit Bindings...
P
b 3 e Manage Website |
b i 3 Refresh
[)3 X Remove
D'_i:l Rename
b Ps|
b 5| Switch to Content View
e T

There should be an entry for https, select this and click Edit:

Type  Host Name Port IP Address Binding Informa...

https 443 =
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From the following screen, select the SSL certificate for the Silversync website. This
should be trusted by devices, and in most cases if you had a previously functioning
Silversync installation, you should select the same certificate:

Edit Site Binding [ |

1

2 Type: IP address: Port: B
https All Unassigned vl |443 l o
Host name:

| | 3_

[] Require Server Name Indication

SSL certificate:

Iwildcard.imagoverum.com VI | Select... | l View... l

Author: Matrix42 Cloud & Mobile Manaaement
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Navigate back to your Silverback admin console, to the same Silversync Servers section
you were in previously. You should now see a Silversync server registered in the list. If you
do not, refresh the page:

n Silverback - Silversync Servers HE

& h#tps://localhost/admin/Administration/Silversync/Index

baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN admin [ ]
MaTROS

Silversync Servers

Device Types

Hardware Authentication Bind To M42 Notification Server

z

Backup Policy Id Server URL Last Connection Started Remote Address Enabled Edit Delete

Silverlync Integration 1 https://server.company.com/syncadmin 02/07/2016 01:26 100.100.100.100 4 & ®
NitroDesk Integration
Pending Commands
Console Permissions
Device Enroliment Program
VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses

On this page you should see the server URL you previously entered, and also a Last
Connection and Remote Address field populated. If these are blank you should first try
refreshing the page. If they are still blank after this, then its likely that the Silversync server
can’t connect to your Silverback server. Ensure that port 443 from your Silvsersync server
to your Silverback server is open and not being blocked by any firewalls.

Author: Matrix42 Cloud & Mobile Manaaement
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Click Edit on your server and you should see the General Tab:

Silverback - Silversync Servers = |o]

{ betps://localhost/admin/A

iministration/Silversync/Index

Edit Silversync server

Authentication Server URL https://server.company.com/syncadmin

System Settings

€Al Show Installation Token

Content Locations

Ba
Service Mappings Access Method
il .
Personal File Management ® Server Authenticates
Nif
Logs Using this method, the server will access the content for the user. The
Pel Administrators will assign content to users and they can only access the
content that is assigned. This requires that the Server has READ
Co permissions to the file store.
De User Authenticates
= Using this method, the users must have NTFS READ permissions assign
on the file store to access the content. Administrators will assign content
VP

to users and they can access that content that is assigned. The end user
sa can access that content that is assigned. Any content the user does not
have NTFS permissions on, will not be available to them.

Ensure that “Server Authentication” is selected.
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Click the Authentication Tab from the left menu. On this page we will enter the information
previously in the old Silversync admin page’s Authentication section:

4] Silverback - Silversync Servers

& b#tps://localhost/admin/Administration/Silversync/Index

Edit Silversync server

Authentication Settings

General

Authentication Local Users Only

System Settings LDAP Server Address 10.0.0.4

Content Locations LDAP Server Port 389
Base DN OU=Imagoverum,DC=iv,DC,com
Require SSL

Personal File Management LDAP attribute UPN

LDAP Type AD

Service Mappings

Logs
LDAP Username user@company.com

LDAP Password

Service Account

This is the account that Silversync components run as on the remote Silversync
server. Note: When no credentials are specified, Network Service principal is
used.

Note: When specifying the username, please use the NT Syntax (e.g.
DOMAIN\User). For local users, you can specify .\user.

Username

Password

There is also a new section on this screen called “Service Account”. This account will be
used to access files on behalf of the user. If you don’t specify an account here, the system
will use the “Network Service” account to access files. Ensure that if you specify an
account here, that the account has read permissions on the files and folders users will
sync.
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Next, click on the System Settings tab from the menu. This screen should be filled with the
data recorded from the System Settings tab in your old Silversync deployment. This
screen is largely the same, except without the App Fabric settings:

5 Silverback - Silversync Servers

& b#ps://localhost/admin/Administration/Silversync/Index

Edit Silversync server

System Settings

General

Authentication Log Level

System Settings Cache Expiry 18

Content Locations Notification Interval 1

Silversync content changed.
Service Mappings

Personal File Management Notification Message

Logs Content refresh interval |12
.ai,.bmp,.csv,.doc,.docm,.docx,.dot,.dotm,.dotx,
.gif,.htm,.html, .ico, .jfif,.jpe,.jpeg, .jpg,.log,.m3u
,.mobileconfig,.mov,.mp4,.numbers,.pages,.pdf, ~

Allowed Extensions -Png,.pot,.potm, .potx,.pps,.ppSm, .ppsX,.ppt,.p

Days to retain logging

Author: Matrix42 Cloud & Mobile Manaaement
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Next click on the Content Locations Tab. Again populate this with the recorded data from
your old Silversync setup. This is the root location which Silversync will make files
available for assigning via Tags:

3 Silverback - Silversync Servers

& betps://localhost/admin/Administration/Silversync/Index

Edit Silversync server

Default Content Locations

General

Authentication

System Settings Remove

Content Locations C:\Silversync

Service Mappings
Personal File Management

Logs

Author: Matrix42 Cloud & Mobile Manaaement
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Click on the Service Mappings tab. In general, these settings should be left as default and

they will be adapted from the server URL previously entered:

A Silverback - Silversync Servers

(54 b&qﬁ,‘w‘localhostxad min/Administration/Silversync/Index

Edit Silversync server

Service Mappings

General

Authentication Silversync admin console URL https://server.company.com/sy

DataProvider URL https://server.company.com/sy
System Settings i
MetaDataProvider URL https://server.company.com/sy

Content Locations Personal File Management URL https://server.company.com/pf

Service Mappings

Personal File Management

Logs

Author: Matrix42 Cloud & Mobile Manaaement
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Click on Personal File Management, and enter the file location (if used in your old

Silversync deployment) and also upload a custom logo if this was used as well.

3 Silverback - Silversync Servers

Q(b{»qfs /localhost/admin/Administration/Silversync/Index

Edit Silversync server

Personal File Management

General

Authentication Personal File Management
Content Location

System Settings Maximum Server Storage Per 500

User (MB)

c:\pfm

Content Locations

Personal File Management Allowance should be between 0 2nd 1000.

Service Mappings

Personal File Management

Logs

Logo | Choose File | No file chosen

Finally, click Save and close to commit these settings.
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Previously Silversync used its own push certificate for notifying users of new content. In
this version, Silverback connects to the Matrix42 push service for you to handle push
notifications.

To enable this, you need to bind your server to the M42 Notification Server. This is done
from the Admin console in the Silversync Servers menu item, by clicking “Bind to M42
Notification Server”.

Note that currently notifications only work with Server Authenticates mode. This is because
if the server does not have access to the files (like with User Authenticates mode), it does
not know when content has changed.

A Silverback - Silversync Servers

& b#ps://localhost/admin/Administration/Silversync/Index

2hhy /\ DASHBOARD DEVICES TAGS APP PORTAL USERS
iIverback

Device Types

Hardware Authentication

EAS Settings

Backup Policy Server URL Last Connection Started Remote Address Enabled

Silverlync Integration https://server.company.com/syncadmin 02/07/2016 01:26 100.100.100.100 )
NitroDesk Integration
Pending Commands
Console Permissions
Device Enrollment Program
VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses
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You will get a popup to complete the binding. Ensure you have a Matrix42 account that
matches the requirements in the popup, and then click Bind:

)

Silverback - Silversync Servers

B betps://localhost/admin/Administration/Silversync/Index

Device Types

DASHBOARD DEVICES TAGS APP PORTAL USERS

Hardware Authentication Bind To M42 Notification Server

EAS Settings
Backup Policy
Silverlync Integration
NitroDesk Integration
pending Commands

Console Permissions

Bind To M42 Notification Server _

Enabled

You require a Matrix42 account as a "Enterprise Admin" or "Push
Notification Admin".

When asked for an Instance Name, that is the name of this silverback
server, and can be whatever you like.

v

Device Enrollment Program

VPP App Licensing
Samsung UMC
Android For Work
Self Service Portal
User Management
Certificates

Licenses

admin [

Edit Delete

o ®

Login with your Matrix42 account, accept the EULA and click Connect:

N

Silverback - Silversync Servers

& b#tps://localhost/admin/Administration/Silversync/Index

patd

DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN

admin [ 1

Device Types

Hardware Authenticatior]
EAS Settings

Backup Policy

Silverlync Integration
NitroDesk Integration
Pending Commands
Console Permissions
Device Enrollment Progry
VPP App Licensing
Samsung UMC
Android For Work

Self Service Portal

[ - Accept the EULA [= [= [

@ https://push.matrix42.com/connect/sb/3ff2aca1-c2bc-4562-95ad-036d6e7c5b19

allback=https%3a%

Matrix42 Push Service - End User License Agreement

Instance name: |localhost

Sending Push Notifications to all supporter platforms
Connected instances or services can send push notifications to the M42Mobile app on all supported platform.
The amount of platform can be changed over time without any notice.

3. Service Levels
Applicable response and repair times are specified in Annex 1

4. System Requirements and Obligation to Cooperate

It s the customer's obligation to ensure that the usage of the Service does not violate any third-party rights
including, but not limited to, the rights of the users of the respective Managed Devices. The customer is aware
that usage of the Service may require notification to and/or consent of the users of the Managed Devices and
that lack of such notification or consent may constitute an infringement of applicable laws. in particular laws on
the protection of personal data and criminal laws

5. Scope of Usage, Term of Contractand Pricing
The service is free of charge for all customers with a valid license for a support Matrix42 service. A service is
supported when a binding option is offered in the management console.

The customer is allowed to use the licenses for different instances and services
The scope of usage is restricted to the number of .Managed Devices" ordered by the customer (usage unit).
Within these Terms of Service Manaaed Device” shall mean each individual device (e o a smartphone or

[#] Accept License Agreement

Delete

User

Certificates

Licenses

Author: Matrix42 Cloud & Mobile Manaaement
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If this completed successfully, the button should change to “Unbind from M42 Notification
Server”:

Unbind from M42 Notification Server

Author: Matrix42 Cloud & Mobile Manaaement
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4. Content Mapping to Silverback Tags

Now we will assign the content to Silverback Tags to mimic what you had previously
configured. Note that with this step, you are free to create whatever Tags you would like,
however the steps below assume you want to create the same Tag configuration.

Click the Tags upper menu item:

N Silverback - Tags
{ b#tps://localhost/admin/Tags

DASHBOARD DEVICES APP PORTAL USERS ADMIN admin [

Description Type Devices # Device Types

SYSTEM 5

SYSTEM 7

iPod SYSTEM 1 iPod

Android

Samsung Safe

WP

Windows

0sX

Android

Samsung Safe

WP

Windows

0SX

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

Android

SamsungSafe

WP

Windows

0sX

EVERYONE These settings will be deployed to all employees Admin iPhone, iPad, Android, SamsungSafe, WP, Windoy

%
%
%
1%
%
%
%
%
%
1%

104  SugarCRM Mobile This tag provides access to SugarCRM app if the Admin iPhone, iPad

Q M« Paget of2 W M < Displaying 1to 10 of 18 items

Then click “New Tag”:

On the New Tag page, enter the name of the Silversync Tag you want to create, this can
match the previous Silversync Tag name, but its not mandatory. Make sure you enable the
Content feature for the Tag and also enable the Device Types you want to allow access
and click Save:

Author: Matrix42 Cloud & Mobile Manaaement
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3 Silverback - Tag Definition

& h#tps://localhost/admin/Tag/Definition/Add

i baék\ DASHBOARD DEVICES APP PORTAL USERS ADMIN admin [
MATRD

Adding Tag

o

Name*  |Pricing
Description* Enabled Features Profile
Policy

Apps
Content

Definition

Device Types* iPhone
iPad
iPod
Android
Samsung Safe
WP
Windows
0OSX
Last Manual Push:N/A

Associated Devices...

Author: Matrix42 Cloud & Mobile Manaaement
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After saving, the “Content” Tab should be available from the left menu, click this to go to

the Content Providers section:

n Silverback - Tag Content

B b#ps://localhost/admin/Tag/124/Content/iPhone

baQ DASHBOARD DEVICES TAGS APP PORTAL USERS

Content

Q (15 v K« Paget of 1 ® M T No Content Providers found

ADMIN

admin [

eeeee

Click Add Content Provider and you will be able to define the file paths. Give the settings a
name and a note if required. It might be useful to use the note field to explain to other
administrators that these settings were migrated, like the example below. Also select the
folders for this Tag that you recorded in the old Silversync and click Save:

n Silverback - Tag Content

{ b#tps://localhost/admin/Tag/124/Content/iPhone

Add Content Provider

—General

Name
Type

B Notes

Pricing
Silversync

Migrated from old Silversync

[—Silversync Server Locat

https://server.company.com.com/syncadmin

i@ [ c:\silversync
4- W L] C:\Silversync\Marketing

. C:\Silversync\Marketing\M42Mobile
U] C:\Silversync\Marketing\Mobile Silver
L] C:\Silversync\Marketing\MyWorkspace

@ L] C:\Silversync\Marketing\Pricelists

@ L] C:\Silversync\Marketing\Silverback
1] c:\Silversync\Marketing\Videos

L] c:\Silversync\pfm

1] C:\Silversync\syncadmin

L] C:\Silversync\syncdata

lJ C:\Silversync\syncmetadata

Content

Remove
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Repeat this section for any other Silversync Tags you want to migrate. You can add

multiple file paths to one Tag if you would like, or create an individual Tag for every old
Silversync Tag.

Author: Matrix42 Cloud & Mobile Manaaement
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Now that you’ve configured the new Silversync service, mapped its content and assigned
files to a Tag, you need to now assign this content to users. This is the same process as
assigning a user to a Tag in Silverback normally, and can be done automatically, or
manually.

For example, for manual Tag assignment, from the definitions page click “Associated
Devices...”

A Silverback - Tag Definition

{ b#tps://localhost/admin/Tag/124/Definition

aé\ DASHBOARD DEVICES TAGS APP PORTAL USERS ADMIN admin [ ]

EditingTag : Pricing

Name*  Pricing

Description* Enabled Features Profile

Definition

ici i Policy
Pricing Silversync Tag J
Apps

¥ Content

Device Types* ¥ iPhone

iPad

¥ iPod
Android
Samsung Safe
wp

<

Windows
0OSsX
Last Manual Push:N/A

Auto Population

Associated Devices...

itent

Cor
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Then click “Attach More Devices...”:
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Silverback - Tag Definition

Model 0S  OSVersion

< No Associated Devices

[
{ batpss://localhost/admin/Tag/124/Definition
Associated Devices with Admin Tag: Pricing
Username Platform Label
Q K« Page1 of 1 W M
You selected 0 devices to detach.

[ v o | s o | v | e |
4

Storage  Battery

LastUpdated  Ovmer

Action

From the following screen, select the devices you want to use this Tag. You can use the
export from the old Silversync server for reference. When you are done, click “Attach

Selected Devices”:

a

Silverback - Tag Definition

B b#tps://localhost/admin/Tag/124/Definition

. Associated Devices with Admin Tag: Pricing

Add Associated Devices

Available Devices to Add to Tag

Usemame
¥ patricia pauls
¥ mike mitchell
(¥ maria miler
" george.grant
) conny.carter
conny.carter
frank fryer
mike mitchell
mike mitchell

‘

Q MK« Page1

You ¢

Platform
iPad
iPhone.
iPhone
iPad

iPad
iPhone
iPad
iPhone.
iPod

of2 » M

Label Model os
Muws access  Mini Cell + WiFi 16GB i0s
= 664GB i0s

664GB i0s

Mini Retina Cell + Wi-Fi 16GB 105

31d Gen Cell + Wi-Fi 16GB i0s
6+16GB i0s
3G + WiFi64GB i0s
43268 i0s
Touch 4th Gen 32GB 0

< Displaying 1to 10 of 13 items

tach Hore Dovics | Dotac Selectad Dovicss | Bt | los |
A

OSVersion  Storage  Battery

841

:
tach Slocted Dovices | close |

87%

59%

63%

82%

]

Iss0aNN

Last Updated

24/03/2016 11:00

01/07/2015 17:00

1122015 21:47

16/03/2016 14:42

1510312016 23:02

14/0312016 09:20

15/04/2016 10:00

19/03/2016 17:00

20/06/2016 08:38

Oviner

c-

0

0000000
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The devices should now be associated with the Tag:

n Silverback - Tag Definition

& b#tps://localhost/admin/Tag/124/Definition
~ ||

Associated Devices with Admin Tag: Pricing

Username Platform Label Model 0s OS Version  Storage Battery Last Updated Owner Action

patricia. pauls iPad Mus access  Mini Cell + Wi-Fi 16GB i0s 841 g% W™ 240320161100 C m

mike.mitchell i g s9% W™ ouoreowsizoo € m
maria. miller i 0. 63% b 1zzos2rr € m

Q M« Page1 of1 W M O Displaying 1to 3 of 3 items

You selected 0 devices to detach.

Attach More Devices ... Detach Selected Devices m m
A
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After the upgrade, you should synchronise any test devices you nominated earlier to
ensure the user experience is continuous without any problems.

After this testing is complete, your users should be able to sync their existing content
without any interruptions.
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