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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

This document will include the information necessary to integrate Silverback with a Microsoft
Active Directory Certificate Authority, which can then be used to distribute User-Based
Identity Certificates to users as they enroll into Silverback.

These devices can then be configured to authenticate themselves with this certificate across
a range of technologies, such as:

Exchange ActiveSync.

Enterprise Wi-Fi Access Points (RADIUS Authentication)
SharePoint Servers

VPN Endpoint Appliances (check for current supported device list).

The following picture describes the topology of the Matrix42 solution approach:

Device completes Silverback issues
1 . enroliment, requests 2 certificate request for
profiles from the server the device

Enrollment Complete Request Certificate

3' CA Issues the
certificate for the
device

///_Sitverback //|_Certificate Authority

Device decrypts the
profile and installs
certificate

Return Profile Return Certificate
Silverback generates a 4 CA Returns the
profile with the = certificate to Silverback

5- certificate. Sends it
over SSL, and
Encrypted to the
device
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

To properly integrate Silverback with your Microsoft Active Directory Certificate Authority
you will need to ensure that all the following conditions are met:

The Silverback Server is joined to the same Active Directory Domain as the Certificate
Authority.

If using a Cloud Connector to connect to a Cloud Based Environment, then it is the
Cloud Connector Object that needs to be Domain Joined.

Dedicated ‘Certificate Request’ Active Directory Service Account (only required for
Section 5 — Publishing Certificates in Active Directory)

The Silverback Computer Object is added to the necessary Active Directory Groups
outlined in the On Premise Solution Design Brief (Section 1.3) and copied below for your
convenience:

Name: Silverback Mobile Device Manager
Type: Global Group
Members: $SilverbackComputerAccount

Name: Silverback Enterprise Device Management
Type: Universal Group

Members: Silverback Mobile Device Manager

NOTE: It is the Silverback Enterprise Device Management Group that we will be giving
access to certain templates on the Certificate Authority.

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

3. Certificate Authority Configuration

As Silverback will be requesting User-Based Certificates from your Certificate Authority it is
necessary to configure the appropriate permissions so that these requests are successful
and certificate are issued to devices.

3.1. Creating the necessary Certificate Template

First a dedicated template is created for Silverback to target for the Certificate Requests, to
do this please use the following steps:

Log into your Certificate Authority, and open the Certificate Authority MMC snap-in.
Expand the Configuration Tree on the Right until the Certificate Templates section is visible.

File Action View Help
= 2| G
ﬂ;] Certification Authority (Local) Name

4 gi Enterprise Root Authority & Administrator
| Revoked Certificates 5] Basic EFS

| lIssued Certificates 5 Computer

)| Directory Email Replication
5] Domain Controller
oller Authentication

Right-Click on Certificate Templates and click the Manage option to bring up the Certificate
Template Console.

Find the ‘User’ template, Right-Click and select Duplicate Template.
& Trust List Signing

Duplicate Template

F] Web ¢ All Tasks 8

Properties

Hel

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

General Properties of the New Template
» Name the new Template ‘SilverbackUser’
I Ensure that ‘Publish Certificate in Active Directory is Unchecked.

Subject Name | Server | Issuance Requirements
Superseded Templates I Extensions I Security
Compatibility | General | Request Handiing | Cryptography | Key Attestation

Template display name:
|Siiverback User |

Template name:

|Siiverback User
Validity period: Renewal period:
[ leas v [ 6lweeks v

I|:| Publish certificate in Active Directory

[_] Do not automatically reenroll if a duplicate certfficate exists in Active
Directory

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Request Handling Properties of the New Template
b Purpose: Signature and Encryption
I Allow Private Key to be Exported is Checked.
b Enroll the Subject without requiring any user input.

Subject Name | Server I Issuance Requirements
Superseded Templates | Extensions I Security
Compatibility | General | Request Handiing | Cryptography | Key Attestation

Purpose: | Signature and encryption v |

|| Delete revoked or expired certificates (do not archive)
[#] Include symmetric algorithms allowed by the subject
[] Archive subject’s encryption private key

[v] Allow private key to be exported

[] Renew with the same key (%)

0 For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created ()

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

I (® Enroll subject without requiring any user input I

(O Prompt the user during enrolment

'®) Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

|| Cancel || Ay || Heb

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Subject Name Properties of the New Template
b Ensure this is set to Supply in the Request.

Superseded Templates I Extensions | Security
Subject Name | Server | Issuance Requirements

(® Supply in the request

] Use subject information from existing certificates for autoenrollment
renewal requests (%)

(O Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

I None

[]Include e-mail name in subject name

Include this information in altemate subject name:
[] Email name

["]DNS name

[ ] User principal name (UPN)

[ Service principal name (SPN)

* Control is disabled due to compatibility settings:

|| Cancel || omy ||

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Issuance Requirements Properties of the New Template
b Ensure that CA Certificate Manager Approval is Unchecked.

Superseded Templates |

Extensions I

Security

Compatibiity | General | Request Handiing | Cryptography | Key Attestation

Subject Name Server

Issuance Requirements

Require the following for enroliment :

Palicy type required in signature:

II:] CA certificate manager approval I

[] This number of authorized signatures: D

If you require more than one signature, autoenrollment is not allowed.

|

Application policy:

Issuance policies:

Remove

Require the following for reenrollment:
(®) Same criteria as for enrolment
(O Valid existing certificate

[] Allow key based renewal (%)

request.

Requires subject information to be provided within the certificate

* Control is disabled due to compatibility settings.

|| Ccancel

[ Aoy ||

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Extensions Properties of the New Template

I The Certificate Template must be applying the Client Authentication & Secure Email
Extensions to the Issued Certificates.

Subject Name I Server | Issuance Requirements
Compatibility | General | Request Handiing | Cryptography | Key Attestation
Superseded Templates | Extensions Security

To modify an extension, select it, and then click Edit.

BExtensions included in this template:

|| Basic Constraints
E]Cerliﬁcate Template Information
E] Issuance Policies

Key Usage

Description of Application Policies:

Client Authentication
Secure Email

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Security Properties of the New Template

I The Silverback Enterprise Device Management Active Directory Group must have the
READ and ENROLL Permission on the Certificate Template.

b The Authenticated Users Active Directory Group must have the READ and ENROLL
Permission on the Certificate Template.

Compatibiity | General | Request Handiing | Cryptography | Key Attestation
Subject Name | Server | Issuance Requirements
Superseded Templates | Bdensons | Security

Group or user names:
Authenticated Users
Domain Admins

% Domain Users

Sl Esiampisa.ddming

4 Silverback Enterprise Device Management I

Pemmissions for Silverback Enterprise
Device Management

Full Control

Read

Write

Enroll

Autoenroll

=
5]
=

ORIO®Cf

For special pemissions or advanced settings, click
Advanced.

I Click OK to finish creating the Template.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

3.2. Publishing the Certificate Template

Next, we will need to publish the Certificate Template that we just created so that it is visible
to the Silverback Computer Object.

I Log into your Certificate Authority, and open the Certificate Authority MMC snap-in.

I Expand the Configuration Tree on the Right until the Certificate Templates section is
visible.

File Action View Help
e z| 4|

ﬁ] Certification Authority (Local) Name Intended Purpose

4 j Enterprise Root Authority & Administrator Microsoft Trust Lis
| Revoked Certificates & Basic EFS
[ 7] Issued Certificates | Computer
[] Pending Requests
[ ] Failed Requests
[ Certificate Templates| i) B =S

Encrypting File Sys
Client Authenticat

= Directory Email Replication Directory Service E
%] Domain Controller Client Authenticati

~-oller Authentication Client Authenticati
gent File Recovery

New I Certificate ?emplate to Issue I

View

Manage

Encrypting File Sys

Refresh Server Authenticat

Export List...

I Right-Click on Certificate Templates and navigate to the New > Certificate Template to
Issue option.

b In the Enable Certificate Template popup box, select the ‘SilverbackUser’ template
created earlier and click OK to finish publishing the Certificate.

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose
) Key Recovery Agent Key Recovery Agent
& ocsp Response Signing OCSP Signing

) RAS and IAS Server

#| Smartcard Logon Client Authentication, Smart Card Logon

& Smartcard User Secure Email, Client Authentication, Smart Card Logon
% Trust List Signing Microsoft Trust List Signing

] User Signature Only Secure Email, Client Authentication

& Workstation Authentication Client Authentication

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Once your Certificate Authority has been given the appropriate permissions on the newly
configured Certificate Templates, it is time to configure Silverback to use them.

This configuration is done via the Silverback Web Interface, in the System Settings section.

Log into the Silverback Web Console as a System Settings user so we can manipulate some
of the finer settings of Silverback.

Under the General Section change the Certificate Deployment Option from Enterprise
Certificate to Individual Client, and change the name from DEFAULT to be your Certificate
Authority Address:

General —CA Certificate
MDM Payload Certificate 1450687379B9A656018C048AAES109555CEEFFI9 B
Thumbprint:
LDAP
Country: AU
App Portal and SMS Organisation: Company
APNS Settings Location: City
Services Expiry Length
10
(years):
File Upload

X Enterprise Certificate
Certificate L .
SMTP Deployment: © Individual Client
ploy ' CAO01.company.internal\Certificate Authority Name

WiFi Client Certificates

NOTE: The correct format for the CA Address is “FQDN \ Certificate Authority Name”.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Next, go to the WiFi Client Certificates section and populate the Template ActiveSync
Certificate Name with the name of the Certificate Template created earlier.

ADMIN

General — WiFi Client Certificate Details

MDM Payload WiFi: Yes © No
WiFi Enterprise

LDAP Certificate CA: DEFAULT
App Portal and SMS i
pp Portal an Template ActiveSync SilverbackUser

Certificate Name:

APNS Settings
Template WiFi

Services Certificate Name: SMIME_EMAIL_TEMPLATE

File Upload Template Certificate y \\ epr ALT NAME_USER_PRINCIPLE_NAME
User Field:

SMTP Agent Cert

WiFi Client Certificates Thumbprint:

NOTE: If these settings are not correct, and Silverback is not able to request Certificate from
the Certificate Authority — a device will not be able to leave the Blocked Container within
Silverback, due to the fact that it is unable to complete moving into Managed without an
Exchange Profile.

Log into the Silverback Web Console as a System Settings user so we can manipulate some
of the finer settings of Silverback.

Under the WiFi Client Certificates section, ensure this is switched to YES, and that the WiFi
Enterprise Certificate CA is the Correct Address

Change the Template WiFi Certificate Name to match the Certificate Template created

earlier.

General — WiFi Client Certificate Details

MDM Payload WiFi: O Yes No
WiFi Enterprise

LDAP Certificate CA: CAO1.company.internal\Certificate Authority Name
App Portal and SMS i
pp Portal an Temp_late ActiveSync SilverbackUser

Certificate Name:

APNS Settings
Template WiFi .

Services Certificate Name: SilverbackUser

File Upload Template Certificate -\ CERT_ALT_NAME_USER_PRINCIPLE_NAME
User Field:

SMTP Agent Cert

WIFi Client Certificates Thumbprint:

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

In some cases it is necessary for Silverback to publish a User Certificate into the enrolling
user’s Active Directory Object for authentication. The following is a guide that illustrates
how this is achieved with Silverback.

In the previous sections of this document we have covered Silverback’s Integration with your
Internal Certificate authority to allow it to request Certificates for your enrolling users. This
means that it is the Silverback Computer Object that is performing the requests.

Silverback now needs to be configured to ‘impersonate’ these users so that the Certificate
Authority publishes the generated certificates into the User’s Active Directory Object, not the
Silverback Computer Account Object.

This type of deployment requires two additional Certificate Templates to be configured and
published on your Certificate Authority.

Log into your Certificate Authority, and open the Certificate Authority MMC snap-in.
Expand the Configuration Tree on the Right until the Certificate Templates section is visible.

ial certsrv - [Certification Authority (Local)
File Action View Help

&= 7 6= H

s Certification Authority (Local) Name “ Inten
4 gi Enterprise Root Authority 3] Administrator Micrd
| Revoked Certificates 3] Basic EFS Encry

| Issued Certificates 7| Computer Clien

% Pending Requests ) Directory Email Replication Direc

_ Fafled Regue— & Domain Controller Clien

I esiiEE s il ——5—1 oller Authentication Clien
Manage gent File R

New » lentication Clien

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
5.2.1. Creating the Certificate Request Agent Template

The First Template we will create is the Certificate Request Agent Certificate, which will
allow Silverback to send requests to the Certificate Authority on behalf of the enrolling user.

From the Certificate Templates Console opened in Section 5.2, find the ‘Enroliment Agent’
template and Right-Click -> Duplicate the template.

File Action View Help

&= [F 6

5 Certificate Templates || Template Display Nanfe

Enrollment Agent
5 Enrollment Agent Duplicate Template
H Exchange Enrollm All Tasks

| Exchange Signatu
] Exchange User

Properties

General Properties of the New Template
I Name the new Template ‘SilverbackEnrollmentAgent’
I Ensure that ‘Publish Certificate in Active Directory is Unchecked.

Subject Name | Server | Issuance Requirement
Superseded Templates | Extensions I Security
Compatibilty | General | Request Handling | Cryptography | Key Attestation

Template display name:
[Silverback Enrollment Agent |

Template name:
|Siiverback EnrollmentAgert

Validity period: Renewal period:
(2~ [ s

[[] Publish certificate in Active Directory

[ ] Do not automatically reenroll if a duplicate certificate exists in Active
Directory

Request Handling Properties of the New Template

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
b Purpose: Signature and Encryption

I Allow Private Key to be Exported is Checked.
b Enroll the Subject without requiring any user input.

Subject Name | Server I Issuance Requirement
Superseded Templates | Extensions | Security
Compatibility | General | Request Handiing | Cryptography | Key Attestation

Pumpose: I Signature and encryption v I

|| Delete revoked or expired certfficates (do not archive)
[#] Include symmetric algorithms allowed by the subject
[] Archive subject’s encryption private key

[v] Allow private key to be exported

[T Renew with the same key (%)
0 For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created (%)
Do the following when the subject is enrolled and when the private key
associated with this certificate is used:
I (® Enroll subject without requiring any user input I

) Prompt the user during enrollment

e Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

|| Cancel || Ay || Heb

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
Subject Name Properties of the New Template

» Build from this Active Directory Information.

b Fully distinguished name
b User Principal Name (UPN)

Superseded Templates

| Extensions | Security

Compatibility | General | Request Handiing | Cryptography | Key Attestation

Subject Name |

Server I Issuance Requirements

(O Supply in the request

renewal requests ()

] Use subject information from existing certificates for autoenrollment

Subject name format:

(® Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

I Fully distinguished name

[] E-mail name
["]DNS name

[ Include e-mail name in subject name

Include this information in altemate subject name:

[w] User principal name (UPN)
[T] Service principal name (SPN)

* Control is disabled due to compatibility settings.

| [ Concel [ Aoty ||

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
Security Properties of the New Template

b Assign the Service Account Mentioned in Section 2 the READ and ENROLL
Permission

Compatibility I General I Request Handling I Cryptography I Key Attestation
Subject Name I Server | Issuance Requirements
Superseded Templates I Extensions Security

Group or user names:
82, Authenticated Users

x CertRequest svc (certregsvc)

% Domain Admins (Domain Admins)
% Enterprise Admins (Enterprise Admins)

Pemissions for CetRequest svc

Full Control
Read
Write
Enroll
Autoenroll

For special pemissions or advanced settings, click
Advanced.

NOTE: It is advised that regular users NOT be able to access this template.

I Click OK to finish creating the Template.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

5.2.2. Creating the Silverback Enterprise WiFi Template

The next certificate we will create is the Enterprise WiFi certificate. For this certificate we will
be using the same settings as the Silverback User certificate template created before.

To do this, from the Certificate Templates list, right click on SilverbackUser and select
Duplicate Template:

File Action View Help

e E XE =

& Certificate Templates Template Display Nante Schema Version
& Subordinate Certification Authority 1

] Smartcard User 1

& Smartcard Logon 1
SilverbackUser 2

1 silverback Enro Duplicate Template

& Router (Offline Reenroll All Certificate Holders
5 Root Certificati Change Names

General Properties of the New Template
F Name the new Template ‘SilverbackWiFi’
I Ensure that ‘Publish Certificate in Active Directory is Checked.

Subject Name I Server I Issuance Requirements
Superseded Templates I Extensions I Security
Compatibiity | General | Request Handling | Cryptography | Key Attestation

Template display name:
|Sitverback Wi

Template name:
|SilverbackWiFi

Validity period: Renewal period:
) N I S

|¥Publish certificate in Active Directory

[] Do not automatically reenroll if a duplicate certificate exists in Active
Directory

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Subject Name

Server

Compatibiity | General | Request Handiing | Cryptography | Key Attestation

Issuance s

Superseded Templates

[

BExtensions

Security

Group or user names:

Authenticated Users
Domain Admins

82 Domain Users
52, ciocpion A

Silverback Enterprise Device Management I

Device Management

Pemissions for Silverback Enterprise

=

Full Control
Read
Write
Enroll
Autoenroll

ORORO)E

Advanced.

For special pemissions or advanced settings, click

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
Issuance Requirements Properties of the New Template
I Enable the “This number of authorized signature’ option and set this to 1.
I Ensure the Application Policy is set to Certificate Request Agent.

Superseded Templates I Extensions I Security
Compatibility | General | Request Handiing | Cryptography | Key Attestation
Subject Name I Server Issuance Requirements

Require the following for enrollment:
[C] CA certificate manager approval

[w] This number of authorized signatures: El

If you require more than one signature, autoenrollment is not allowed.

Policy type required in signature:
IAppIication policy

Application policy:

|Ceftiﬁcate Request Agent

|
|

Add...

v
v
Remove

Require the following for reenroliment:
(® Same criteria as for enroliment
O Valid existing certificate

[] Allow key based renewal ()

Requires subject information to be provided within the certificate
request.

* Control is disabled due to compatibility settings.

| Cancel || Ay || Hep |

I Click OK to finish creating the Template.

Author Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

5.3. Publishing the Newly Created Certificate Templates

As we did in Section 3.2, we will need to publish the Certificate Templates just created so
they are visible to both Silverback and the Service Account that will create the Certificate
Request Agent Certificate..

I Log into your Certificate Authority, and open the Certificate Authority MMC snap-in.

I Expand the Configuration Tree on the Right until the Certificate Templates section is
visible.

=
File Action View Help

e 7| 6= H

ﬁ] Certification Authority (Local) Name Intended Purpose
4 g Enterprise Root Authority ] Administrator Microsoft Trust Lis
[ ] Revoked Certificates & Basic EFS Encrypting File Sys
"_“:] Issued Certificates 5 Computer Client Authenticat
(] Pending Requests 5 Directory Email Replication Directory Service E
3' Failed Requests %] Domain Controller Client Authenticat
I:] Certificate Templates| HEln imCmmiepller Authentication Client Authenticat

Manage gent File Recovery

| New I Certificate ?emplate to Issue I

View

Refresh
Export List...

I Right-Click on Certificate Templates and navigate to the New > Certificate Template to
Issue option.

I In the Enable Certificate Template popup box, select the ‘SilverbackEnrolimentAgent’
template created earlier and click OK to finish publishing the Certificate.

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose

) Key Recovery Agent Key Recovery Agent

& ocsp Response Signing QOCSP Signing

) RAS and IAS Server Client Authertication, Server Authentication
ffline request Client Authentication

[22| Silverback Enroliment Agent Certificate Request Agent
%} Smartcard Logon Client Authentication, Smart Card Logon
%] Smartcard User Secure Email, Client Authentication, Smart Card Logon
& Trust List Signing Microsoft Trust List Signing
&) User Signature Only Secure Email, Client Authentication
%] Workstation Authentication Client Authentication

I Repeat this Process for the ‘SilverbackWiFi’ Template.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

5.4. Creating the Certificate Request Agent Certificate

Next, from the Silverback Computer (or Cloud Connector) Server, we will perform the
following steps to create the User Certificate Request Agent.

Remote Desktop to the Silverback Server (or Cloud Connector) using a Local
Administrative Account (that is not affiliated with the domain).

Open Internet Explorer and visit the Certificate Authority ‘CertSrv’ website:
https://ca01.company.internal/certsrv/

Log-in use the Dedicated Service Account mentioned in Section 2. (If you do not see a
prompt to log-in you are probably using a Domain Account — which will not work).

(AN Z
{ \@ \\\::‘)-\1 & https://dc01.customer.local/certsrv P~ X || 0 Waiting for dc01 X
IV AN
Windows Security -
iexplore

Connecting to DCO1.customer.local

certreqsvc@customer.local I

I
H [eeseeseesdl |

Domain: customer.local

["] Remember my credentials

Connect a smart card

| oK I I Cancel

Click the ‘Request a Certificate’ option.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity

to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform
other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view
the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

s ala 3 task:

Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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Silverback Integration with Microsoft Active Directory Enterprise

Certificate Services for Android & iOS Devices.
b Click the ‘Advanced Certificate Request’ option.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anladvanced certificate request. I

I Click the ‘Create and Submit a Request to this CA’.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

| Create and submit a request to this CA. I

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded

PKCS #7 file.

I Change the Template to the ‘Silverback Enrollment Agent’ template created in Section

5.2.1.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority

Advanced Certificate Request

[Certificate Template:

| Silverback Enrollment Agent VI

Key Options:

@® Create new key set (O Use existing key set

CSP: | Microsoft Enhanced Cryptographic Provider v1.0 Vv
Key Usage: ‘@ Signature

Key Size: (2048 Min: 2048

Max 16382 (common key sizes: 2048 4006 3102 16384 )
(® Automatic key container name

Mark keys as exportable
[[]Enable strong private key protection

Additional Options:

O User specified key container name

Request Format: ® CMC O PKCS10

Hash Algorithm:

Only used to sign request.

[ Save request

Attributes:

Friendly Name:
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

I Click the ‘Install this Certificate’ link, and if prompted Accept the Web Access Confirmation
Prompt.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority

Certificate Issued

The certificate you requested was issued to you.

[JSave response

y This Web site is attempting to perform a digital certificate operation on
Lk your behalf:

https://dc01.estens.local/certsrv/certfnsh.asp

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

I Once the Certificate has been Generated you will see the following message.

Microsoft Active Directory Certificate Services — Estens Enterprise Root Authority

Certificate Installed

Your new certificate has been successfully installed.

Finally, we log into the Local User Certificate Store to Export the Certificate
F From a RUN Command type ‘certmgr.msc’ to open the User Certificate Store.

I Expand the Personal Certificate Store, Right Click on the Certificate Request Agent
Certificate and Export it.

File Action View Help

' IEENEE EEE

¥ Certificates - Current User Issued To * Issued By Expiration Date  Intended Purposes

4 [ Personal Entarmrise Root Authority 28/04/2017 Certificate Request Agent
[ Certificates Open

p [ Trusted Root Certification Au
p [l Enterprise Trust

p | Intermediate Certification Au Cut Request Certificate with New Key...
b [ Active Directory User Object Copy Renew Certificate with New Key...
b ] Trusted Publishers Delete .
b [ Untrusted Certificates TR ORI '

b [ Third-Party Root Certificatior Properties |_Eport.. |

All Tasks Open
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

5.5. Importing the Certificate Request Agent Certificate

Now the Certificate Request Agent Certificate needs to be imported so Silverback can utilize
its abilities to request certificates on behalf of users.

To do this please use the following steps:

b On the Silverback Server (or Cloud Connector), type ‘certim.msc’ to open the Local
Computer Certificate Store.

b Right-Click the Personal Certificate Store and go to All Tasks > Import...

File Action View Help
e 2[E ol 6B

Gl Certificates - Local Computer Issued To “ Issued By

4[] Personal #3)* silverbackmdm.com

> B Eusi::f{l:l All Tasks 4 ‘ Request New Certificate...

b [ Enterprise View » | | Import.. |
b [ Intermedi Refresh Advanced Operations

I Be sure to mark the Certificate as Exportable.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]pisplay Password

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[w] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[ Include all extended properties.
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.
I Once the Certificate has been imported right-click the Certificate and go to All Tasks >

Manage Private Keys.

File Action View Help

rYEIEREE TR

Ifi_}l Certificates - Local Computer Issued To -
4 | Personal
1 Certificates

b ] Trusted Root Certification Aul % silverback Root A

p || Enterprise Trust

b | Intermediate Certification Au

b [ Trusted Publishers
b 7] Untrusted Certificates

p [ ] Third-Party Root Certificatior

p [ Trusted People

p [ Client Authentication Issuers

?ﬂ'.silverbackmdm.com
# CertRequest svc

Open

Issued By Expiration Date
RapidSSL CA 20/06/2015
Enterprise Root Authority 28/04/2017
Root Authority 18/04/2025

;) Silverback Web St

All Tasks

Open

Cut

Copy
Delete

Properties

Request Certificate with New Key...
Renew Certificate with New Key...

I | Manage Private Keys... |
Advanced Operations

I Ensure that the Network Service has the READ Permission on the Private Key.

Security

Gruup or user names:

82, SYSTEM

82, Administrators (SILVERBACK\Administrators)

NETWORK SERVICE

Pemissions for NETWORK
SERVICE

Full control
Read
Special pemmissions

For special pemmissions or advanced settings,
click Advanced.
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Once all the Certificate and Certificate Templates have been configured Silverback receives
the following configuration settings to populate User-Certificates into Active Directory.

Log into the Silverback Web Settings Administration Site and navigate to the WiFi Client
Certificates section.

Ensure that the WiFi Template Name matches the Certificate Template created in
Section 5.2.2.

Ensure that the Agent Cert Thumbprint matches the Certificate Thumbprint of the
Certificate Request Agent Certificate created in Section 5.4.

General —WiFi Client Certificate Details

MDM Payload WiFi: © Yes No
WiFi Enterprise

LDAP Certificate CA: DCO1.company.local\Enterprise Root Authority
App Portal d SMS i
pp Portal an Tem.p!ate ActiveSync SilverbackUser
. Certificate Name:

APNS Settings
Template WiFi " -

Services Certificate Name: SilverbackWiFi

File Upload Template Certificate  \ epr ALT_NAME_USER_PRINCIPLE_NAME
User Field:

SMTP
¢g“—"‘b°eftt_ 07558E53A0BD62FD7F14F54DD8D7B31D20B1FC0A

WiFi Client Certificates umoprint:
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

Log into the Silverback Admin Console and navigate to the configuration profile you are
building for your Target Device and your Authentication Settings match the settings outlined
below.

— Edit Wi-Fi Settings
Wi-Fi Settings Enabled
SSID  CorporateWiFi ]

Security Type  WPA 2 Enterprise

Hidden Network

Automatically Join

Password ko

| Protocols | Authentication | Trust | Proxy _

Use Per-connection Password

|Use Individual Username |

Use User Password

Use Individual Client
Certificates

Populate into Active
Directory

ICertiﬁcate Template Name SilverbackWiFi I

Requester Name LDAP SamAccountName
Attribute

Agent Certificate Thumbprint 07558E53A0BD62FD?

Use Individual Username — Checked.

Use Individual Client Certificates — Checked.

Populate into Active Directory — Checked.

Certificate Template Name — Matches the Certificate Template created in Section 5.5.2.

Requester Name LDAP Attribute — The Active Directory Attribute you want populated in
the User Certificate.

Agent Certificate Thumbprint — Matches the Certificate created in Section 5.4.
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Silverback Integration with Microsoft Active Directory Enterprise
Certificate Services for Android & iOS Devices.

5.1. Confirming That It Works!

5.1.1. Certificate Authority Requests

If you view the Issued Certificates on your Certificate Authority you should see the requests
coming from the users as they enroll into Silverback — not the Silverback Object.

The Requests highlighted in Green were successful.

The Requests highlighted in Red worked, but the Certificate will be in the Computer Object,
not the User Object.

File Action View Help

&= 2 o= H

i) Certification Authority (Local) RequestID  Requester Name  Certificate Template
4 gi Enterprise Root Authority A i iFi (1.3.6.1.4.1.311.21.8.81737

| Revoked Certificates SilverbackWiFi (1.3.6.1.4.1.311.21.8.817
L] Issued Certificates SilverbackWiFi (1.3.6.1.4.1.311.21.8.817
(] Pending Requests \SILVERBACKS  SilverbackWiFi (1.3.6.1.4.1.311.21.8.81731
B Failed Requests testu SilverbackWiFi (1.3.6.1.4.1.311.21.8.81737
[ Certificate Templates \SILVERBACKS _ SilverbackWiFi (13.6.14.1.311.21.8.817
\SILVERBACKS _SilverbackWiFi (1.3.6.1.4.1.311.21.8.817
\certregsvc Silverback Enrollment Agent (1.3.6.1.4.1.

5.1.2. User Active Directory Object

Viewing the User Certificates in Active Directory Users and Computers is possible — but they
are in a Binary Format:

test user Properties [2] x |
Published Certi | Member Of | Password Replication | Dialin | Object
Security I Environment | Sessions I Remote control
General | Address | Account | Profile | Telephones | Organization
S — [ MtaledOcersuing eator T
Attributes:
Attribute Value N Attribute: userCertificate
un?c::e PWd :z s:: Values:
unixHome Directory E
cUserP: \30\82\06\2B\30\82\05\13\A0\D3\02\01\02\02\
::"‘US“ assord ::: ::'z \30\82\06\28\30\82\05\ 13\ AD\D3\IZ\0 1\02\02\
userAccountControl 010200 = ( NORMAL_ACCOUNT | DONT_|
userCert <not set>
userCertficate \30\82\06\2B\30\82\05\13\A0\03\02\01
userParameters <not set>
userPassword <not set>
userPKCS12 <not set>
userPrincipalName testu@
userSharedFolder <not set>
userSharedFolderOther  <not set> I:‘
userSMIMECertificate  <not set> v
< m >
=] S )
3|
ok | [ cancel || ooy |[ Hep |
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