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With this version of Silverback by Matrix42, the Hardware Authentication feature has been
expanded to include IMEI number as well as serial number. Keep in mind that not all
devices have an IMEI number, so use this in planning your use of this feature.

From the Hardware Authentication section of the Admin Tab, its now possible to define an
IMEI or Serial Number or both for each entry. The logic for this doesn’t require both serial
and IMEI exist for an entry to work, so you can have two separate entries for IMEI and
Serial for one device for example. When a device checks in, if the policy dictates that
hardware authentication is enabled, any entry that includes the device’s serial OR IMEI will
allow that device to pass.

In addition to this, you can now add IMEI as a column to the devices table optionally and
search and sort by this. Also IMEI number is now available as a device variable in the
system. This means anywhere that system variables can be used, {Devicelmei} can be
entered to use the IMEI number.

I's now possible to manage Hardware Authentication via the API. The feature functions
the same way as the admin Ul for this. See the API Integration guide, or the API help
pages for information on how to use this.

It's also possible to view the certificates on devices via the API. See the API help pages or
API Integration Guide for information on how to use this.

Management of pending enrolments is available from the APl now also, this means that
pending enrolments can be viewed, deleted, or have their OTP changed. See the API
integration guide or API help pages for more information.

You can now manually define the subject name for enterprise WiFi certificate
configurations for iOS and Android devices. To use this, go to your Enterprise WiFi
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configuration and enter text in the certificate subject field. Note that if this is left blank (i.e.
for existing customers) the current logic will still apply.

This field allows the use of system variables also, so the certificate subject can be dynamic
per device/user.

I's now possible to configure certificate trusts for iOS as a separate profile. Within the
Profile settings of an iOS enabled Tag, navigate to the Certificate Trusts section and
upload your root and intermediate certificates. These will be pushed to the devices as a
separate profile and the device should then trust these certificates.

Windows 10 devices can now have MSI applications deployed to them. This functions the
same as enterprise apps for other device types. To use an MSI application, upload it from
the App Portal tab, choose Windows as the device type and then select Enterprise as the
application type.

For Tags that are WP type, and for devices running Windows 10 Mobile, it's now possible
to whitelist applications on the device. Currently this has three options: Block all non-
Silverback apps, Block all except for Microsoft apps, and Block all except for Microsoft
apps and Facebook. This can be enabled from the Tag Policy settings beneath
Lockdown.

Major work has been done to overhaul the VPP implementation. Generally, the
functionality can be considered to be the same but more robust with some additional
features:
You can optionally automatically un-assign VPP users from other EMM platforms. This
means that users not recognised by Silverback (for example in the case of a migration),
can have their apps unassigned.
You can specify the Language and Country code for VPP apps. This means that if your
VPP account is in the “de” region, you can specify that should be used for your VPP
apps.
You can manually assign and un-assign licenses from users.
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Improved handling of certificate trusts with Android devices
Resolved issue with API routes for pending enrolments

OS Class for Windows now displays correctly

Added Ul for VPP Changes

Added Importing for VPP Apps

Added scheduled refresh for VPP Apps

Added Re-inviting for VPP Users

Added VPP Audit

Added assigning and un-assigning VPP licenses manually
Added warning for Windows Phone lock requiring a passcode
Bundled renewed Companion App Store Push Certificate
Updated text in the certificate expiry emails

Fixed issue uninstalling VPP app when license was unassigned

Fixed issue with retired users that were not deleted from the database, could not be re-
invited to VPP

Removed links to editing apps from VPP assets and display app names for all device
types

Added support for fetching IdP metadata from ACS endpoints
Added support for "order by" query for devices API endpoint

IMEI is included in hardware authentication violation e-mails

IMEI can be searched with or without spaces in the devices views
New login Ul for Pandora Ul

Resolved issue with M42 Mobile Certificates not being delivered to Android/Samsung
devices

Improved handling of DEP mandatory fields

VPP App description is truncated further on import to resolve issues with special
characters

Removed SMS Sender from non RedCoal SMS providers

Added support for Windows 10 MSI Upgrades

Changed LDAP label for bulk provisioning to indicate local users can be used also
Resolved resultant Tags issue with blacklist/whitelist

Adjusted Blacklist/Whitelist App IDs for System Apps

Resolved issue with MSls not being removed when removed from App Portal
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