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This document will guide you through a typical installation of Silverback by Matrix42 and
offer guidance on configuring the system for a successful deployment.

Included is a Preparation section, which will show you the prerequisites for an installation
of Silverback.

This guide will show a common setup, but every environment is different! For advanced
configuration or special requirements, talk to your technical contact or raise a support
ticket to cover your needs.
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Silverback generally requires the following for the Silverback server itself:

Windows Server 2012 R2 — Windows Server 2008 onwards is supported, but it is
recommended to use 2012 R2.

64 Bit CPU, 2.6 GHz Xeon or faster

4GB RAM

10GB of free disk space

SCSI or SAS speed disks or equivalent SAS
1GB Network Interface Cards

The server must exist in the same LAN as the SQL Server. 10ms latency minimum is
required to the SQL Server

The same data and time as the Silverback SQL Database Server
The server must be configured for US English including:

Use the date and time format DD/MM/YYYY

Use English System Locale for non-unicode programs

Use English Display Language and Input Language for all users, including “Network
Service”

See Appendix B for example screenshots

The SQL Server used to host the database, requires:
SQL Server 2008 to 2016

10GB of space per 1000 devices — This will change depending on individual
requirements for logging and data retention.

The SQL Compatibility Level must be 100 (this is SQL 2008 and 2008 R2) this is set by
the script on the Silverback database automatically.

The server/instance collation must be either:
SQL_Latin_General_CP1_CI_AS
SQL_Latin1_General_CP1_CI_AS

Silverback requires that the following be installed on the server; these are readily available
by configuring server roles or for download from Microsoft:

Silverlight
Microsoft Access Database Engine x64 2010
.NET 3.5

Author: Matrix42 Cloud & Mobile Manaaement
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.NET 4.0

.NET 4.5

.NET 4.5.1 (Pre-Installed with Server 2012 R2)

1S 8

b For lIS, the following 1IS Role Services must be enabled:

[m] Web Server (IIS)
4 [W] Web Server

4 [W] Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
WebDAV Publishing (Not installed)

4 [W] Health and Diagnostics

4 [W] Performance

Static Content Compression

(] Dynamic Content Comp
4 [m] Security
Request Filtering
Basic Authentication (Not installed)

(Not installed)

4 [®] Application Development
.NET Extensibility 3.5
.NET Extensibility 4.5

n Initialization (Not installed)

ASP.NET 4.5

] CGI (Not installed)
ISAPI| Extensions
ISAPI Filters

Server Side Includes (Not installed)

WebSocket Protocol

Author: Matrix42 Cloud & Mobile Manaaement
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4 [W] Management Tools
1IS Management Console

b S 6 Management Compatibility
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For normal configuration, Silverback requires the following environmental items. These
may or may not apply to your deployment:

Service Account with READ access to your Active Directory Environment — This is used
to perform lookups for new users and group alignment if used.

The Silverback server itself or another account to have ‘Database Owner to the

Silverback database

If using Exchange Quarantine features, the Silverback server must have the following
permissions in Active Directory so it can properly manage the Exchange Quarantine list:

Organization Management

Server Management

Exchange Recipient Management

As Silverback connects to many external systems, such as Apple for push management to
devices, you need to ensure that the following connectivity items are configured:

Devices (External)
Silverback
Silverback
Silverback

Silverback
Silverback

Silverback
Silverback
Silverback

Silverback

Silverback

SQL Server
Domain Controller
SMTP Server

Exchange
(quarantine)

Gateway.push.apple.com,
mdmenrollment.apple.com,
vpp.itunes.apple.com

ltunes.apple.com
Android.googleapis.com
Microsoft Push Network

Server

api.aerialink.net,
sms.silverbackmdm.com

rest.messagebird.com

Author: Matrix42 Cloud & Mobile Manaaement
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1433/tcp
389,636/tcp
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As Silverback requires devices to connect via DNS, The appropriate DNS entries must be
setup for your server. Internally and externally the DNS name should ideally be the same,
so devices can resolve the server address inside your network and outside. For example:
silverback.yourdomainname.com.

For Android Based devices, a DNS SRV record lookup is performed to find the server
based on the username entered in the client. If the user enters “user@company.com” ,
then a SRV service record lookup is performed against “company.com” for the _silverback
SRV record.

The SRV record should be setup like this:

Service: _silverback

Protocol: _tep

Priority: 0

Weight: 0

Port Number: 443

Host offering this service: <Silverback Server FQDN>

For Windows 8.1, Windows Phone 8 and Windows Phone 8.1 devices, a DNS entry must
be created for enterpriseenrolilment.yourdomainname.com that resolves to the
Silverback Server.

Communication between Silverback and your devices is done via HTTPS communication.
As such the server should have SSL Certificates configured for the appropriate DNS
entries that are trusted by the devices. If the devices don’t trust the SSL Certificate
provided by the server, then communication may not work. We recommend purchasing a
“wildcard” or SAN SSL Certificate; this ensures that if you are using Windows devices, the
“enterpriseenrollment.yourdomainname.com” entry can use the same certificate.

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback is also capable of enrolling user certificates for devices from an Enterprise
Certificate Authority. For detailed information on this see the document titled Silverback
by Matrix42 - Microsoft CA Integration for WP8-V1.1

If you wish to manage Samsung KNOX settings for your devices, licenses for this must be
purchased through Samsung and entered into the Silverback Admin Console. For
information on obtaining licenses for KNOX, please visit:

https://www.samsungknox.com/en/solutions/knox-workspace.

To utilise Android for Work, a Google Managed Domain is required and must be paired
with Silverback. An APl Service Account must also be created to help manage these
settings.

For the configuration of this, refer to the document Silverback by Matrix42 - Android for
Work Enablement v3.1

Author: Matrix42 Cloud & Mobile Manaaement
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Before beginning the installation, ensure that you’ve confirmed all the items in Section 2.
Preparation and that you have the following available:

Silverback Installation Files
Silverback License

As part of normal operation in a standard configuration, Silverback will generate
certificates for devices on it's own Certificate Authority. For security, we need to ensure
that no two environments use the same certificate. Because of this, it's necessary to
create a Certificate Authority specifically for your server.

To create the Root Certificate Authority:

Launch IIS Manager from the Start Menu

From the Connections Panel on the left, select the Default Server

From the Features Panel in the middle, double click on Server Certificates

From the Actions Panel on the right, click Create Self-Signed Certificate

Enter a descriptive name for the certificate, for example Silverback Root CA

Click OK

In the Server Certificates panel, you will now see the new certificate, Right click this and
click Export

Specify a file location for the export and enter a password to protect the private key
Click OK

~N o ok WN -

© o

If you are configuring the Cloud Connector, an additional certificate is required, see
Appendix A

Author: Matrix42 Cloud & Mobile Manaaement
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To ensure the Silverback Services can access the certificates, you need to ensure they
are in the correct certificate store and the permissions are set correctly. You should also
perform the steps below for the Web Server Certificate, so that this can be used by the
Silverback Website in 1IS, and also by Silverback to sign certificates.

To Import the certificate:

Press Windows Key + R to launch the Run prompt

Enter “mmc” and press Ok

From the MMC Screen, Select File then Add/Remove Snap-In

From the Available span-ins panel, Select Certificates and click Add

From the following prompt, select Computer account and click Next

Leave Local computer selected and click Next

From the following screen, expand out Certificates (Local Computer), then Personal
Right Click on the Certificates folder, then select All Tasks, then select Import

Navigate to and select the certificate from step 3.2.1, you may need to change the file
filter on the right to display .pfx files, Click Open

10Click Next

11Enter the password you specified, ensure that the private key is marked as Exportable
and click Next

12Ensure Personal is set at the Certificate Store, and click Next
13Click Finish and Confirm the Success Prompt

O© 00N O O b WDN -~

To set permissions on the certificate:

1 In the MMC Screen, right click the newly imported certificate, then select All Tasks,
Manage Private Keys

From the Permissions window, Click Add

Enter “NETWORK SERVICE” and Click Check Names to Confirm
Click OK

Ensure NETWORK SERVICE has Full Control and Read Allowed
Click Apply

o O WD

To record the certificate thumbprint for use later in configuration:
1 Double-Click the certificate in the MMC Window

2 From the popup, select the Details Tab

3 Scroll down until you see Thumbprint and select this

4

Copy the text for the thumbprint and note this value, as this is needed later for
configuration

Author: Matrix42 Cloud & Mobile Manaaement
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Silverback will attempt to configure its database automatically after the installer has run.
To perform this action, Silverback needs the db_creator role on the SQL server.

Make sure either the computer you are running the installation on has the db_creator role in SQL,
or if you are using SQL Authentication make sure the SQL user you use has the db_creator role.

To execute the Silverback Database Script, SQL Command Mode is required:
1 Open the Microsoft SQL Server Management Studio

2 Click New Query

3 Click the Query Menu

4 Click SQL Command Mode

After SQL Command Mode is set, paste in the contents of the Silverback SQL Script in the
New Query Window and confirm in the script the following items:

Database Name This will be the name of the Silverback database.

Data File Location This is where the database files for Silverback will be stored. This
location must exist for the script to execute successfully

Compatibility Level Default By Default, the database will be set to SQL 2008
Compatibility Mode (100: is SQL 2008 and 2008 R2) currently this is the only supported
compatibility mode.

After verifying the above, click Execute to run the script. Monitor the script output to
ensure this executes successfully.

The database should now be created, and you can proceed to set permissions on the
database to ensure Silverback has the necessary access permissions.

For a deployment where SQL is located on the same server as Silverback (this is only
recommended for small deployments with under 20 users, or test environments as SQL
will compete with IS for system resources):

Author: Matrix42 Cloud & Mobile Manaaement
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b SYSTEM account must be given the db_owner role on the database
F NETWORK SERVICE account must be given the db_owner role on the database

For a deployment where SQL is located on a separate, dedicated SQL Server you can
either:

I Create a SQL User Account, assign this the db_owner role on the database

I If the servers are in a domain, permission can be delegated to the Silverback server by
creating adding the Silverback server as a user in SQL, then assigning the server the
db_owner role

3.4. Step 3: Silverback Installation

3.4.1. Launch the Installer
Launch the installer executable, and click Next to begin.

Welcome to the installation wizard for Silverback

This installation wizard will install Silverback on your computer. To continue, dlick Next.

WARNING: This program is protected by copyright law and international treaties.

MATRIX32
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<gack | [ Net> |[  cancel

3.4.2. Prerequisites Check
Ensure all prerequisites are installed and configured and click Next

Author: Matrix42 Cloud & Mobile Manaaement
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llation - hech q

All necessary prerequisites were found. Please select Next to continue the installation.

+ Microsoft ASP.NET 3.5.1 (SP1)

' Microsoft ASP.NET 4.0

+ Microsoft ASP.NET 4.5

+ Microsoft Silverlight

+ Microsoft Database Access Engine or Microsoft Office

' Microsoft Internet Information Services version 7 (IIS 7)

MATRIX432
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[ <Bak || MNext> || cancel |

InstaliShield
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3.4.3. License Agreement

Carefully read the license agreement. If you accept the terms, select ,| accept the terms in
the agreement” and press Next to continue. You can also print the agreement if needed for
documentation.

i) Silverback - Installation Wizard =

License Agreement

Please read the following license agreement carefully. M A I Rlxq Z

SMARTER WORKSPACE - BETTER LIFE

SilverbackMDM Software License Agreement

IMPORTANT: BY PROCEEDING TO USE THE SOFTWARE YOU ARE AGREEING TO BE BOUND BY ALL OF THE TERMS OF THIS AGREEMENT.

SILVERBACKMDM “SILVERBACK” AGREES TO LICENSE CERTAIN OF ITS SOFTWARE TO YOUR BUSINESS OR ORGANIZATION (“CUSTOMER”) ONLY
IF (A) YOU REPRESENT AND WARRANT THAT YOU HAVE THE AUTHORITY TO LEGALLY BIND CUSTOMER AND (B) YOU ACCEPT AND AGREE ON
BEHALF OF CUSTOMER TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS IN THIS SILVERBACK SERVER LICENSE AND SERVICES
AGREEMENT (THIS “AGREEMENT”), WHICH SHALL BE DEFINITIVELY EVIDENCED BY ANY ONE OF THE FOLLOWING MEANS: YOUR CLICKING THE
“ACCEPTANCE” OR “CONTINUE” BUTTON, AS APPLICABLE; YOUR SIGNATURE ON A TANGIBLE COPY OF THIS LICENSE; OR YOUR INSTALLATION
OR USE OF THE SOFTWARE. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS, DO NOT COPY, INSTALL OR USE THE SOFTWARE.

THIS AGREEMENT MAY ONLY BE SUPERSEDED BY A SEPARATE, SIGNED WRITTEN AGREEMENT WITH SILVERBACK THAT EXPRESSLY PURPORTS
TO SUPERSEDE THIS AGREEMENT (A “SUPERSEDING AGREEMENT”).

1. ORDERS.

Use of this software and the services hosted by Silverback are subject to the terms and conditions contained herein, including those incorporated by reference, and to the
terms of all applicable written or electronic order forms (each an “Order Form®) submitted by or on behalf of Customer to the applicable Silverback entity stated on the
Order Form with which the billing and contractual relationship is established. In order to be effective, each Order Form shall be accompanied by one of the following
payment methods reflecting the purchases delineated in the Order Form: (A) a check for immediately available funds, (B) a signed purchase order from Customer (a
“Purchase Order”) or (C) a credit card authorization signed by Customer. In some instances, Customer’s purchasing relationship exists solely between Customer and an
authorized reseller of Silverback’s software and services (a “Reseller”), in which case Reseller shall be responsible for submitting Order Forms and the appropriate
payment method therewith. An effective Order Form reflects an offer to form a contract which is accepted by Silverback only upon Customer’s receipt of an order
confirmation number (an “Order Confirmation®).

2. CONTROLLING DOCUMENTS; ORDER OF PRIORITY.

v

(® I accept the terms in the license agreement

(O I do not accept the terms in the license agreement

<Back | [ Next> |[ cancel |

InstallShield
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Enter a username and organisation name for auditing purposes. This information is stored
with Windows to track the installation, this information is only stored locally and is not sent
anywhere.

o) Silverback - Installation Wizard [ x]

Customer Information

e o MATRIX

SMARTER WORKSPACE ~ BETTER LIFE

User Name:
[

Organization:

[

<Bak | [ Next> |[ cancel

Author: Matrix42 Cloud & Mobile Manaaement



MATRIX" 2

SMARTER WORKSPACE - BETTER LIFE
Installation Guide Version 5.1 U3

3.4.5. Installation Location

Enter the location for the Silverback Website files and the Services install location. The
website location must be accessible by IIS as this is where IIS will host the web site and
applications from.

Silverback will install to the following directories. Please check and to continue, dick Next.

Silverback Website Directory Location

e

Silverback Services Directory Location

G i o

MATRIX32
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3.4.6. Choose Installation Type
Select Standard and click Next

iy S
Setup Type
Choose the setup type that best suits your needs. MA I Rlxq z

SMARTER WORKSPACE - BETTER LIFE

Select an installation type to continue.

@® Standard
ﬁ Silverback Core Components will be installed. This is a standard installation of Silverback.

O custom
@ Select which to install. for adh d users.

<Back | [ nNext> |[ cancel
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3.4.7. Confirm Installation is ready
If you are done configuring the aspects of the installation, click Install

iy S
Ready to Install the Program
The wizard is ready to begin installation. M A I Rlxq z

SMARTER WORKSPACE - BETTER LIFE

Ready to install Silverback
If you want to review or change any of your installation settings, dlick Back. Click Cancel to exit the wizard.

<Bak | [ mstal  |[  cancel

Instalishield
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3.4.8. Wait for Installation

When the installation is finished, the Next button will become activate. Click this to
continue.

Installing Silverback
The program features you selected are being installed. MAI Rlxqz

SMARTER WORKSPACE - BETTER LIFE

Please wait while the installation wizard installs Silverback. This may take several minutes.

Status:
Creating application pool Silverback.ssp

< Back Next> |[  cancel |

InstaliShield
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3.4.9. Launch Admin Console

Silverback must be configured to connect to your database, so ensure you check ,Launch
the Silverback Admin Console® and click Finish.

Silverback Installation Wizard Completed

The installation wizard has successfully installed Silverback. Click Finish to exit the wizard.

[¥  Launch the Silverback Admin Console

MATRIX32
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< Back ] | Finish I I Cancel
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3.4.10. Database Connection Settings

Silverback must be configured to connect to your database, and some additional settings
need to be configured. When you first load the admin console, if these are not configured
you will be prompted to configure them.

First, accept the certificate warning.

@ https://localhost/admin O ~ & || @ Certificate Error: Navigation... %

@ There is a problem with this website’s security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

® More information

Then you should see the database connection settings. Note that if you enter a database
that doesn’t exist, Silverback will attempt to create this.

Author: Matrix42 Cloud & Mobile Manaaement
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BE
G@.| " hitps/localhost/2d © + § Certif.. c|| /™ Silverback - Database Creati.. ‘ ‘ PO
Silvcr‘_l_)‘a_g/k\,
Edit System Settings
Details
Please provide (or double check) the following information:
Data Server Address ‘123 123.123.123 ‘
Failover Database Server Address l ]
Database Name [silverback |
Use SQL Authentication M Enabled
Username [sQLUser |
Password [o00s] <]
Web Settings Certificate Thumbprint ‘C3633A392E916FOE08CC99897614217E1D44583F ‘
v
< >

The settings that can be configured are:

DEIE ST Network location of the SQL Server Yes

Address

Failover Database If using, an optional SQL server that will be used if

Server Address the primary is not available

Database Name Database name that Silverback will use Yes
By default, Silverback will use Windows permissions

Use SQL to access the SQL Server. If you want to use SQL

Authentication Authentication you can check this, and you will be

required to enter a username and password

Silverback encrypts settings using this certificate.
The installer will automatically generate this for you.

Web Settings Note that if this field is empty after a fresh install, this
Certificate means that an encryption certificate already exists €S
Thumbprint so the installer didn’t create one. Most likely from a

previous installation. You can choose an existing
certificate by clicking “Pick” and then choosing the
certificate.

Author: Matrix42 Cloud & Mobile Manaaement
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After the connection information is entered, the database needs to be prepared. Click Start
Installation and wait for it to complete.

If you want to install SQL Manually, you can click the download link to get the SQL Scripts.

e
/™ Silverback - Database Cre X Y\
€« C' | & b#tps://localhost/admin/SystemUser/Login?ReturnUrl=%2fadmin%2f w| =

erpsd

Database Creation

r—Database Creation

SQL Server Name: 10.0.5.227
Database Name: SilverbackDB
Database installation can be done either automatically or manually.
To automatically install the database, click start installation.
¥ Set Server Default

Database data file Location: c:\Database Files\

Database log file Location: c:\Database Files\

Alternatively, database script can be downloaded here for manual installation.

If you will be utilising the Cloud Connector, please reference Appendix A

Author: Matrix42 Cloud & Mobile Manaaement
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3.5. Step 4: Post-Installation System Setup and Configuration

3.5.1.

To have the system running securely, you need to ensure that Silverback will only listen for
traffic on HTTPS/TCP, and not plain text HTTP traffic. Launch [IS Manager and perform
the following.

Configure IIS Bindings

1 Right click on the Default Website item and select Edit Bindings

|2} Application Pools ASP.NET

4.[8] Sites - &
b &5 Default \Mah Sita = =z
b €D Silverb{ 2  Explore NET
Edit Permissions... mpilation
2 Add Application... _:—TIE_Il
#. Add Virtual Directory... ges:n p
Edit Bindings... | ontrols
Manage Website >
e = \@

2 Ensure that there are no https entries for port 443. If there are, select and remove them

Type  Host Name Port IP Address Binding Informa... Add...

http 80 *

net.m... localhost

msm... localhost
net.pi... * rowse

3 Open the HTTP Redirect Feature

Author: Matrix42 Cloud & Mobile Manaaement
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s Sessi‘o;;tate SMTP E-’;nail

) “© @
t Error Pages HTTP ISAPI Filters
nt . Respon...

(o]
;

i
t  SSL Settings URL Rewrite
3

Enter your server address, but ensure you use https. For example
https://silverback.yourcompany.com (replacing silverback.yourcompany.com with your
server address). Also ensure that both checkboxes beneath this are unchecked.

@ HTTP Redirect

Use this feature to specify rules for redirecting incoming requests to another file or URL.

Redirect requests to this destination:

lhttps://siIverback.yourcompany.com]

Example: http://www.contoso.com/sales

Redirect Behavior
[] Redirect all requests to exact destination (instead of relative to destination)

[] Only redirect requests to content in this directory (not subdirectories)

5 Right click on the Silverback Website item, and select Edit Bindings

.2} Application Pools ASP.NET
4.[@] Sites =
b &3 Default Web Site B
DQ Silverpa<le hIET .
L. Explore b

Edit Permissions... ':

& Add Application...
a
#. Add Virtual Directory... i

| Edit Bindings... |

Manage Website »

6 Ensure that there is only an entry for https and not http on port 80.

Site Bindings [ |
Type Host Name Port IP Address Binding Informa... Add...
https 443

7 Select the https entry and click Edit...

8 Select the SSL Certificate you wish to use to present to your devices. This SSL

Certificate must be issued by a trusted certificate authority and installed on your server
before it will show in this list. Host name should be left empty, as you will need to
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access the server on https://localhost to complete the installation. If a hostname needs
to be specified, ensure that localhost is entered as well.

Edit Site Binding L2 X
Type: IP address: Port:
https All Unassigned v||a3 |
Host name:
[] Require Server Name Indication
SSL certificate:
*.m42cloud.com v‘ ’ Select... ‘ ’ View... ‘

Cancel

After installation and IS configuration, some additional Silverback configuration is
required, firstly:

1 Navigate to the server address configured during installation, with /admin appended to
the url, e.g. silverback.yourcompanyname.com/admin

2 Enter the default username: admin
3 Enter the default password: S1lverb@ck

After logging in you will be prompted to enter the Silverback license to activate the system.
Paste the key into the text box and confirm.

Change the default password by:

1 Clicking on the settings icon

2 Enter the current password in the Old Password field

3 Enter your new password in the New Password and Confirm New Password fields
4 Click Save

It’s very important this new password is remembered, as this is the default admin
account for the system. Unless you make further admin accounts, this is the only
admin account.
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In order to configure the Silverback System Settings, a special account is required. To
create this account:

Navigate to the Admin Tab

Navigate to the User Management Section

Click New System User

Populate the Username, Email, Password and Confirm Password fields
Select Settings Administrator for the Role field

Click the Save button.

oo OB WON -

The Settings Administrator Role is a special role, and is the only role that can access the
System Settings page. If you are currently logged in with another account, click Log Out
from the top right, and then login with the newly created Settings Administrator account.

There are several critical things that must be configured before the Silverback Server can
be fully operational.

In the General Tab of the settings page, the following settings should be configured:

This should match the thumbprint that you configured in
Step 1 of Installation and Configuration. This certificate is
used to create the client certificates for Silverback clients
to use for enrolment and other services.

Certificate Thumbprint

These are used in the certificates that are generated for
devices as information only to identify the issuer of the
certificates

Country, Organisation and
Location

The certificates issued to clients will expire after this time
Expiry Length period. Ideally this should be as long as possible to
prevent the need for certificates to be renewed.

This should match the domain your company uses for
primary email addresses.

These should be edited to match the Silverback Server
address. It’'s important to retain the trailing extension, e.g.
/admin

Email Domain

System URLS: Admin, SSP,
EPIC, Activation, Sharepoint
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In he MDM Payload Tab, the following need to be configured:

System URLS: Checkin,

MDM

Signing
Thumbprint

Certificate

These should be edited to match the Silverback Server
address. It's important to retain the trailing extension, e.g.
/mdm

This certificate is used to sign profiles being sent to iOS
devices. It's recommended to use the SSL Certificate for
the Silverback website, as this will be trusted by the
devices.

In the App Portal and SMS Payload Tab, the following need to be configured:

System URL

SMS Provider

This should be edited to match the Silverback Server
address. It's important to retain the trailing extension, e.g.
/apps

For Australian customers, this should be RedCoal, for the
rest of the world, select Aeriallink V4 or MessageBird

Author: Matrix42 Cloud & Mobile Manaaement
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4. Installation Verification and More Information

4.1. Installation Verification

To verify that your installation functions as expected. Follow the following document:
Matrix42 Silverback Quick Start Guide for iOS v02d-OKL.pdf

4.2. Additional Settings
For reference on the features and settings new to this version of Silverback by Matrix42,
refer to the Release Notes: Silverback by Matrix42 5.0 U2 Release Notes.pdf

For reference on the entire console and function of Silverback by Matrix42, refer to the
Admin Guide: Silverback by Matrix42 Admin Guide v5.0 U2.pdf

4.3. Further Reading

4.31. Best Practice Documentation

Best Practice - Apple Enterprise Developer Requirements - Jan2014.pdf
Best Practice - Google GCM Requirements - Jan2014.pdf

Best Practice - User Authentication for AD.pdf

Silverback by Matrix42 Windows 8.1 App Management 4.8.pdf
Silverback by Matrix42 Windows 8.1 Certificate Enrolment 4.8.pdf

Author: Matrix42 Cloud & Mobile Manaaement
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To generate the certificate for the Cloud Connector, the process is the same as generating
the Silverback Root CA Certificate. The cloud connector requires two public/private key-
pairs, one for the server and one for the Cloud Connector Client

To create the Cloud Connector Client Certificate:

~N o oA WDN -

©

Launch IIS Manager from the Start Menu

From the Connections Panel on the left, select the Default Server

From the Features Panel in the middle, double click on Server Certificates

From the Actions Panel on the right, click Create Self-Signed Certificate

Enter a descriptive name for the certificate, for example Silverback Cloud Connector
Click OK

In the Server Certificates panel, you will now see the new certificate, Right click this and
click Export

Specify a file location for the export and enter a password to protect the private key
Click OK

To create the Cloud Connector Server Certificate:

1

a A WODN

N O

Launch IIS Manager from the Start Menu

From the Connections Panel on the left, select the Default Server

From the Features Panel in the middle, double click on Server Certificates
From the Actions Panel on the right, click Create Self-Signed Certificate

Enter a descriptive name for the certificate, for example Silverback Cloud Connector
Server

Click OK

In the Server Certificates panel, you will now see the new certificate, Right click this and
click Export

Specify a file location for the export and enter a password to protect the private key
Click OK

Author: Matrix42 Cloud & Mobile Manaaement
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To ensure the Silverback Services can access the certificate, you need to ensure it is in
the correct certificate store and the permissions are set correctly.

To Import the certificate (Server Side):

Press Windows Key + R to launch the Run prompt

Enter “mmc” and press Ok

From the MMC Screen, Select File then Add/Remove Snap-In

From the Available span-ins panel, Select Certificates and click Add

From the following prompt, select Computer account and click Next

Leave Local computer selected and click Next

From the following screen, expand out Certificates (Local Computer), then Personal
Right Click on the Certificates folder, then select All Tasks, then select Import

Navigate to and select the certificate for Cloud Connector Server, you may need to set
the filter on the right to display .pfx files, Click Open

10Click Next

11Enter the password you specified, ensure that the private key is marked as Exportable
and click Next

12Ensure Personal is set at the Certificate Store, and click Next
13Click Finish and Confirm the Success Prompt

© 0O N oA WN

To set permissions on the certificate:

1 In the MMC Screen, right click the newly imported certificate, then select All Tasks,
Manage Private Keys

From the Permissions window, Click Add

Enter “NETWORK SERVICE” and Click Check Names to Confirm
Click OK

Ensure NETWORK SERVICE has Full Control and Read Allowed
Click Apply

o O WD

To record the certificate thumbprint for use later in configuration:
7 Double-Click the certificate in the MMC Window

8 From the popup, select the Details Tab

9 Scroll down until you see Thumbprint and select this

10Copy the text for the thumbprint and note this value, as this is needed later for
configuration

Author: Matrix42 Cloud & Mobile Manaaement
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To ensure the Cloud Connector can access the certificate, you need to ensure it is in the
correct certificate store and the permissions are set correctly.

To Import the certificate (Server Side):

11Press Windows Key + R to launch the Run prompt

12Enter “mmc” and press Ok

13From the MMC Screen, Select File then Add/Remove Snap-In

14From the Available span-ins panel, Select Certificates and click Add

15From the following prompt, select Computer account and click Next

16Leave Local computer selected and click Next

17 From the following screen, expand out Certificates (Local Computer), then Personal
18Right Click on the Certificates folder, then select All Tasks, then select Import

19Navigate to and select the certificate for Cloud Connector Client, you may need to set
the filter on the right to display .pfx files, Click Open

20Click Next

21Enter the password you specified, ensure that the private key is marked as Exportable
and click Next

22Ensure Personal is set at the Certificate Store, and click Next
23Click Finish and Confirm the Success Prompt

To set permissions on the certificate:

24In the MMC Screen, right click the newly imported certificate, then select All Tasks,
Manage Private Keys

25From the Permissions window, Click Add

26 Enter “NETWORK SERVICE” and Click Check Names to Confirm
27Click OK

28Ensure NETWORK SERVICE has Full Control and Read Allowed
29Click Apply

To record the certificate thumbprint for use later in configuration:
30Double-Click the certificate in the MMC Window

31From the popup, select the Details Tab

32Scroll down until you see Thumbprint and select this

33Copy the text for the thumbprint and note this value, as this is needed later for
configuration
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Launch the setup for the Cloud Connector on the server in your environment and follow
the prompts:

Click Next
§i5 Silverback Cloud Connector Service =115
Welcome to the Silverback Cloud Connector [

Service Setup Wizard el

The installer will quide you through the steps required to install Silverback Cloud Connector Service
0N your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.
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51.7. Select Install Location

Enter the destination folder, ensure “Everyone” is selected and click Next

-'D‘ = arharcl Clo

Select Installation Folder

The installer will install Silverback Cloud Connector Service to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files\Silverback\Silverback Cloud Connector Service’, Browse...

Disk Cost...

Install Silverback Cloud Connector Service for yourself, or for anyone who uses this computer:

(® Everyone
O Just me

Author: Matrix42 Cloud & Mobile Manaaement
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You can have multiple Cloud Connector clients on the one machine to ensure redundancy.
Each client will create a service on the local machine. Having more than one, ensures that
if the service is to fail there will be another to take its place. Click Next

= Silverback Cloud Connector Service — || -

Silverback Cloud Connector [

Enter the number of clients

MNumber Of Clients:
it

Cancel | | < Back | | Next >

Author: Matrix42 Cloud & Mobile Manaaement
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5.1.9. Confirm Installation
Click Next

=T
Xer

Confirm Installation

The installer is ready to install Silverback Cloud Connector Service on your computer.

Click "Next" to start the installation.

Cancel | | < Back

Author: Matrix42 Cloud & Mobile Manaaement
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5.1.10. Wait for Installation to Complete

Installing Silverback Cloud Connector
Service

MATRIX" 2

SMARTER WORKSPACE - BETTER LIFE

Silverback Cloud Connector Service is being installed.

Please wait...

Cancel | | < Back

Author: Matrix42 Cloud & Mobile Manaaement
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5.1.11. Complete Installation
Click Next

Installation Complete

Silverback Cloud Connector Service has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

l | < Back l | Close
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Provided with the setup are the Configuration Generator files. These are in an archive that
should be extracted.

Open

Pin to Start
Extract All...
Open with...
Share with
Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Author: Matrix42 Cloud & Mobile Manaaement
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5.1.13. Launch the Configuration Generator
Navigate to where the extracted files were, and launch the executable

Application Tools. “\Users\ale: s oudConnectorCo
Home  Share  View Manage

% cut k E] x Eﬁ U 7 New item ~ d} [ open ~  HH selectall

Copy path £ Easy access ~ 2 Edit 55 Select none
Copy Faste Move Copy Delete Rename  New Properties = §
[3] Paste shortcut ~ to v - v rolder - oo Invert selection

Clipboard Organize Open Select

= 0 [ CloudConnectorConfigGenerator » Release » v & [[searchRelease

T -— Name - Date modified Type

1 Recent places )\ Configs 11/26/20141043 .. File folder
B Desktop 4] BouncyCastle. Crypto.dil TI/18/2014135PM  Application extens..  1,468KB
18 Downloads 4] Google.GData Client.ll 11/18/2014 135 PM  Application extens. 200K8
%) Interop CERTCLIENTLib.dll 11/18/2014 134PM  Application extens... 11Ke
4 Libraries %) Interop. CERTENROLLLib.dll TI/18/2014 135 PM  Application extens.. 172K8
[ Docurnents 4] lonic.Zip.di TI/182014 135 P Application extens.. a5ke
& Music ) T1/182014 134 PM  Application extens.. ke
&) Pictures ) T1/182014 135 P Application extens.. ke
B Videos %] Matrid2.SilverbackMDM DatabaseSettin...  2/13/2015 958AM  Application extens.. k8
%] NewtonsoftJson.dil TAB2014134PM Application extens.. u1Ke
1% Computer = Newtonsoft.sonxmi 11/18/20141:35PM XML Document 305KB
iy Local Disk () 4] Ninjectdl T1/18/2014135PM  Application extens.. 102KB
s Local Disk (09 2] Ninjectxml T1/18/2014 134 PM XML Document 237K8
s Local Disk (€ %) NPOLAI TI18/2014135PM  Application extens..  1,226KB
o Temporary Storage ;=) NPOLxrml 11/18/2014 135 PM XML Docurnent 12ke
9 Con ALDEMACPRC &) PList.Serializerdll 11/18/2014 135 M Application extens... 21ke
%) Redcoal.Sms.dll TI/18/2014 135 PM  Application extens... ke
G Network 4] SikverbackMdm.Cadrm.dil 2/13/2015 1001 &M Application extens.. uke
4] SikverbackMDM Device los.dll 2/13/2015 1001 &M Application extens.. ke
T1/182014 135 P Application extens.. %8
SilverbackMDM Merbership.Models.dil  11/18/20141:35PM  Application extens.. 8KB
SilverbackMDM Mernbership.Repositorie...  11/18/20141:35 PM  Application extens.. 19K8
%) SiiverbackMDM.Membership.Services.dl  11/1/2014 1:34 PM__ Application extens.. 15K8
i iiverBack.CloudC 13/2015 1001 BM__Agalication 175K8
iiverBackCl|  Open G Fie K8
SilverbackMDM SilverBack.C{ | Pin to Start cation extens..  3,787KB
i ilverBack.Int & | Run as admini lcation extens... 32KB
iiverBack Pl ibil cation extens... 20ke
SilverbackMDM.SilverBack U spare with cation extens... 119K8

%) SimpleAdo.dll Pin to Taskbar lcation extens... 30KE

%] SimpleProxy.dil (cation extens.. 11K8

Restore previous versions
Send to

cut

Copy

Create shortcut

Delete

Rename
Iliterns 1 item selected 175 KB

Properties
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Each client required should be configured. The cloud connector uses a mutual
authentication mechanism for it's connections. This means the server has a public/private
key pair, and the client has a public/private key pair. The client should be configured to
trust the server, and the server should be configured to trust the client. These settings
need to be configured for each Cloud Connector Instance.

Cloud Connector Settings 7 [ Cloud Connector Settings 8
Cloud Connector Settings 1 | Cloud Connector Settings 2

Cloud Connector Settings 9
Cloud Connector Settings 3

A Silverback Config Generator v4.7.0.18054

Silverback Settings

Cloud Connector Settings 10
Cloud Connector Settings 4 l Cloud Connector Settings 5 | Cloud Connector Settings 6

BE

Tunnel URL: [hllps:/lemm imagoverum.com/

Client Certificate Thumbprint
(private key):

Silverback Cloud Server Website

Certificate (pinning)

Silverback Server Tunnel
Certificate (public key):

Ca [1UEEBF453BBVSDESB7U3FSDE1SDD23SEF988273L'. ‘ Validate
Ca |55294FCD1F1 CE361B0DBED2414D7EBDSCE56R425 ‘ Validate
a [61 67CDFE246B7A9483DDBOD7B8471636D 4187842 ‘ Validate

Proxy Settings
Proxy Settings [ | Enable
Proxy Address

Bypass on Local  Tiue

Proxy Username

Proxy Password

Clit:jnt Configuration Advanced Enabled
ode
Export ‘ l Import config I Encrypt Config Files ™ Note: The contents of the generated files can not be viewed using a simple text editor.
Tunnel URL The Silverback Server URL

Client Certificate Thumbprint (Private Key)

Silverback Cloud
Certificate (pinning)

Server Website

Silverback Server Tunnel Certificate (public
key)

Author: Matrix42 Cloud & Mobile Manaaement

The private key thumbprint for the CLIENT
certificate

The thumbprint of the Silverback Server
website SSL certificate. This is used to
“pin” the client to only accept a certain
server certificate to prevent man-in-the-
middle attacks

This is the public key thumbprint for the
Cloud Connector SERVER certificate. The
client will use this to encrypt information so
it's critical this matches the server Cloud
Connector certificate.



Installation Guide Version 5.1 U3

MATRIX

SMARTER WORKSPACE - BETTER LIFE

When the client is configured, you should then configure the server to accept connections
from the client. Login to the admin console with a user belonging to the Settings

Administrator Role.

silve ‘_l.).g@

General —Cloud Connector Settings
MDM Payload Tunnel URL: https://qa.silverbackmdm.com/tunnel/
LDAP Enable Tunnel LDAP: © Yes No
Enable Generate Indiv _ Y N
App Portal and SMS Cert: O Yes °
APNS Settings Enable .Exchange Yes ® No
Protection: ’
Services Enchange Task >
. Interval (mins):
File Upload
Max Exchange 15
SMTP Concurrency:
WiFi Client Certificates Exchange Protection
Max Try:
EPIC Enable Traffic Log: O Yes No
Silversync Tunnel Security

Principal:

Allowed Device Types
e Client Certificate

Thumbprint (public
key):

Silverback Server
Tunnel Certificate
(private key):

Android Settings
WP Settings
Cached Password Policy

TPAMS

LDAP Mapping

o n

NT AUTHORITY\NETWORK SERVICE

742AF6471716ACC29E409217E17B743D42B3C7C9

BAABDCODEF622A806199A05165B9F40F3624A9D2

Cloud Connector Settings

WP MDM

Tunnel URL
Enable Tunnel LDAP
Enable Generate Indiv Cert

Enable Exchange Protection

Exchange Task Interval

Author: Matrix42 Cloud & Mobile Manaaement

The tunnel end point the client connects to.
This must match the Cloud Connector
Client configuration

Determines if LDAP traffic should go to the
Cloud Connector or not

Determines if individual client certificates
should be generated via the Cloud
Connector

Determines if Exchange Protection traffic
should be sent via the Cloud Connector

How often the Exchange task should be
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Max Exchange Concurrency
Exchange Protection Max Try
Enable Traffic Log

Tunnel Security Principal

Client Certificate Thumbprint (public key)

Silverback Server Tunnel Certificate

(private key)

MATRIX
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executed

The number of connections to exchange
allowed at a given time

The number of attempts before failing for
Exchange Protection

Enables logging for the Cloud Connector
Traffic, for troubleshooting

The system account that is used for the
Cloud Connector connections

The thumbprint of the PUBLIC key of the
Cloud Connector Client Certificate. The
server will encrypt information meant for the
client using this.

The thumbprint of the private key of the
SERVER certificate. The server will decrypt
information sent from the client using this.

When everything is configured, you can start the Client Cloud Connector Services

Services
File Action View Help

N EEEEN

b Bl

==

. Services {(Local) | o) Services (Local)

Silverback Cloud Connector Service MName
1 Secondary Logon

Secure Socket Tunneling Protocol Service

Description Status Startu) ~

Enables star... Manu:

Provides su... Manu:

Start the service

Security Accounts Manager
Server
Shell Hardware Detection

Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback Cloud Connector
Silverback EPIC Service
Silverback Maintenance Serv
Silverback Queuing Service
Silversync Service
Smart Card

m

The startup ...
Supports fil...
Provides no...

13 Silverback Cloud Connector Service 1

Start

Stop

Pause

Restart

All Tasks >
Refresh

Properties

Help S...

Ihissemnvice ..

Silversync S...
Manages ac...

1a..

Running
Running
Running

Running
Running
Running
Running

Autorr
Autorr
Autorr
Auto
Autorr
Autorr
Autorr
Autorr
Autorr
Autor
Autorr =
Autory
Autorr
Autorr
Autorr
Autorr
Autorr
Disabl ,
>

Extended “,{\ Standard /

Start service Silverback Cloud Connector Service 1 on Local Computer
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6. Appendix B — Example Region Format Screenshots

Formats | Location | Administrative

Format: English (United Kingdom)

Match Windows display language (recommended)

Short date:
Long date:
Short time:
Long time:

First day of week:

Examples
Short date:

Long date:
Short time:

Long time:

i anquage preferences

Date and time formats

dd/MM/yyyy

dd MMMM yyyy

HH:mm

HH:mm:ss

Monday

08/05/2015
08 May 2015
07:20
07:20:05

Additional settings...

oK

Cancel
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Formats | Location | Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

@ Copy settings...

Language for non-Unicode programs
This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.
Current language for non-Unicode programs:

English (United States)

@ Change system locale...

Author: Matrix42 Cloud & Mobile Manaaement
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€& « Lang.. » Langua... Search Co...

English (United States)

Windows display language
Enabled

Input method
us Preview | Remove

Add an input method

Author: Matrix42 Cloud & Mobile Manaaement



