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The goal of this guide is to provide a short way to get an iOS device enrolled and do basic
mobile device management actions.

A Matrix42 Account is needed for different purposes. For example it will be used to create
an Apple iOS APNS certificate. Please do the following steps:

Open a web browser and go to https://accounts.matrix42.com
Register with your company email address

If you are the first employee of your company who is registering for an Matrix42
account, please checkmark ‘Create company account. In case you do not know if you
are the first one, simply checkmark ‘Create company account. If you get an error
message that the company account already exists you simply uncheck ‘Create a
company account’.

Please store Matrix42 credentials safely. You will need it in the future for various and
important tasks.

You will receive the name of your Silverback server. This server URL is required for the
following:

Log into the Silverback admin console to manage your devices.
Open https://<SilverbackServer>/admin to login.

Log into the Silverback self-service portal (SSP) for end-users to enrol devices.

Open https://SilverbackServer> in your browser and you will be automatically be forwarded
to https://<SilverbackServer>/ssp .

You will receive your login credentials during the Matrix42 Silverback registration process.

Author: Matrix42 Cloud & Mobile Management



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Quick Start Guide for iOS

Please login into the Silverback admin console by opening the console login URL
https://<SilverbackServer>/admin in your browser.

By default the solution detects your browser language and automatically switches the
console language. Matrix42 is currently translating it's Silverback solution into German. We
are not fully finished yet so we suggest you fix your language to English. Matrix42 plans to
have a full translated version with the upcoming release 4.7 in January, 2015.

Please click on the ‘Settings’-icon on the top right.

si[verbaék\ DASHBOARD DEVICES TAGS APP PORTAL USERS FILESYNC ADMIN vvalentine [Log Out]
MATROG

MANAGED

You can now change or fix the language to English.

Edit Your Details x

Username vvalentine
Email oliver.kluenter@matrix42.
Altes Passwort

NewPassword é—
Neues

Passwort
bestédtigen
Receive Email
Alerts
Date Format | dd/MM/yyyy %
Time Zone | (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, \ §
Language | English :

)

4

Visibility Flags | All

<>

Please change your default admin console password in the same admin settings menu as
above.

Autor: Matrix42 Cloud & Mobile Management



MATRIX

SMARTER WORKSPACE - BETTER LIFE

Quick Start Guide for iOS

Apple requires a company individual APNS certificate to enrol and manage iOS devices.
The certificate is valid for one year. According to Apple this certificate must re-newed
before the expiration of the certificate otherwise you must re-enrol all devices again.

Make sure you meet the following prerequisites before you start the APNS creation
process:

1 Matrix42 Account
This step is already described above.

2 AppleID

The Apple ID is mandatory by Apple to create and renew your company APNS certificate.
Please ensure that you successfully logged into the Apple Push Certificates Port before
you start with the APNS generate process.

For trials you can use your personal Apple ID. For production environments we strongly
suggest to follow the ‘APNS Best Practices & Important Notes’ below.

For production purposes Matrix42 strongly advises to use a non-personalised company
Apple ID that still exists if an employee leaves the company.

Furthermore Matrix42 strongly recommends linking a company group email address to
that Apple ID during the creation process so that all email group members receive
important Apple emails like APNS certificate expiration notifications.

Additionally note down the Apple ID you use during the APNS certificate creation
process. The APNS will expire in 12 months and needs to be renewed. For renewing you
must use the Apple ID otherwise all your iOS devices get out of MDM management
control.

For renewing the APNS you must extend the initial certificate entry in the Apple Push
Certificates Portal.

Author: Matrix42 Cloud & Mobile Management
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Select the ‘Admin’ tab and select ‘Certificates’ on the left side. In the ‘Apple MDM Push’
area select ‘Request Certificate’.

baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS FILE SYNC vvalentine [
sarmoe

Manage Certificates

Device Types —Certificates

Hardware Authentication Apple MDM Push

EAS Settings

Backup Policy Push Topic:

Expires:
Silverlync Integration

m
=

Thumbprint: Edit

NitroDesk Integration
| e —

Pending Ccmmands

Console Permissions Companion Push

Device Enrcllment Program

App ldentifier :
VPP App Licensing
Expires:

Samsung UMC Thumbprint: Edit

User Management

Certificates

In the next pop-up you are asked to define who is signing the initial APNS CSR request for
the Apple Push Certificates Portal. Please select ‘Have Silverback attempt to sign the
request automatically .

Request new MDM Apple Push Certificate x

Step 1. CSR signing

A Certificate Request will be generated, this must be signed before
uploading to Apple.

Silverback can attempt to have this signed automatically, or you can
perform the signing manually in your browser.

Which would you like to do?

Have Silverback
attempt to sign the
request automatically

I will perform the
signing myself

Autor: Matrix42 Cloud & Mobile Management
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If you are not logged into your Matrix42 Account you will get a pop-up. You can now log
into your Matrix42 Account.

& https://accounts.matrix42.com/fre/1/index.html?ReturnUrl=%_2fissue % 2foaut|

TRIX422
MATRIX® 2
SMARTER WORKSPACE - BETTER LIFE

Jetzt anmelden!

4 Willkommen bei Matrix42, bitte geben Sie ihren
&lutzernamen & Passwort ein.
T

_—

Passwort vergessen?

Now a pop-up screen open and guides you through the process.
Request new MDM Apple Push Certificate x

Step 2. Provide CSR to Apple

You can download the CSR generated here: Download.

. Navigate to https://identity.apple.com/pushcert/.

. Select Create Certificate or Renew next to an existing certificate.
. Agree to the Terms and Conditions if prompted.

. Click Choose File and select the file downloaded above.

. Click Upload

. Download the certificate and upload it below

AU WN =

Datei auswahien Keine..wahlt sybmit

Click on ‘Download’ in the top area to download the CSR request. You will receive a file
called Mdm__certificateRequest.txt.

Click on the corresponding link in the pop-up and go to https://identity.apple.com/pushcert/
. You will now require your company Apple ID. One logged in do the following:

In the main menu click on Create a Certificate.

Agree to the terms and conditions.

Author: Matrix42 Cloud & Mobile Management



MATRIX 2

SMARTER WORKSPACE - BETTER LIFE

Quick Start Guide for iOS

F  When entering notes for the APNS certificates only use letters and spaces.
b Click Choose file and upload your Mdm_ certificateRequest.txt.

b Click the Upload button.

4

Click the Download button — you receive a pem file called ‘MDM_ Silverback MDM
LLC Certificate’.

Apple Push Certificates Portal

Confirmation

You have successfully created a new push certificate with the following information:
Service  Mobile Device Management

Vendor  Silverback MDM LLC
Expiration Date  Nov 9, 2015

Manage Certificates é—'

1.3.5. Upload and close CSR request in

Switch back to the Silverback admin console and do the following:
Click on Select a file.
Choose and upload the PEM file you received from Apple Push Certificates Portal.
Click on Submit to finish the process.

In the MDM console you should now see the new Apple MDM Push (APNS) certificate with
its push topic, expiration date and thumbprint.

—Certificates

Apple MDM Push

Push Topic: com.apple.mgmt.External.4652ed4b-c8c3-4a3c-be75-f2234ba47461
Expires: 9.11.2015 10:24:23
Thumbprint: D06DFD9B083D29ACIBE2F795464D81B4E9C39F0A  Edit

T

Autor: Matrix42 Cloud & Mobile Management
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For the quick start we will user so called local users which you create manually in the
Silverback admin console. Please note that if decide to buy or Silverback by Matrix42
Cloud service you will be able to securely connect your LDAP / Active Directory using the
M42 Cloud Connector.

silverb /k\ DASHBOARD DEVICES TAGS APP PORTAL m FILE SYNC ADMIN
stiverpack.

USER MANAGEMENT

e

In the Silverback admin console choose ‘USERS’ tab and click on New Device User. You
can fill out the form.

Basic
Username tim.tober
First Name Tim
Last Name Tober
Email Address tim.tober@magoverum.c
Password
Repeat Password
Advanced

Certificate Username |tim.tober
Email Username tim.tober@imagoverum.c

VPN Username tim.tober

WIFI Username tim.tober

SMIME Username tim.tober

Global HTTP Proxy Username tim.tober

Custom Variable 1 tim.tober Note
Custom Variable 2 tim.tober Note
Custom Variable 3 tim.tober Note

Account Locked Out

The basic settings cover the user's main settings. When entering the Username, the
advanced user fields below will get pre-filled out automatically. You can individually
change the advanced user fields if required.

The advanced user fields can be used later on as lookup fields to automatically deploy
user specific information into an MDM profile, e.g. when creating an email profile.

When completed click on Save.

Author: Matrix42 Cloud & Mobile Management
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To get your iOS device enrolled please do the following steps:
Open a web browser on your desktop.

Open a new browser tab and enter the Silverback Self-Service Portal (SSP) address
https://<SilverbackServer>/ssp

baék\,J

MATRIX42

Self Service Portal

Username |tim.tober
Password eesssesss
Mobile 00491703344165

Ownership | Corporate a

|55

Enter your name & password. If your device can receive SMS you enter your mobile
number like in the following example:

004917047119876
+4917047119876
Afterwards you select the Ownership for this device.
When clicking on Enroll a new webpage in your desktop browser will open.

Autor: Matrix42 Cloud & Mobile Management
11 -
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back )

MATRIX32

Self Service Portal

Enrollment SMS sent, your actlvation one time
password Is:
oPT -
This will expire in 30 minutes.
f you are using an IPad, please navigate to the
following link from your device:

Wil

jactivate

Once you receive the SMS on your device you simply click on the URL link.

The Safari browser open, and you type in the One Password Token (OTP)

Please enter your One Time Password (OTP) for the device.

Note: The OTP is valid for one single try — so enter correctly first time. Otherwise
you need to re-start from the beginning and open a new browser tab and enter the
Silverback Self-Service Portal (SSP) address https://<SilverbackServer>/ssp

Follow the iOS MDM enrollment process and ‘trust’ when asked.

00000 Telekom.de = 11:07 $ 37% W) 0000 Telekom.de = 11:07 % 37% W)

ggggg Telekom.de = 11:07 % 37% WM
N i a murray101.m42cloud.info (]
lizsyes 1 BTG AEITRE Details ) Cancel Install Profile Install
Message Username
Today 11:0
Please open the following link to {tim.tober ]
5 - Silverback MDM Profile
receive your company profile: Silverback
https://murray101.m42cloud.info/ One Time Password o
activate/59ad7afb-a98b-4bd1-
29c0-416bc488938e {105“4 ] Signed by *.m42cloud.info
) Verified v/

e

Contains  Mobile Device Management
Certificate

More Details

< Done

QWERTZU I OFP

A S DFGHJ KL

(O] Send 123 @ 0 Leerzeichen

After iOS MDM enrollment you should see automatically Safari browser success note.

Press the home button. Within 60 to 90 seconds you should see the M42 Silverback
App Port icon on your homescreen.

Author: Matrix42 Cloud & Mobile Management
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& murray101.m42cloud.info

Silverback

M

eee00 Telekom.de = 10:50 % 40% W

¢

Thank you for enrolling with Matrix42

Ol
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Once you see the App Portal icons your device is under Matrix42 Silverback management

and you know that the MDM APNS process is working.

Even though a lot of iPad user have an iPhone and can receive SMS on their iPad with
iOS 8.1, you can enroll the device without an SMS. The process is close to be same:

Open a web browser on your desktop.

Open a new browser tab and enter the Silverback Self-Service Portal (SSP) address

https://<SilverbackServer>/ssp

ba{&

MATRIX32

Self Service Portal

Username tim.tober

Password eesssssss

| Mobile

Ownership | Corporate B

Leave 'Mobile' empty if your iOS
device does not support SMS

Enter your name & password and leave the ‘Mobile’ field empty if your device cannot

receive an SMS.

Afterwards you select the Ownership for this device.

Autor: Matrix42 Cloud & Mobile Management
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When clicking on Enroll a new webpage in your desktop browser will open and show up

your One Password Token (OTP).

ba@

MATRIX42

Self Service Portal

Your activation one time

password Is:

This will expire in 30 minutes.

Please navigate to the

following link from your device:

Switch to your iPad and open the following URL in the Safari browser

https://<SilverbackServer>/activate.

Enter again your username and the One Password Token (OTP).

Note: The OTP is valid for one single try — so enter correctly first time. Otherwise
you need to re-start from the beginning and open a new browser tab and enter the
Silverback Self-Service Portal (SSP) address https://<SilverbackServer>/ssp

iPad = prm
< m & murray101.m42cloud.info

c

1 949, =)

o+ @

UsenTane

‘ tim.tober

One Time Password

‘ cy9r

Submit

.M123 @

123

Hint: Press on the left side in the username and OTP field in case the Safari does not

take your action first time.

Follow the iOS MDM enrollment process and ‘trust’ when asked.
After iOS MDM enrollment you should see automatically Safari browser success note.

Author: Matrix42 Cloud & Mobile Management
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Press the home button. Within 60 to 90 seconds you should see the M42 Silverback
App Port icon on your homescreen (see also picture in section ‘Enrollment with SMS’).

Once you see the App Portal icons your device is under Matrix42 Silverback management
and you know that the MDM APNS process is working.

Once your device is enrolled and the ‘App Portal icon is visible on the iOS device, you will
see the device under ‘Devices’ in the ‘Managed’ section.

e baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS FILE SYNC ADMIN vvalentine [

PENDING MANAGED BLOCKED CHECKED OUT

Managed Devices

Managed Devices

Username Platform Label Model oS OS Version Storage Battery Last Updated Owner Actions
tim.tober iPhone " 6 3G + Wi-Fi 4GB ios 8.1 2% W oonizoneazzz C YPRAOP®
martin.murray iPad - Mini Cell + Wi-Fi 16GB  i0S 7.1 g% W™ oyzoreorer C YPQRAOP®

From here double click on the device to display the device details like
b Device info last updated
General device information (e.g. Model and serial number, IMEI, Mac addresses)
Assigned Tags
Encryption and Passcode info
Profile, provisioning and certificate lists
Application list

Autor: Matrix42 Cloud & Mobile Management
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Once your device is enrolled and the ‘App Portal icon is visible on the iOS device, you will
see the device under ‘Devices’ in the ‘Managed’ section.

silve baék\ DASHBOARD DEVICES TAGS APP PORTAL USERS FILE SYNC ADMIN vvalentine [
MATRUG

PENDING MANAGED BLOCKED CHECKED OUT

Managed Devices

Managed Devices

Username Platform Label Model 0s OS Version Storage Battery Last Updated Owner Actions
tim.tober iPhone - 6 3G + Wi-Fi 64GB i0s 8.1 2% W ognizone1azzz C YPRAOP®
martin.murray iPad . Mini Cell + Wi-Fi 16GB  iOS 7.4 8% W™ oyzoreorer C YPRAOP®

From here you can initiate the following MDM commands to the device

% Tag: Manually assign additional Tags to a device (see chapter ‘Tags’ for more
details).

8 [ ock: Lock the device. The user needs to re-enter his passcode to get access.

@ Block: Move device into ‘Blocked’ tab and remove all company Tags (Profiles,
Apps except device restrictions).
Note: The device is still under MDM management.

® Factory Wipe: This options performs a full device wipe to factory defaults!
Note: The device is completely wiped and all company & user data gets erased.

® Delete Business Data: Move ‘device into ‘Checked out’ tab and will delete the
main MDM management profile.

Note: This will remove all company apps, profiles & data from device but leave the
private data of the user untouched.

If the user forgot his device passcode you can simply clear the passcode by doing the
following steps:

In the ‘Devices’ - ‘Managed’ section double click on the user / device.
Click on ‘Clear Passcode’.

tim.tober - (iPhone)
Last Updated: 09/11/2014 13:45:24 || eatpesscode [RESUIT ool (Reresnl *

On the iOS device the user has now direct access to the device but needs to re-enter a
passcode.

Author: Matrix42 Cloud & Mobile Management
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Matrix42 Silverback allows you to put devices into quarantine either manually or
automatically. This section covers to manually block and unblock a device. The automated
process is described later in conjunction with an application blacklist.

To manually block a device do the following:
In the ‘Devices’ - ‘Managed section select the block option on the right side (@)

The device will be moved into ‘Devices’ - ‘Blocked tab shortly and all company Tags
(Profiles, Apps) are removed. However please note the device is still under MDM
management. You should see the Matrix42 Silverback ‘App Portal disappear.

;. il'\/m'baik\ DASHBOARD TAGS APP PORTAL USERS FILE SYNC ADMIN vvalentine [
MATRUX

PENDING MANAGED BLOCKED CHECKED OUT

Blocked Devices

Blocked Devices

Username Platform Label Model oS OS Version Storage Battery Last Updated Owner
Itim.tober I iPhone - 6 3G + Wi-Fi 64GB i0s 8.1 2% W@ ogzoz13sr C QPQRAOP®

To manually unblock the device do the following:

In the ‘Devices’ - ‘Blocked’ section select the unblock option on the right side (@).
In the pop-up windows please select ‘Unblock’.

tim.tober - (iPhone)
Last Updated: 09/11/2014 |IICKSHESScouell ReSReracs \unsiock ) INRERESA

13:57:55

The device will moved back into ‘Devices’ - ‘Managed’ tab shortly and all company Tags
(Profiles, Apps) will be re-applied. You should see the Matrix42 Silverback ‘App Portal
reappear.

Autor: Matrix42 Cloud & Mobile Management
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Silverback ‘Tags’ are the central place to assign profiles, apps and policies to a device
type. By default Matrix42 Silverback provide you with the following iOS system tags which
will be deployed to all iOS devices automatically:

iPhone

iPad
When doing your trial we suggest to use the existing system tags. However please note
that you can create additional tags that can be automatically assigned to AD/LDAP groups

once you connect your AD/LDAP with the Matrix42 Silverback Connector. Further
information you will find in section 2.

silve baék\ DASHBOARD DEVICES APP PORTAL USERS FILE SYNC ADMIN vvalentine [
MaTROE

Tags
Tags
Tag# Name Description Type Devices # Device Types Edit Delete
1 iPad iPad SYSTEM 1 iPad &
2 I iPhone I iPhone SYSTEM 1 iPhone V4

The following examples are for the iPhone. For iPads you simply edit the ‘iPad’ system
tag.

To create or change a passcode profile you do the following steps:
In the main menu switch to ‘Tags’.
Edit the iPhone system tag by clicking on the ‘Edit’ icon on the right side.

You are now in the ‘Definition’ tabs on the left side. Ensure that ‘Profile’ is enabled on
the right side.

Editing SYSTEM Tag: iPhone

Name* iPhone

=

o

= Description* Enabled Features Profile
= p

= @ Poli
b7 iPhone @ Policy
- Apps

On the left tab bar switch to ‘Profile’.
Select the profile type ‘Passcode’ on the left side.

Author: Matrix42 Cloud & Mobile Management
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baék\ DASHBOARD DEVICES APP PORTAL USERS FILE SYNC vvalentine [

MATRO

Editing SYSTEM Tag : iPhone

IPHONE

Definition

Passcode

Exchange ActiveSync —Edit Passcode Settings
= Email I Passcode Settings Enabled I
=
5 g

Allow Simple
& p
Require Alpha Numeric [

Restrictions Minimum Length | 4 B
> VBN Minimum Complex characters
= Maximum Passcode Age - 1-730 days or none
a f -

Frivate:AEN Auto-lock (minutes) (2 [

Wi-Fi Passcode history (1-50 passcodes, or none)

Grace Period for Device Lock | 5 Minutes E

n Application Lock ; i B
Q iy Maximum Failed Attempts | 10 [
Q
o Global HTTP Proxy

Web Content Filter

Single Sign On

App Portal

Enable the passcode setting on the right side.
Apply your company or trial passcode settings.
Press ‘Save’.

Once you save the profile Matrix42 Silverback will automatically deploy the profiles in the
next deploy schedule in a few minutes.

If you want to manually push the updated Tag to all associated devices immediately you
can do the following:

Within the Tag on the left tab bar you switch back to ‘Definition’.
Down left click on ‘Push to Devices'.

Autor: Matrix42 Cloud & Mobile Management
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Name*  iPhone
c
&
;;:' Description* Enabled Features Profile
% iPhone Policy
e Apps
o Device Types* 7| iPhone
.;S iPad
o iPod
Android
Samsung Safe
z
E Auto Population 7
Last Manual Push:09/11/2014 12:05:30 PM
Push to Devices
Q
<C

1.8.2. Create a Exchange ActiveSync (EAS) Profile

In order to access your corporate email server from the mobile device, the email server
needs to be accessible with an external DNS address from the internet.

To create an EAS profile you do the following steps:

In the main menu switch to ‘Tags’.

Edit the iPhone system tag by clicking on the ‘Edit’ icon on the right side.
You are now in the ‘Definition’ tab on the left side. Ensure that ‘Profile’ is enabled on the

right side.

Editing SYSTEM Tag: iPhone

Name*  iPhone

Description*

Enabled Features

Definition

iPhone

Profile
Policy
Apps

On the left tab bar switch to ‘Profile’.

Select the profile type ‘Exchange ActiveSync’ on the left side.

Author: Matrix42 Cloud & Mobile Management
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silve baék\ DASHBOARD DEVICES APP PORTAL USERS FILE SYNC vvalentine [

MATROG

Editing SYSTEM Tag : iPhone

IPHONE

efinition

Exchange ActiveSync

L p—— — Edit Exchange Settings

IExchange ActiveSync Settings Enabled I

D

Email
Label Exchange Label

Profile

Passcode Server name  m.google.com

Past Days of Mail to Sync | oneMonth [
Use SSL
VPN Allow Mail to be Moved from This Account

Restricticns

a Private APN Allow Applications access to this email account

Allow Recent Address Syncing
WiEF! Use Custom Username Variable {DeviceEmail}

Application Lock Use Custom Email Variable

Apps

Global HTTP Proxy Enterprise Certificate None

Datei auswahlen = Keine ausgewdhlit
Web Content Filter

Certificate Password
Single Sign On
App Portal

Managed Demains

Enable the Exchange ActiveSync setting on the right side.

Apply your company or trial EAS settings.
Enter a meaningful ‘Label’ that appears the in the iOS email accounts overview.
Enter the ‘Server name’.
Enter additional info and put checkmarks as required.

Press ‘Save’.

By default Matrix42 Silverback will take the following settings to provision the EAS profile
with user specific settings.

Silverback Basic Username = Exchange Account Username.
Silverback Basic Email Address = Exchange Email Address.

You can cross check the values when accessing the user details via ‘Users’ and edit a
sample user. If you need to change one of the Exchange values you can replace the EAS
username or account name with a specific Silverback system variable. The following
example uses the email address as the Exchange account name which is required for
Google EAS profile:

Checkmark ‘Use Customer Username Variable’.
Set ‘Use Customer Username Variable’ = {DeviceEmail}
For a full list of all available Silverback system variable please refer to the appendix.

Autor: Matrix42 Cloud & Mobile Management
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In productive environments customer want to prevent users to have access to the
corporate email server by simply adding their email account credentials into their
unmanaged private devices at home. Matrix42 Silverback offers the following solutions to
prevent this:

Powershell Integration: Safely interconnect your EAS server with our Matrix42
Silverback solution by using Powershell. Put your EAS Server into quarantine mode
to only allow whitelisted devices access. Matrix42 Silverback will whitelist all
managed devices on the EAS server. Non-managed device will not get access to the
EAS server.

PKI Integration: Safely interconnect your Microsoft CA with our Matrix42 Silverback
solution. Configure your EAS server to allow only access with individual user / device
certificates. Matrix42 Silverback will deploy the EAS certificates using MDM EAS
profiles to the devices. Devices without EAS certificates will not get access to the
EAS server.

Matrix42 allows you to provision public App Store apps and internal, self-developed
Enterprise apps. Public App Store apps will be installed from the App Store to the device.
Internal Enterprise apps will be pushed directly from the Matrix42 Silverback Server to the
device.

In order to deploy apps you need to do the following general steps:
Add App Store apps to the Silverback App Portal
Add Enterprise apps to the Silverback App Portal
Assign public and internal apps to device Tags

Please do the following steps to add a public App Store app to the Silverback App Portal:
Choose ‘App Portal’ in the main menu bar.
Select the device type in secondary menu bar below, e.g. iPhone or iPad.
Click on ‘New Application”.

silucrbaék DASHBOARD DEVICES APP PORTAL USERS FILE SYNC ADMIN
MATRUG
IPAD IPOD ANDROID SAMSUNG SAFE

==

Available Apps

Type Name Description Edit Remove

App Store M42Mobile The Matrix42 iPhone App delivers the power of Matrix42 Workspac & ®

Enterprise MDMDemo This is an internal self- ped enterprise lication & ®

Author: Matrix42 Cloud & Mobile Management
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—Add Application
Select

Type*  App Store B

URL*
https://itunes.apple.com/us/app/citrix-receiver/id3635019217?mt=8 Populate

Bundle |d* com.citrix.ReceiveriPad

Version* 59.2

Name?* Citrix Receiver

Descri pti on* |Citrix Receiver lets you access your enterprise files, applications, and
desktops to help you be as preductive on the go as you are in the
office. If your company uses Citrix, you have the freedom to work on
your faverite device from wherever you are. Just ask your IT
department how to get started.

URLScheme

iOS 7 App Config m

lcon | Datei auswihlen  CitrixReceiver.JPG

Visible in App Portal.

In the upper area you define the basic application details:
b Select ‘App Store’ in the ‘Type’ field.

b Copy & paste the public App Store URL into the ‘URL’ field.
E.g. use iTunes application to get the link and copy & paste the app icon.

'
oce b= ‘ T |
r

| < ﬂ H ] oo 0 Meine Apps  Meine iPhone-Apps  Meine iPad-Apps  Updates  App Store

Ergebnisse fur: ,citrix receiver®

iPhone Apps Alle
iPhone Apps

iPad Apps
é‘ Podcasts

Citrix Receiver

Wirtschaft

& Aktualisie...  Freunden empfehlen
Auf Twitter freigeben
Auf Facebook freigeben

BT <6—

Click on ‘Populate’ to automatically retrieve public app store info into M42 Silverback.

Checkmark ‘Visible in App Portal to make this app visible in the Silverback App
Portal on the iOS device.

Autor: Matrix42 Cloud & Mobile Management
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i0OS App Management

This Application is free.
IAutomaticalIy push to managed I
devices.
Remove App when MDM Profile is

removed.
Prevent Backup of App Data.

In the ‘iOS App Management’ area checkmark your iOS app settings.
b E.g. checkmark ‘Automatically push to managed devices'.

Matrix42 is currently working on providing a Silverback built-in online auto-lookup to select
& retrieve Apple App Store Apps.

Please do the following steps to add an internal, self-developed app to the Silverback App
Portal:

Choose ‘App Portal’ in the main menu bar.
Select the device type in secondary menu bar below, e.g. iPhone or iPad.
Click on ‘New Application”.

ilve baﬁk\ DASHBOARD DEVICES TAGS APP PORTAL USERS FILE SYNC ADMIN
b MATROC =
IPAD IPOD ANDROID SAMSUNG SAFE

=]

Available Apps

P
Type Name Description Edit  Remove

App Store M42Mobile The Matrix42 iPhone App delivers the power of Matrix42 Workspac 0 ®

Enterprise MDMDemo This is an internal self-developed enterprise application 0 ®

In the upper area you define the basic application details:
Select ‘App Store’ in the ‘Type’ field.

Copy & paste the public App Store URL into the ‘URL’ field.
E.g. use iTunes application to get the link and copy & paste the app icon.

Author: Matrix42 Cloud & Mobile Management
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Select

Type* | Enterprise

Name* MDMDemo

Description* This is an internal, self developed enterprise / company app. It will be
directly deployed from Matrix42 Silverback to the iOS device without
being published on the Apple App Stere.

URLScheme
iOS 7 App Config
IPA File* Datei auswahlen MDMDemo_14.ipa
PLIST File* Datei auswahlen MDMDemo_14_SBv3.plist

lcon | Datei auswahlen  MDMDemo Icon-72.png

Visible in App Portal.

iOS App Management

I Automatically push to managed ® l
devices.
Remove App when MDM Profile is
removed.

Prevent Backup of App Data.

iOS App Management

This Application is free.
IAutomaticaIIy push to managed ® I
devices.
Remove App when MDM Profile is

removed.
Prevent Backup of App Data.

b Checkmark ‘Visible in App Portal to make this app visible in the Silverback App

Portal on the iOS device.

b In the iIOS App Management’ area checkmark your iOS app settings.
b E.g. checkmark ‘Automatically push to managed devices'.

Please refer to the Appendix to get an example of a PLIST file that you can individually

modify and upload into the M42 Silverback admin console.

1.9.3. Assign App to Tag

Please do the following steps to assign an App Portal app to a Tag:

In the main menu bar select ‘Tag’.

Edit the iPhone system tag by clicking on the ‘Edit’ icon on the right side.

b Select iPad system tag if applicable.

You are now in the ‘Definition’ tabs on the left side. Ensure that ‘Apps’ is enabled on the

right side.

Autor: Matrix42 Cloud & Mobile Management
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Editing SYSTEM Tag: iPhone

Name*  iPhone
c
L
‘é’ Description* Enabled Features Profile
@ iPhone POIICy
= Apps

On the left tab bar switch to ‘Apps’.
Select the App Store and Enterprise apps you want to add to the Tag.
Click on ‘Add Selected Apps’.

baék\\ DASHBOARD DEVICES APP PORTAL USERS FILE SYNC ADMIN
MATRIX .

caiting SvSTEN Tog - 7

Select App# Name Description

- IPHONE 15 Citrix Receiver Citrix Receiver lets you access your enterprise files
o
; > 16 MDMDemo This is an internal, self developed enterprise / comg
) -

a Assign More Apps...

Applications

. A
é Type Name
5

a App Store M42Mc

>

~
)

a

s

After these steps apps with ‘Automatically push to managed devices’ settings will cause a
pop-up on the user’s device to install the app.

If the setting ‘Automatically push to managed devices are de-activated the user can
manually install the app by himself using the Matrix42 Silverback App Portal on the iOS
device.

Author: Matrix42 Cloud & Mobile Management
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If the setting for App Store and Enterprise apps ‘Automatically push to managed devices’
are de-activated, the user can manually install the apps by himself using the Matrix42
Silverback App Portal on the iOS device.

In the below example the end-user opens the App Portal on the iOS device and presses
‘Install’ to deploy the public App Store app ‘Citrix Receiver’ on its device.

0000 Telekom.de & 37% M 0000 Telekom.de = 16:26 b 28% M 34
/\ & murray101.m42cloud.info ¢
L. Mma2 )
iBooks App Portal ADD Portal
I »p Stor ‘
M42Mobile

MATRIX ©
' ~ b 2o INSTALL
Citrix Receiver —‘*

e a ' m m

Phone Safari Calendar Messages

Once the user pressed ‘Install’, the Silverback server will initiate the download of the app.
After a couple of seconds the user will receive a pop-up asking for the installation of the
app. Once confirmed the app is going to be installed on the device.

6:2

& ®ee00 Telekom.de = ¢

W R

iBooks' App Portal Loading...

App Installation
“murray101.m42cloud.info” is about to
install and manage the app “Receiver”

from the App Store.

Your iTunes account will not be
charged for this app.

Cancel Install

‘ y 9 .

Safari Calendar Messages

°
- ®
Phone Safari Calendar Mess: 5

Autor: Matrix42 Cloud & Mobile Management
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If you are a Matrix42 Cloud customer and you plan to migrate Matrix42 Silverback to an
on-premise installation at a later stage, you should do the following steps:

Before getting productive in the Matrix42 Cloud you contact Matrix42 Helpdesk.

Please ask to use one of your company external DNS addresses (e.g.
Silverback.YourCompanyName.xyz) for the Matrix42 Silverback Cloud Services.

By doing this you ensure that all enrolled devices are linked to your company DNS
address. This will allow you to migrate from Cloud to on-premise at a later stage without
having to re-enroll the existing devices.

Use the following text template below to create your individual PLIST file for your
Enterprise app. You need to change the following XML tags for your Enterprise app:

<key>url</key>: Replace this value with the external Silverback server URL. Make sure
you keep the /mdm’ at the end of the value

<key>bundle-identifier</key>: You will get the bundle ID from your developer or by
inspecting the info.plist file within the IPA your developer provides.

<key>bundle-version</key>: You will get the version number from your developer.

<key>title</key>: This is a descriptive text for the name of the app that appears on the
iOS device once the app is deployed.

Please save this file as a pure text file and upload it into the applicable App Portal entry.

Note: If the app get frequently updated on the iOS device you need to recheck the exact
version number, apply it to the PLIST file, and upload it again in the App Portal. Once the
app is deployed on the device you can easily cross check by checking the app list in the
Silverback console. The correct version number — that should be in the PLIST file — is the
‘short version’ or ‘version’ number in the device details.

tim.tober - (iPhone)
Last Updated: 11/11/2014 08:30:13 | NCKSRGRScoueiNl NRGRURSHETa00N MReresnny| *
Managed Application List

1. Citrix Receiver
(Server App Version: 5.9.2)
Unmana ged
2. M42Mobile
(Server App Version: 2.4.6)
Prompting
3. MDMDemo
(Server App Version: 1.4| Short Version: 1.4, Version: 1.4)|
Managed

Author: Matrix42 Cloud & Mobile Management
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<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">
<dict>
<key>items</key>
<array>
<dict>
<key>assets</key>
<array>
<dict>
<key>kind</key>
<string>software-package</string>
<key>url</key>

<string>https://emm5.md42cloud.info/mdm</string>

</dict>

</array>

<key>metadata</key>

<dict>
<key>bundle-identifier</key>
<string>com.matrix42 .MDMDemo</string>
<key>bundle-version</key>
<string>1.4</string>

<key>kind</key>
<string>software</string>
<key>title</key>
<string>MDMDemo</string>
</dict>
</dict>
</array>
</dict>
</plist>

Autor: Matrix42 Cloud & Mobile Management
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Silverback has included in it certain ‘System Variables’ that can be used in various fields
throughout the Administrator Console. A full list of these is shown below:

{Certificate}
{CertificatePassword}

{CustLdapVar0}
{CustLdapVar1}
{CustLdapVar2}
{DeviceEmail}

{EmailDomain}

{firstname}

{lastname}
{SilverbackActivationUrl}
{SilverbackAdminUrl}
{SilversyncSyncUrl}

{UserCert}

{UserEmail}
{UserName}

{UserPassword}
{UserSMIME}
{UserVPN}
{UserWifi}
{UserWifiProxy}

{DeviceStatus}
{DeviceUDID}

This is the User’s Certificate.

This is the Password for the User’s Certificate.

A Variable that can be assigned to any LDAP Attribute, captured at
enrollment.

A Variable that can be assigned to any LDAP Attribute, captured at
enrollment.

A Variable that can be assigned to any LDAP Attribute, captured at
enrollment.

The Email Address associated with the User’s Device, captured at
enrollment.

The Domain Suffix for the Silverback Environment. Uses the following
format ‘@company.com’.

The First Name of the user, captured at enroliment.

The Last Name of the user, captured at enrollment.

The Silverback Activation URL (https://silverback.company.com/activate)
The Silverback Admin URL (https://silverback.company.com/admin)

The Silversync Admin URL (https://silverback.company.com/syncadmin)

The Username associated with the Certificate to be used when requesting
a ‘User Certificate’ for the enrolling device, captured at enroliment.

The Email Address associated with the user, captured at enroliment.

The Username associated with the user, captured at enroliment.

The User’s Password, captured at enrollment (only if Silverback is
configured to do so — not enabled by default).

The Username associated with the S/IMIME Certificate to be used when
requesting an S/IMIME Certificate for the user, captured at enroliment.
The Username associated with the user’'s VPN credentials, captured at
enrollment.

The Username associated with the user’s Wi-Fi credentials, captured at
enrollment.

The Username associated with the user’'s Wi-Fi Proxy Server credentials,
captured at enrollment.

The Status of the Device in the Silverback system. (Managed, Blocked etc.)

The UDID of the Device.

Author: Matrix42 Cloud & Mobile Management
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