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The Device Enrolment Program offered by Apple provides IT Administrators an easy way
to ‘fast track’ their device rollout of Corporate owned Apple Devices. This document will
help guide you through how to create your DEP Token to begin enrolling your devices into
Silverback once Apple have approved your DEP Account.
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You will need to ensure you have completed your enrolment into Apple’s DEP Program
and that you have access to a Apple Mac Computer running the latest Version of OSX.

To begin the process of enrolling into Apple's DEP Program visit the
https://deploy.apple.com website and provide the following information:

Business or Institution Phone Number and Email Address

The Email Address provided must be tied to your corporate domain. Consumer Email
Addresses will not be accepted (Gmail/Hotmail/Yahoo! Etc.).

Verification Contact

Contact Information for an individual who can confirm you have the legal authority to
bind your organization to the Device Enrolment Program.

Business or Institution Information
Address Information
Dun & Bradstreet Number (DUNS)
Apple Customer Number

This is the Account Number assigned to your business or institution when you
purchase Apple Hardware or Software directly from Apple.

Submit this information to Apple and you will be contacted for additional information or
when the enrolment process is completed.

The Process of creating the DEP Token requires access to the Keychain App and
Terminal with OpenSSL, which are tools built into OSX.
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3. Create a Unique SSL Keypair

As part of the DEP Creation Process the Customer will be providing a Public Certificate to
Apple which will turn into our DEP Token.

To Start This Process we will be creating a Unique SSL Keypair using Keychain in Mac
OSX.

3.1. Create a Unique Certificate

Log into your Mac Computer, and open the Keychain Application. This can be done by
going to Launchpad and typing in ‘Keychain’.

Once open, visit the Keychain Access Menu and from the Certificate Assistant menu
choose the Create a Certificate option.

LG ETL TR File  Edit

About Keychain Access

View Window Help

Preferences... 8,

Keycham First Ald X

Ticket Viewer X SGK

. . Create a Certificate Authority...
e & - Create a Certificate For Someone Else as a C
Hide Keychain Access  %H Request a Certificate From a Certificate Auth¢
Hide Others T 3H Set the default Certificate Authority...
Show All Evaluate “VeriSign Class 2 Public Primary Ce

Quit Keychain Access  3#Q

-
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In the ‘Certificate Assistant’ wizard that appears, Enter in the Company Name and ensure
that the Certificate Type is set to SIMIME (Email) then click the Create button.

[ .
@ Certificate Assistant

Create Your Certificate

Please specify some certificate information below:
You are about to create a secure e-mail (S/MIME) certificate. The key
pair created will be 2048-bit RSA. If you want to change these defaults,
click “Let me override defaults.”
Name: CompanyName
Identity Type: = Self Signed Root a

Certificate Type: S/MIME (Email) a

Let me override defaults
(i.e. extensions, destination keychain, etc.)

Learn More...

Create

e}

Once the ‘Certificate Assistant’ has completed your Certificate, Right-Click on your
Company Certificate and Export it to a location on your computer as CompanyName.p12.

NOTE: We will be using this file in the next section of the document.

® ® Keychain Access

~
Ei Click to lock the login keychain.

Keychains
g" login Cortpfeate CompanyName
E;‘ Local ltems et Self-signed root certificate
[-J System -, Expires: Saturday, 5 March 2016 11:58:27 am Australian Eastern Daylight Time
This certificate has not been verified by a third party
System Roots
Name Kind Expires v Keychain
L5.| VeriSign Class 2 Public Primary Certification Authority - G3 certificate 17 Jul 2036 9:59:59 am login
k=] VeriSign Class 1 Public Primary Certification Authority - G3 certificate 17 Jul 2036 9:59:59 am login
| » -] CompanyName certificate 5 Mar 2016 11:58:27 am login

New Identity Preference...

Copy “CompanyName”
Delete “CompanyName”

Export “CompanyName”...

Get Info
Evaluate “CompanyName”...
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Using the Terminal Application within Mac OSX, navigate to the directory that contains
your Exported Certificate from Section 3.2 and execute the following command:

openssl pkes12 -in CompanyName.pl2 -out CompanyName.pem —nodes
NOTE: You will be asked for the Export Password you set during Section 3.2.

The CompanyName.pem file that is created can be opened in a standard Text Editor and
will look similar to the display below.

Save the Text in Green in a separate file named CompanyPublic.key
Save the Text in Blue in a separate file named CompanyPrivate.key.

Bag Attributes

friendlyName: CompanyName

localKeyID: 6D 41 81 8D C1 C4 FC 7B C1 4C 24 E0 97 DA 2C 77 DB 9C BS F1
subject=/CN=CompanyName/C=AU
issuer=/CN=CompanyName/C=AU

MIIC6TCCAdGgAWIBAgIBATALBgkqhkiGO9wOBAQswIzEUMBIGA IUEAwwWLQ29tcGFu
eUShbWUxCzAJBgNVBAYTAKFVMB4XDTEIMDMWwNjAWNTgyN1oXDTE2MDMwNTAwWNTgy
gVglGOSWc/QzIflcyRXUEW4rFJ9joEBnyeN4jibKPWvBSRK gh51ly/5SHSnljp+6
pX7EwM63aVmsdSMXEVMT8isAXDVi+DWkzBHc4fQ=

Bag Attributes

friendlyName: CompanyName

localKeyID: 6D 41 81 8D C1 C4 FC 7B C1 4C 24 E0 97 DA 2C 77 DB 9C BS F1
Key Attributes: <No Attributes>

MIIEpAIBAAKCAQEA7marEWIeBfTWC InF8uf2PRputQJeAEnyZfP/DOTO22W2TIZT
jd4ANWETfehzq3e/W5WcjQ7INNNAqIKwxsPPNqSOEJFzDEgdZGV0enHaEfi4i7Y SK
J9BSH3ECgYAYcXHzjg5tcTQVaHkI8X/hd9w56iSIC3gEdEC7WnGOiSeqhp/ZeP8
iXZVp66EuajK4QwMYHE2lpzqxTAieWY YmA3sictuLU3zBdjjBNmWKcUE/soqzel9
ySINSOx+SHXE+fCOw19udZapVwHyt93lehjkImMJqhgEJRA6QMclIwg==

Send the CompanyPublic.key file to your customer, as this is what they need to submit to
Apple. They will be provided with a P7M file that is needed for the following section.
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Using the P7M File returned and the CompanyPrivate.key file created in Section 4, we can
decrypt our DEP Token for Device Enrolment.

Copy your P7M file into the same directory as your CompanyPrivate.key file, then using
Terminal execute the following command:

openssl smime —decrypt —in encryptedToke.p7m —inkey CompanyPrivate.key > DEPToken.json

Finally, we now need to remove OpenSSL Header Information from the DEPToken.json
file before it can be uploaded into Silverback.

BEFORE

Content-Type: text/plain,;charset=UTF-8
Content-Transfer-Encoding: 7bit

{"consumer _key":"CK e568c2688a621bb0400247fd7cf05ef19be58cbalcb26alec35c”, "consumer
secret":"CS 0a9a300f00","access token":"AT O8190583125113472c01f6c01425861731668","ac
cess_secret":"AS 968be8277c0694d27df040d4765","access token_expiry":"2016-03-
08T00:42:117"}

AFTER

{"consumer _key":"CK e568c2688a621bb0400247fd7cf05ef19be58cbalcb26alec35c”, "consumer
secret":"CS 0a9a300f00","access token":"AT O8190583125113472c01f6c01425861731668","ac
cess_secret":"AS 968be8277c0694d27df040d4765","access token_expiry":"2016-03-
08T00:42:117"}
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