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Enrolling a device into Silverback and Activating Android for Work

This guide will provide you with the necessary steps to enrol a device into Silverback and
activate the Android for Work (AFW) profile.

This document assumes you have logged into a Google account on your device already. If

you haven’t you will be prompted to log in to a Google account when Companion is to be
installed.
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Enrolling a device into Silverback and Activating Android for Work

2. Enrolling via the Self Service portal (SSP)

2.1. Create Your Enrolment

Go to the browser on the device and open the SSP page by typing in the
URL. Use your username and password provided to enrol. Then tap “Enroll”.

This URL will typically be similar to: https://server.company.com/ssp

e

B nttps:// : B nttps:/

ba@

MATRIX:

Enter Username and Password Record your OTP and tap on the link

After verification of your credentials you will receive an OTP and an activation link. First
note down the OTP displayed. Afterwards tap on the activation link.

Your company may have configured the system to automatically populate this for you, but
its still worth remembering this OTP just in case.
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Enrolling a device into Silverback and Activating Android for Work

Once you are redirected to Play store tap Install to download and install Companion.

After you tap install, you will need agree to the applications permissions also. Accept these
to start the installation.

nNG 7l 23% 8 12:07 PM

MAI Rlxqz Matrix42 Silverback
%2 Companion

SMARTER WORKSPACE - BETTER LIFE

needs access to

Device & app history

/} Matrix42 Silverback

o Qompanlon Identity
Silverback MDM LLC

Calendar

INSTALL
- Contacts

ﬂ Photos/Media/Files

R OUSAND Wi-Fi connection
information

Downloads 192 Business Similar

Bluetooth connection

Matrix42 delivers and manages future— information

ready, self-service digital workspaces Device ID & call

information
READ MORE

Google Pley

MATRIX32

Tap Install Accept the permissions

After the application is downloaded, tap Open to launch Companion.
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Enrolling a device into Silverback and Activating Android for Work

Companion will open and you will need to provide your username and the generated OTP.
Once you enter it, tap Next.

Note that if the app cannot find your server, it will ask you for the server address. Use the
same MDM Server URL you used in chapter 2.1 except you dropping the ‘/ssp’ at the end ,
e.g. https://server.company.com

G T .l 23% 8 12:07 PM 0 @ N m 3:32
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Enroll your device

Please enter your username and one time password
for MDM enrollment. If we are unable to find the server
based on your username, you will be prompted to enter
a server address.

Enroll your device

Please enter your username and one time password
for MDM enroliment. If we are unable to find the server
based on your username, you will be prompted to enter
a server address.

Email or MDM username

MDM Server URL

NEXT

Unable to validate OTP. Please enter a valid MDM
Server URL

Email Support
Enter Username and OTP If prompted, enter your server URL

Press next to begin enrolment.
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Enrolling a device into Silverback and Activating Android for Work

2.3.1. Complete Initial Registration

The device will attempt to complete the initial enrolment with Silverback, wait for this to
complete.

You will also be prompted to activate “Device Administrator”, this is required and lets your

company deploy applications and settings to your device. Select Activate when prompted.

"G T .l 23% 8 12:08 PM | ir @ N m 3:33

Activate device administrator?

Q SilverbackMDM

Activating this administrator will allow the app
Companion to perform the following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Activating your device

Change the screen lock
Change the screen lock.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
PINs.

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

1 nele tha ecrean

CANCEL ACTIVATE

Wait for activation to complete Activate Device Administrator if prompted
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After successfully enrolling, Companion will start an automatic Scan. Please allow the

scan to complete.

After this is complete, the “Last Connected” time should update to show that you have

completed the scan.

NG Tl 23% 8 12:09 PM

MATRIXA2

Managed

Last Connected

Never

Processing Installed Application List

308 T .al23% 8 12:10 PM

MATRIXA2

Managed

Last Connected
22 May 2016 at 12:10 PM

Pending actions

There are no pending actions to perform.

Wait for initial scan to complete
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2.3.21. Confirm Samsung Agreement If Applicable

If you are enrolling a Samsung device, the system will automatically activate the Samsung
management features. This requires a license agreement. If you are prompted for this,
check the acknowledgment box, and tap “Confirm”.

SU bM: @& = .41 100% 0 2:11 PM

KLMS Agent

Samsung KNOX Privacy Notice

Samsung Electronics (“Samsung”) KNOX
offers a comprehensive mobile security
solution for business and personal use by
providing additional security and protection
for the Android operating system. In
addition, it provides enhanced security for
your device by offering an automatic update
service for its Security Enhanced (SE) for
Android. This automatic update service will
continuously update new security policies to
detect and counteract new malicious code,
and other security risks on your device.

You also understand and agree to the
mechanism that routes network data traffic
through a proxy server or VPN gateway by
default. In order to validate and activate the

| acknowledge that | have read and
understood, and | agree to, all of the
terms and conditions above.

CANCEL CONFIRM
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Enrolling a device into Silverback and Activating Android for Work

After successfully enrolling the device onto Silverback, you will be prompted to encrypt the
device to install Android for work.

Md2

Encrypt Device to install Android for Work

To enable the Android for Work on your device, and receive
additional settings and applications, your device needs to be
encrypted, and a startup passcode set. Please tap Encrypt
Now below to start this process.

You also need to ensure that if you have a passcode set, that
it is configured to prompt on startup as well.
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Enrolling a device into Silverback and Activating Android for Work

The first step to enabling encryption is to configure a passcode on the device, when
prompted you should choose PIN or Password from the list and configure your passcode.

M. Y e Lo o

Security & Choose screen lock

Screen security None
Screen lock
Swipe Swipe

Owner info Pattern

PIN

Password
Encryption

Encrypt phone
Encrypted

Passwords

Make passwords visible ‘

Device administration
Device administrators

View or deactivate device administrators

Unknown sources
Allow installation of apps from sources other than

You are prompted to configure a passcode Select PIN or Password
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If prompted to require a PIN to start the device, ensure this is selected and tap continue to
enable a PIN. Then enter your PIN or Password and confirm it to save.

R~ ) Me oo

Encryption Choose your PIN

You can further protect this device by requiring Choose your PIN

your PIN before it starts up. Until the device
starts up, it can't receive calls, messages, or
notifications, including alarms.

This helps protect data on lost or stolen
devices.

@ Require PIN to start device

O Nothanks

CANCEL
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a 0
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Require a PIN to start the device Enter and confirm your PIN or Password
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You should now be able to enable encryption. Select Encrypt Now from the Companion
Home Screen, and then tap Encrypt Phone when prompted.

| i @ N g 3:36
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< Encrypt phone

Managed You can encrypt your accounts, settings,
downloaded apps and their data, media,

Last Connected and other files. After you encrypt your

Nz P phone, assuming you've set up a screen

lock (that is, a pattern or numeric PIN
or password), you'll need to unlock the
screen to decrypt the phone every time
Encrypt Device you power.it on. The only other way

‘ A A to decrypt is to perform a factory data
To receive your company settings, your device must be

first encrypted, and a start up passcode set. Tap here reset, erasing all your data.

for more information.
Encryption tqkes an hour or more. You
must start with a charged battery and
keep your phone plugged in throughout
the process. If you interrupt it, you'll lose

Pending actions

Enable Manage Profile some or all of your data.
To receive your company settings, Android for Work
must be configured on your device. Tap here for more
information
ENCRYPT PHONE
Tap Encrypt Now Tap Encrypt Phone
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Enrolling a device into Silverback and Activating Android for Work

You should now be able to select Android for Work Activation from the Companion Home
Screen. After tapping, you will need to confirm permissions by tapping OK.

IO 9 5 3 4:10
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Managed

Last Connected

20 May 2016 at 15:41 PM

Your administrator has the ability to
monitor and manage settings, corporate
access, apps, permissions, and data

Pending actions associated with the profile, including
network activity and your device's
Enable Manage Profile location information.
To receive your company settings, Android for Work
?::;tr::ti%?ﬂgumd on your device. Tap here for more Contact your administrator for

more information, including your
ANDROID FOR WORK ACTIVATION organization's privacy policies.

Learn more

CANCEL

Tap Android For Work Activation Tap OK

You will see the AFW setup initiate.
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Enrolling a device into Silverback and Activating Android for Work

3.2.2. Password for Android for work

When Android for Work enabled, you will need a password to login to the account. Please
reach out to your IT helpdesk for details.

Enter the password and tap Next to log in.

Ry T.al21% 8 12:15 PM

Checking info...

Password

Forgot password?

Enter your Android for Work Password Wait for it to verify.

After this, you should return to the home screen of Companion and Android for Work apps
will begin to download in the background.
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Once the download is complete all the AFW apps are downloaded on the device. The
device now has all the AFW apps denoted by the red briefcase symbol on the Apps.

™ o6 a8 v
u i jj“ i
Play Books Play Games  Play Movies &.  Play Music o
. yidh
- s o

Companion App. Portal %

4
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Play Newsstand  Play Store Settings Sheets s

] O B B

Slides YouTube Calculator Calendar

%6 & B

Camera Chrome Companion Contacts

BPARY

Docs Downloads  Google Settings Phone

>@ Ee é

Play Store Sheets Slides

Android for Work apps have a brief case icon
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