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1. New Features and Improvements 

1.1. Android for Work with Managed Domains 
Expanding on the initial implementation of the Managed Profile for Android for Work 
devices, it’s now possible to configure mail settings for devices and push applications. This 
requires a Google Managed Domain configured for your company domain and allowing 
Silverback by Matrix42 to manage this.  
 
Exchange settings are configured in Android based Tags in a similar way to Exchange 
settings for other device types. User’s who have enrolled in the system with Android for 
Work enabled will then receive a Mail+PIM application from Google, which Silverback by 
Matrix42 then configures to connect to your mail server.  
 
Applications are added via the App Portal as normal, but instead selecting “Android Work” 
as the application type. When these applications are then added to Tags that have Android 
for Work enabled, the applications will be available to the users.  
 
For details on enabling Android for Work in your system, refer to the additional document 
Silverback by Matrix42 Android for Work Enablement.pdf 
  

1.2. Improved Android Root Detection 
In addition to the current Root Detection methods with mainly target execution of privileged 
binaries on the device, Silverback by Matrix42 now performs addition checks including: 

 Checking for Over the Air Certificates from Google 
 Additional known third party root applications 
 Additional known super-user executables 
 Additional checks for writable storage in secured locations 

 

1.3. Windows / Windows Phone 8.1 Usability Improvements 
As of Silverback version 4.7 SP2, Silverback by Matrix42 has improved ease-of-use for 8.1 
deployments. A standard global PFN is used to enable push for customer deployments, 
meaning the customer does not need to create and maintain their own PFN as part of the 
installation. 
 
It’s also no longer mandatory for deployments using only basic MDM functions to have a 
Symantec Certificate for enrolment. This is still required for Application Management 
however. 
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1.4. App Trigger VPN Settings for Windows Phone 8.1 
For customers using the F5 Big-IP Edge Client or Juniper Junos Pulse, it’s now possible to 
configure VPN triggering for these VPNs.  
 
The VPN Can be triggered in several ways: 

 By Application – Selecting Applications from a list configured in Silverback 
 By Network Allowed List – By specifying network address ranges that will be used for 
the VPN, e.g. 127.16.0.0/16 

 By Namespace Allowed List – Entering domain names that will be used for the vpn, 
e.g. *.company.com 

 By DNS Suffix Search List – Entering DNS suffixes to attempt non-qualified DNS 
resolution, e.g. company.com 
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2. Minor Changes and Fixes 
 Resolved issue with DEP Tokens not updating in the database when provided by the 
user 

 Resolved issue with DEP Devices not updating from Apple automatically, requiring 
manual interaction. 

 Improved Managed Application Feedback methods that were causing unnecessary SQL 
Load 

 Resolved issue with certificates remaining on Android devices when the Exchange 
profile was removed 

 Resolved issue with enterprise apps not being removed when a device is unenrolled 
 Resolved issue with user’s editing their settings via the settings cog causing their device 
visibility flags to be removed 

 Resolved issue with mobile operator summary not displaying for some operators 
 It is now no longer mandatory to have a Symantec Certificate for basic MDM 
functionality on WP8.1 devices. This is still required for App Management however. 

 Resolved issue with WP8.1 SCEP requests timing out via cloud connector 
 Resolved issue where certificate requests timing out could cause devices to continually 
connect to the Silverback Server 

 Resolved issue with configuration generator not exporting the Silversync database 
 Resolved issue with Managed App Feedback not being displayed in device information 
for some applications 

 Resolved alignment issues in some Tag pages when using German language 


