
Silverback by Matrix42:

Mobile Made Easy

Enterprise mobility is complex, but managing and using it 
shouldn’t be. Which is why  Silverback by Matrix42 makes 
enterprise mobility easier for the people that deliver, manage 
and use mobile IT. It also integrates seamlessly with the rest 
of the Matrix42 Workspace Management suite. That’s what 
makes it an essential element in delivering the smarter IT 
workspaces that enable a better life for everyone.

Enterprise Mobility Management as it should be: 
Simple, Scalable, Secure
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Extensible Scalability
 
 No proprietary proxy servers creating  
 bottlenecks, cost and single points of  
 failure

 Zero-touch for IT with the Self Service  
 Portal for users 

 Standards-based technology that delivers  
 a highly available platform with lower  
 TCO

Effective Security
 
 One-time PIN for enrollment 

 Enhanced PKI security without the need  
 for Active Directory passwords on the  
 device

	 Device	and	OS	version-specific	 
 compliance & privacy control

Your benefits at a glance

•	No requirement for an iTunes account with  
 our Clientless device enrolment

•	Maximum value from your existing IT  
 infrastructure without requiring proprietary  
 proxy servers 

•	Enable thousands of users without having to  
 touch a device with our Self Service Portal  
 and simple enrolment process

•	Maximum user satisfaction and reduced  
 support workload through a familiar, native  
 user experience 

•	Optimized enterprise mobility deployment  
 and management costs through a single,  
 standardized and streamlined solution  
 interface

•	Complete	deployment	flexibility	–	on	premise	 
 or in the cloud

REdEfining EntERpRiSE Mobility ManagEMEnt (EMM) 

Perhaps	you	already	have	an	EMM	solution	in	place,	but	your	administrators	or	end	users	are	finding	that	it	is	too	
complex	to	manage	and	use.	Or	maybe	you’re	deciding	how	to	finally	get	all	your	mobile	devices	and	‘Bring	Your	
Own Device’ requests under control. Whichever it is, Silverback by Matrix42 offers you a unique solution that not 
only solves today’s problems but paves the way for a smarter workspace in the future. 

Effortless Simplicity
 
 Clientless enrolment for your users

	 Integrates	easily	and	flexibly	with	your	 
 existing infrastructure

 Maintains the native mobile OS user  
 experience end users prefer



SilvERback by MatRix42: kEy capabilitiES

Mobile device  

Management (MdM)

 Clientless, zero-touch provisioning 

 Secure and scalable administration of the  
 following devices: Apple iOS, Google  
 Android native and Android for Work,  
 Samsung SAFE & Knox  and Microsoft  
 Windows Phone 

 No proprietary proxy server required

 Full end-point control including Exchange, 
 WiFi, VPN and Restriction settings

	 Deploy	and	manage	client	certificates

 Granular remote device wiping options

 Multi-language user interface in English  
 and German

Mobile application  

Management (MaM)

 Application distribution through self- 
 service portal or automatic push

 Application blacklists and whitelists

 Silent push of applications to secure  
 workspaces

 Application-triggered VPN

	 Customisable	application	configuration	 
 and user settings  

Mobile content  

Management (McM)

 Secure content hub

 SharePoint integration

	 Windows	file	share	access

 Access to Intranet content

 PDF annotation

 Account- and application-level control  
 over data leakage

 File syncing between devices

Security 

 One-time PIN provisioning

 Expirable window of use for OTP

 Real-time hardware authentication

 PKI integration for secure automatic  
 login into IT services

 Single sign-on with no sync of AD  
 credentials required

privacy  

controls

	 Profile-based	separation	of	business	and	 
 private data and apps 

 Compliance settings for user’s personal  
 apps

 Admin-only access for remote wipe

 No tracking of personal apps or user  
 location

 Corporate security policies are upheld  

cost  

Management

 Detect and turn off data roaming

 Stop push-sync while roaming

 Detect and turn off voice roaming

 Real-time roaming admin alerts

 Extended mobile operator home zone  
 management

 Automatic enforcement of policies based  
 on country, network or data usage

our customers
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innovative and complete

Matrix42 is the only vendor that can 
execute a workspace aggregation  
strategy based on its own universal 
device management and ITSM  
product portfolio.

That’s why it’s time to stop thinking 
about enterprise mobility as separate 
from the rest of your corporate IT. 
Through the deep integration of  
Silverback with Matrix42 Workspace 
Management, you can now manage 
all of your mobile, physical and 
virtual workspaces, plus ITSM and 
compliance,within	a	‘single	pane	of	
glass’ management environment. 

it’s a unique capability. let us  
show you what it can do for your 
organization. 
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learn more about Silverback by 
Matrix42, and register for your free 
trial at:

http://silverback.matrix42.com
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Follow us

fRoM EntERpRiSE Mobility, to thE UnifiEd  
WoRkSpacE of thE fUtURE 

What really differentiates Silverback by Matrix42 from other Enterprise Mobility 
Management Solutions? In a word: Synergy. Together with the rest of the  
Matrix42 Workspace Management suite, it delivers much more than the sum  
of its parts.
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