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1. Introduction 
 
This document will include the information necessary to integrate Silverback with a Microsoft 
Active Directory Certificate Authority, which can then be used to distribute User-Based 
Identity Certificates to users as they enroll into Silverback. 
These devices can then be configured to authenticate themselves with this certificate across 
a range of technologies, such as: 

• Exchange ActiveSync. 
• Enterprise Wi-Fi Access Points (RADIUS Authentication) 
• SharePoint Servers 
• VPN Endpoint Appliances (check for current supported device list). 

 
The following picture describes the topology of the Matrix42 solution approach: 
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2. Prerequisites 
 
To properly integrate Silverback with your Microsoft Active Directory Certificate Authority 
you will need to ensure that all the following conditions are met: 

 The Silverback Server is joined to the same Active Directory Domain as the Certificate 
Authority. 

 If using a Cloud Connector to connect to a Cloud Based Environment, then it is the 
Cloud Connector Object that needs to be Domain Joined. 

 Dedicated ‘Certificate Request’ Active Directory Service Account (only required for 
Section 5 – Publishing Certificates in Active Directory) 

 The Silverback Computer Object is added to the necessary Active Directory Groups 
outlined in the On Premise Solution Design Brief (Section 1.3) and copied below for your 
convenience: 

 
Name: Silverback Mobile Device Manager 
Type: Global Group 
Members: $SilverbackComputerAccount  
 
Name: Silverback Enterprise Device Management 
Type: Universal Group 
Members: Silverback Mobile Device Manager  

 
NOTE: It is the Silverback Enterprise Device Management Group that we will be giving 
access to certain templates on the Certificate Authority. 
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3. Certificate Authority Configuration 
 
As Silverback will be requesting User-Based Certificates from your Certificate Authority it is 
necessary to configure the appropriate permissions so that these requests are successful 
and certificate are issued to devices. 

3.1. Creating the necessary Certificate Template 
 
First a dedicated template is created for Silverback to target for the Certificate Requests, to 
do this please use the following steps: 
Log into your Certificate Authority, and open the Certificate Authority MMC snap-in. 
Expand the Configuration Tree on the Right until the Certificate Templates section is visible. 

 
 
Right-Click on Certificate Templates and click the Manage option to bring up the Certificate 
Template Console. 
Find the ‘User’ template, Right-Click and select Duplicate Template. 
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General Properties of the New Template 

 Name the new Template ‘SilverbackUser’ 
 Ensure that ‘Publish Certificate in Active Directory is Unchecked. 
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Request Handling Properties of the New Template 

 Purpose: Signature and Encryption 
 Allow Private Key to be Exported is Checked. 
 Enroll the Subject without requiring any user input. 
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Subject Name Properties of the New Template 

 Ensure this is set to Supply in the Request. 
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Issuance Requirements Properties of the New Template 

 Ensure that CA Certificate Manager Approval is Unchecked. 
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Extensions Properties of the New Template 

 The Certificate Template must be applying the Client Authentication & Secure Email 
Extensions to the Issued Certificates. 
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Security Properties of the New Template 

 The Silverback Enterprise Device Management Active Directory Group must have the 
READ and ENROLL Permission on the Certificate Template. 

 The Authenticated Users Active Directory Group must have the READ and ENROLL 
Permission on the Certificate Template. 

 

 
 
 

 Click OK to finish creating the Template. 
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3.2. Publishing the Certificate Template 
 
Next, we will need to publish the Certificate Template that we just created so that it is visible 
to the Silverback Computer Object. 
 

 Log into your Certificate Authority, and open the Certificate Authority MMC snap-in. 
 Expand the Configuration Tree on the Right until the Certificate Templates section is 

visible.  

 
 Right-Click on Certificate Templates and navigate to the New > Certificate Template to 

Issue option. 
 In the Enable Certificate Template popup box, select the ‘SilverbackUser’ template 

created earlier and click OK to finish publishing the Certificate. 

 
  



 
 
Silverback Integration with Microsoft Active Directory Enterprise 
Certificate Services for Android & iOS Devices. 

Author: Matrix42 Cloud & Mobile Management 
26. February 2016  - 14 - 

4. Configuring Silverback 
 
Once your Certificate Authority has been given the appropriate permissions on the newly 
configured Certificate Templates, it is time to configure Silverback to use them. 
This configuration is done via the Silverback Web Interface, in the System Settings section. 
 

4.1. Certificates for Exchange ActiveSync / VPN 
 
Log into the Silverback Web Console as a System Settings user so we can manipulate some 
of the finer settings of Silverback. 
Under the General Section change the Certificate Deployment Option from Enterprise 
Certificate to Individual Client, and change the name from DEFAULT to be your Certificate 
Authority Address: 
 

 
NOTE: The correct format for the CA Address is “FQDN \ Certificate Authority Name”. 
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Next, go to the WiFi Client Certificates section and populate the Template ActiveSync 
Certificate Name with the name of the Certificate Template created earlier. 
 

 
NOTE: If these settings are not correct, and Silverback is not able to request Certificate from 
the Certificate Authority – a device will not be able to leave the Blocked Container within 
Silverback, due to the fact that it is unable to complete moving into Managed without an 
Exchange Profile. 

4.1. Certificates for Enterprise Wi-Fi (RADIUS) 
 
Log into the Silverback Web Console as a System Settings user so we can manipulate some 
of the finer settings of Silverback. 
Under the WiFi Client Certificates section, ensure this is switched to YES, and that the WiFi 
Enterprise Certificate CA is the Correct Address 
Change the Template WiFi Certificate Name to match the Certificate Template created 
earlier. 
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5. Publishing User Certificates in Active Directory for Enterprise 
Wi-Fi 

 
In some cases it is necessary for Silverback to publish a User Certificate into the enrolling 
user’s Active Directory Object for authentication. The following is a guide that illustrates 
how this is achieved with Silverback. 

 

5.1. Basic Overall Concept  
In the previous sections of this document we have covered Silverback’s Integration with your 
Internal Certificate authority to allow it to request Certificates for your enrolling users. This 
means that it is the Silverback Computer Object that is performing the requests. 
Silverback now needs to be configured to ‘impersonate’ these users so that the Certificate 
Authority publishes the generated certificates into the User’s Active Directory Object, not the 
Silverback Computer Account Object. 
 

5.2. Creating the necessary Certificate Template 
 
This type of deployment requires two additional Certificate Templates to be configured and 
published on your Certificate Authority. 
Log into your Certificate Authority, and open the Certificate Authority MMC snap-in. 
Expand the Configuration Tree on the Right until the Certificate Templates section is visible. 
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5.2.1. Creating the Certificate Request Agent Template 
The First Template we will create is the Certificate Request Agent Certificate, which will 
allow Silverback to send requests to the Certificate Authority on behalf of the enrolling user. 
From the Certificate Templates Console opened in Section 5.2, find the ‘Enrollment Agent’ 
template and Right-Click -> Duplicate the template. 

 
General Properties of the New Template 

 Name the new Template ‘SilverbackEnrollmentAgent’ 
 Ensure that ‘Publish Certificate in Active Directory is Unchecked. 

 
Request Handling Properties of the New Template 
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 Purpose: Signature and Encryption 
 Allow Private Key to be Exported is Checked. 
 Enroll the Subject without requiring any user input. 

 

 
  



 
 
Silverback Integration with Microsoft Active Directory Enterprise 
Certificate Services for Android & iOS Devices. 

Author Matrix42 Cloud & Mobile Management 
26. February 2016  - 19 - 

Subject Name Properties of the New Template 
 Build from this Active Directory Information. 

 Fully distinguished name 
 User Principal Name (UPN) 
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Security Properties of the New Template 
 Assign the Service Account Mentioned in Section 2 the READ and ENROLL 

Permission 

 
 
NOTE: It is advised that regular users NOT be able to access this template. 
 
 

 Click OK to finish creating the Template. 
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5.2.2. Creating the Silverback Enterprise WiFi Template 
The next certificate we will create is the Enterprise WiFi certificate. For this certificate we will 
be using the same settings as the Silverback User certificate template created before. 
To do this, from the Certificate Templates list, right click on SilverbackUser and select 
Duplicate Template: 

 
General Properties of the New Template 

 Name the new Template ‘SilverbackWiFi’ 
 Ensure that ‘Publish Certificate in Active Directory is Checked. 
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Issuance Requirements Properties of the New Template 
 Enable the ‘This number of authorized signature’ option and set this to 1. 

 Ensure the Application Policy is set to Certificate Request Agent. 

 
 
 

 Click OK to finish creating the Template. 
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5.3. Publishing the Newly Created Certificate Templates 
 
As we did in Section 3.2, we will need to publish the Certificate Templates just created so 
they are visible to both Silverback and the Service Account that will create the Certificate 
Request Agent Certificate.. 

 Log into your Certificate Authority, and open the Certificate Authority MMC snap-in. 
 Expand the Configuration Tree on the Right until the Certificate Templates section is 

visible.  

 
 Right-Click on Certificate Templates and navigate to the New > Certificate Template to 

Issue option. 
 In the Enable Certificate Template popup box, select the ‘SilverbackEnrollmentAgent’ 

template created earlier and click OK to finish publishing the Certificate. 

 
 Repeat this Process for the ‘SilverbackWiFi’ Template. 
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5.4. Creating the Certificate Request Agent Certificate 
 
Next, from the Silverback Computer (or Cloud Connector) Server, we will perform the 
following steps to create the User Certificate Request Agent. 

 Remote Desktop to the Silverback Server (or Cloud Connector) using a Local 
Administrative Account (that is not affiliated with the domain). 

 Open Internet Explorer and visit the Certificate Authority ‘CertSrv’ website: 
https://ca01.company.internal/certsrv/ 

 Log-in use the Dedicated Service Account mentioned in Section 2. (If you do not see a 
prompt to log-in you are probably using a Domain Account – which will not work).  

 
 

 Click the ‘Request a Certificate’ option. 
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 Click the ‘Advanced Certificate Request’ option. 

 
 Click the ‘Create and Submit a Request to this CA’. 

 
 Change the Template to the ‘Silverback Enrollment Agent’ template created in Section 

5.2.1. 
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 Click the ‘Install this Certificate’ link, and if prompted Accept the Web Access Confirmation 
Prompt. 

 
 Once the Certificate has been Generated you will see the following message. 

 
 
Finally, we log into the Local User Certificate Store to Export the Certificate 

 From a RUN Command type ‘certmgr.msc’ to open the User Certificate Store. 
 Expand the Personal Certificate Store, Right Click on the Certificate Request Agent 

Certificate and Export it. 
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5.5. Importing the Certificate Request Agent Certificate 
Now the Certificate Request Agent Certificate needs to be imported so Silverback can utilize 
its abilities to request certificates on behalf of users. 
To do this please use the following steps: 

 On the Silverback Server (or Cloud Connector), type ‘certlm.msc’ to open the Local 
Computer Certificate Store. 

 Right-Click the Personal Certificate Store and go to All Tasks > Import… 

 
 

 Be sure to mark the Certificate as Exportable. 
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 Once the Certificate has been imported right-click the Certificate and go to All Tasks > 
Manage Private Keys. 

 
 

 Ensure that the Network Service has the READ Permission on the Private Key. 
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5.6. Silverback Configuration 
Once all the Certificate and Certificate Templates have been configured Silverback receives 
the following configuration settings to populate User-Certificates into Active Directory. 
 

5.6.1. Silverback Web Settings Configuration 
 Log into the Silverback Web Settings Administration Site and navigate to the WiFi Client 

Certificates section. 
 Ensure that the WiFi Template Name matches the Certificate Template created in 

Section 5.2.2. 
 Ensure that the Agent Cert Thumbprint matches the Certificate Thumbprint of the 

Certificate Request Agent Certificate created in Section 5.4. 
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5.6.2. Silverback Device Profile Settings 
Log into the Silverback Admin Console and navigate to the configuration profile you are 
building for your Target Device and your Authentication Settings match the settings outlined 
below. 

 
 Use Individual Username – Checked. 
 Use Individual Client Certificates – Checked. 
 Populate into Active Directory – Checked. 
 Certificate Template Name – Matches the Certificate Template created in Section 5.5.2. 
 Requester Name LDAP Attribute – The Active Directory Attribute you want populated in 

the User Certificate. 
 Agent Certificate Thumbprint – Matches the Certificate created in Section 5.4. 
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5.1. Confirming That It Works! 

5.1.1. Certificate Authority Requests 
If you view the Issued Certificates on your Certificate Authority you should see the requests 
coming from the users as they enroll into Silverback – not the Silverback Object. 
The Requests highlighted in Green were successful. 
The Requests highlighted in Red worked, but the Certificate will be in the Computer Object, 
not the User Object. 

 
 

5.1.2. User Active Directory Object 
Viewing the User Certificates in Active Directory Users and Computers is possible – but they 
are in a Binary Format: 

 


